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BeepneHue: rMo6AbHbIA KOHTEKCT U KITIOYEBbIe TPeHAabl

Mup NposoaKaeT CTPEMUTENBHO NEPEXOANTL B LindpoBoin dopmart, Aenas TeEXHONOrnn
HEOTbeMIEMOM YacCTbIO Hallen XM3HU. BmecTe ¢ 3Tm pacTyT u yrpo3bl MHGopMaLm-
OHHOW 6€30MacHOCTH, FAe aTaky CTaHOBATCA BCE BOee CNOXKHbLIMK, @ MOCNEACTBUSA BCE
6onee MmacwrabHbimn. B 2024 rogy kmbepbe3onacHOCTb OCTAETCA KPUTUUECKM BaxK-
HOW chepom, KOoTopas BAUSET Ha CTabUIbHOCTb BU3HeCa, rocyapCTBEHHbIX CTPYKTYP
1 obLecTBa B LE/IOM.

Ana obecneueHns knbepbesonacHocTn TpebyeTcs 3HaunTenbHoe GUHaAHCUMpPOBa-
HWe, NOCKONbKY COBPeMeHHble LiMPPOBbIe TEXHONOTUN TPEBYOT HaZEeXHON 3aLm-
Tbl OT KMbepatak 1 yrpos. VIHBectTuumnmn HeobxoaMMbl A8 CO3LaHMUA MOLLHbIX CUCTEM
MOHWUTOPWHIA W NPesoTBpaLLeHMs Yrpo3, obecneyeHns 6e30nacHOCTM rocyAapCcTBEH-
HbIX MHOOPMALIMOHHbBIX CUCTEM, 3alUThl AaHHbIX U Pa3paboTkM MHHOBALMOHHbIX
peleHnii. DHaHCOBbIE PeCcypCbl TakKe BaXKHbl A5 MOATOTOBKM BbICOKOKBaMULLM-
POBaHHbIX CMELMANNCTOB, MPOBEAEHNS PEryNSPHbIX TEXHUYECKMX TPEHUPOBOK, a Tak-
Xe ANA NOAAEPIKKN MeXAYHapPOAHOro COTPyAHUYeCTBa B 061acTn kmbepbesonacHo-
ctn. bes gonxHoro ypoBHs GUHaHCUMPOBaHNSA HEBO3MOXHO 06eCcneynTb HaZexHyHo
3aLLUMTY HALMOHANbHOW MHOPACTPYKTYPbl U LUDPOBOM IKOHOMUKW.

Tak, cornacHo HOBOMY MporHo3y komMnaHmu Gartner, npogon-
xaruwieecs ycuneHme yrpos, passmutme o67A4YHbIX TEXHONOrnm
U HexBaTKa kagpos B 2025 rony 3aCcTaBUT pyKOBOAUTENEN CNyX6
WHPOPMALMOHHON 6€30MNACHOCTU NOBbLICUTb PACXOAbI KOHEYHbIX
nonb3oBaTenen Ha MHPOPMALMUOHHYIO 6€30MNACHOCTb Ha 15%.

MCKyCCTBeHHbII\/’I WNHTEJJIEKT, NHTEPHET BeLLI,eI\/’I, dBTOMaTU3NPOBaHHbIE CUCTEMDI YNPaB-
NieHns 1 obaayHble TEXHOIOTUN OTKPbIBAaOT HOBbl€ BO3MO>XHOCTW, HO OAHOBPEMEH-
HO CO34ak0T YHWKaJIbHbIE PUCKW. K|/|6epr|peCTynH|/|K|/| NCMONB3YHOT 3TN TEXHONOTUN ANA
yTe4eK AaHHbIX, MaHMHyﬂFILLMVI M B3/1IOMOB, OCTaBadAa nepes opraHnsaumnaMmn n npasu-
TE€/IbCTBAMW C/IOXKHbIE 3a4a4l MO 3aliuTe.

Ocobyto akTyanbHOCTb NpuobpeTaeT yenoBeyecknin GakTop: HeJOCTaTOUHas OCBe-
AOMIEHHOCTb COTPYAHMKOB 06 MHPOPMALMOHHON 6e30MacHOCT YacTo CTaHOBUTCA
c/labbIM 3BEHOM.

[MporpamMmbl No KU6eprurneHe,

o6y4YeHune U NOoBbILUEHUE KYNbLTYPbI
MHPOPMALMOHHON 6€30MNACHOCTU -

30/10r YCTOMUYMBOCTU Nepepn yrpo3amu .



B aToM pangxecte Mbl cO6panu Kno4yeBble
CO6bITUS, TEHAEHLUU N YPOKMK B 06n1acT MHbOop-
MOLMWOHHOM 6€30MNACHOCTM 3a NPOLUefLwmMi rog,.

Mbl pacckaxeM O 3Ha4MMbIX UHUMAEHTaX, 06CyaAnMm
M3MeHeHus B 3aKoHozaTenbcTBe PK, HOBble TexHMYeckne
peLLUeHnsa 1 ay4lumne NpakTMKM NPOTMBOAENCTBMA Yrpo3am
NHOPMALIMOHHOWN 6Ee30MaCHOCTW.

KUWBEPKO[ 2024:

. BbI30OBbl LLUPPOBOW 3MOXU -
. * 304YMMbIE UHLUUOEHTH -

I3MeHeHnda B 3akoHogaTenbctBe PK

HoBble TexHM4yeckmne pelweHnd

Jlydwne npakTukm NpOTUBOLENCTBUS
yrposam b ..

Knéep6éezonacHocTb 60sbLUe HEe NPOCTO
TE@XHUYECKAS AUCLMMNIUHA.

370 cTpaTErnyeckas Heo6XxoOMMOCTb, OnpenenstoLLas
YCTOMUYMBOCTb M YCrex OPraHm3aumi B LGpPOBOM MUPE.

BMecTe Mbl CMOXEeM caenaTb war

HaBCTpeuy 6onee 3awWmIEHHOMY 6yayLueMy







YTEYKA MEPCOHAJIbHbIX OAHHbIX: ®AUNbl C JINYHOM
WHOOPMALIMENA HA KASAXCTAHCKUX MHTEPHET-PECYPCAX

B 2024 roay BbisBAAAMCh Gaiinbl, cofepKallie NepCcoHabHble JaHHble Ha Ka3axCTaH-
CKUX MHTEPHEeT-pecypcax, KOTopble MOrAu 6biTb MCMOAb30BaHbI A1 GULLNHIA U COLIM-
aZbHOW WHXEHEPWY, BKAKOYAs B3/IOM COLIMaNbHbIX CETEN. YTeUKM AaHHbIX, Takne Kak
OULLINHT, KNBEPLUNMOHAaX M UCMOAb30BaHWe MHbOPMaLIMK B MPECTYMHbIX Lensx, Mme-
FOT AONTOCPOYHbIE MOCAEACTBUIA.

MNoaBOAs UTOrM O KPYMHBIX MHUMAeHTax B KasaxctaHe B 2024 rosy, MOXHO OTMETUTb,
YTO KNBEPNPECTYNHOCTb B CTPaHe AOCTUIIa HOBOTO YPOBHS. Perncrpaums MHoXecTBa
yTeuek JaHHbIX 1 knbepaTtak Ha rocyapCTBEHHbIE M YaCTHbIE YUPEXAEHNS, BKItOYas
NHUWAEHTbI C GULLMHIOM N KMBEPLUMMOHAXXeEM, CTasla TPEBOXHbLIM CUTHAIOM.

AO «['TC» 3adukcupoBaHo 6onee 41 TbiIcIUU UHUUAEH-
TOB B 0611ACTU MHPOPMALMOHHOM 6€30MACHOCTH, B TOM
ynucne ¢ BUPYCAMU, CETEBbIMM YEPBIMU U TPOSHAMMU

ObocTpeHme yrpo3 cBA3aHo ¢ npumMmeHeHneM loT n NN B kmbepaTtakax, 4yto Tpedbyet
NMOCTOAAHHOTO COBEPLUEHCTBOBAHWSA 3aLLMUTbl U YAyYLLEHNS OCBELOMAEHHOCTM NO/b30-
BaTesiell No BONpOcam KMGeprurneHsl.

KntoueBbIMU MHLMAEHTAMW CTanu ABe KPYMHbIe YTeUKN JaHHbIX:

* B deBpane 2024 roga Ha naowaake GitHub 6611 onybankoBaH CVB A@aHHbIX KUTaK-
CKOW KOMMaHWW, TAe CoAep>Kanncb NepCoHasbHble JaHHble Ka3axCTaHLEeB.

+ B mapte 2024 roga 6bi1a BbifB/EHa yTeuKka JaHHbIX MUKPOPMHAHCOBOW OpraHu-
3auuu zaimer.kz, 3aTpoHyBLUIaA AaHHble 6bosiee ABYX MUAIMOHOB Ka3axCTaHLeB.

Tak>xe 6b110 paccieOBaHO HECKOJ/IbKO MHLINAEHTOB, MMEBLUMX PE30HaHC:

» B ogHown 13 opranusaumnin KazaxcraHa 6b11mn 0bHapy>keHbl BpeAOHOCHbIE MPOorpam-
Mbl, CBSi3aHHble C KaMMaHAMYW KMbepLUNMOHaXKa, COHCUPYeMbIMU APYTMMU FrOCy-
AapcTtBaMu. BpeaoHOCHbIE dalsibl MICMOAb30BaNNCh A1 KOMMPOMETaLMM YYETHbIX
3anuncen COTPYAHNKOB 1 YCTaHOBNEHMWSA YAANEHHOro AOCTyna.

+ B mapre 2024 roga 6bina 3adukcmpoBaHa mMaccoBasa GMLIMHIOBasA pacchlaka
C LeNblo 3apaXKeHuns COTPYAHUKOB rocyAapcTBeHHbIX opraHoB RAT-nporpammoi
SugarGhOst, koTopas No3BoJifAAa 310yMbILLIEHHMKaM YNpaBaaTe Gannamu, cobm-
paTb AaHHble, @ TaKXe 3anncbiBaTb MCMO/b30BaHME KNaBULW U AenaTb CHUMKMU
3KpaHa.

* Ha oaHOM 13 KBa3urocysapcTBeHHbIXx 06bekToB KasaxctaHa 66110 3admKCMpoBaHo
3apa)keHne BMPYCOM-LINPPOBabLLMKOM, B pe3y/ibTaTe KOTOPOro 3/10yMbILLIEH-
HVKM NoTpeboBanu BbiNaaty B 6UTKOMHax. [pobaemMbl BO3HWKAW 13-3a OTCYTCTBUA
aHTUBMPYCHOW 3alL1Tbl, MHOTOKPATHOTO HapyLLeHWs 3akoHoAaTenbcTBa PK B cde-
pe Vb n HecaHKLMOHMPOBAHHOIO JOCTyNa K MHTEPHET-pecypcam.



+ B mae 2024 roaa AO «[TC» 6bina nccnepgoBaHa ataka Ha NoABeAOMCTBEHHYHO
opraHm3aumio rocysapctBeHHoro opraHa PK, rae 6biamn BbiIsBAEHbI MHOTOUNCEH-
Hble HapyLwweHus Vb, Bkatouas OTCyTCTBME 3alLMThI, YCTapeBLUee 06opyoBaHMe
N OTCYTCTBME CBOEBPEMEHHOrO MaTy-mMeHeaXXMeHTa. Takxke 6bian 3admkcmpoBa-
Hbl C1eZbl 3/10YMbILUIEHHWKOB, UCMOAb3YHLWMX MHCTPYMeEHT Mimikatz ans kpaxwu
YUYETHbIX AaHHbIX.

MACLWITAB UCMOJIbSOBAHUA MNPOTOKOJIA SSL BEPCUU
2.0 ONEPATOPOM CBA3U U PUCKM ONA HAUMOHANbHOM
BE3OMNACHOCTHU

B anoxy umdposm3aumnm 6e30nacHOCTb TENEKOMMYHUKALMOHHbBIX CETEN UrpaeT KpUTn-
YeCcKyto poJib ANA HalMoHanbHOW 6e3onacHoCTU. IHpOpMaLMOHHbIE MOTOKN MeXAy
rocyAapCTBEHHbIMUW CTPYKTypamMu, KOMMEPYECKUMWN OpraHm3aLmaMy 1 rpaxkgaHaMu
ABNSAOTCA OCHOBOW QYHKLMOHMPOBaHWA obLiectBa 1 3KOHOMMKW. JTrobble ya3BUMO-
CTWU B 3TUX CETAX MOTYT MPUBECTU K CEPbE3HbIM NMOCAEACTBUAM, BKAHOYASA YTEUKY KOH-
dungeHumanbHor nHGopmMaLmm, cbon B KpUTUUYECKON MHPPACTPYKTYpPeE 1 Yrpo3bl CyBe-
peHUTeTYy rocysapcTBa.

MpoTokonbl WwudpoBaHus SSL/TLS aABAAOTCA BaXKHEULWINMMN MHCTPYMEHTaMK Ans obe-
cneveHuns 6e30nMacHOCTN nepesaun JaHHbIX B MHTepHeTe. OHM NO3BOASAOT YCTAaHO-
BUTb 3aLUULLIEHHbIE COEJMHEHNA MEXAY KNNeHTaMu 1 cepeepamu, obecneymBas KOH-
buaeHUMaNbHOCTb W LEeNOCTHOCTb AaHHbIX. OAHAKO € TeYeHeM BpeMEHW HEKOTopble
BEPCUN 3TUX NPOTOKOJIOB YCTapeBaOT N CTAaHOBATCA YA3BUMbIMUN AN COBPEMEHHbIX
MeTOZOB Knbeparak.

SSLv2 (Secure Sockets Layer version 2), BbinyLieHHbI B 1995 roay, npusHaH Hebe3onac-
HbIM 13-3a M3BECTHbIX YI3BMMOCTEN, TaKMX KaK OTCYTCTBME NOAAEPKKM COBPEMEHHbIX
aAropuTMOB LWINPPOBAHMA 1N MOABEPXKEHHOCTb aTakaM Tuna «Man-in-the-Middle». 31o
AENaeT ero NCNosib30BaHWe KpanHe HEHAZEXHbIM B YCNOBUAX COBPEMEHHON Yrpo3bl.

B 2023 roay nccnepgoBaHme nokasano, uto KasaxcraH nmeer Hau-
6osbluee KONMUECTBO Beb-cepBepoB, NOAAEPXKMBAOLWMUX YCTa-
peBwun npotokon SSL Bepcum 2.0. ITOT Nnpotokon, opuumaib-
HO Npu3HaHHbIK ycTapeBwnm B 2011 rogy, Bcé ewwé ncnonb3yertca
Ha 6onee uem 460 000 ycTpoiicTBax NO BCEMY MUPY, 3HAUUTENb-
HaA yacTb KOTOpbIX pacnonoxeHa B KasaxcraHe.

AHanu3 BbISIBUJ, YTO BONBLUMHCTBO YA3BMMbIX YCTPOUCTB B KasaxctaHe npuHaase-
>XUT OZAHOMY M3 OMepaTOpPOB CBA3M B CTPaHe, KOTOPbIM MCMOAb3YyeT YyCTPOUCTBa, NPo-
N3BEeAEHHble KMTaNCKON KOMMaHuen 1 paboTarolime ¢ ycTapeBwnM Beb-cepBepomM
GoAhead. lns aHann3a ncnonb3oBaHMA NPOToKoia SSLv2 B MHPPaCTPyKType TeNEeKOM-
MYHMKALMOHHbIX ONepaTopoB CTPaHbl MCMONb30BaANCh AaHHbIE MOVCKOBOW CUCTEMbI
shodan.io.



OCHOBHOW onepaTop, Ha YCTPONCTBaX KOTOPOro 6binn 0BHapy>KeHbl YA3BMMOCTY, ABAS-
eTCA KpynHenLmm TeneKkoOMMYHMKaLUMOHHBIN onepatop B KasaxcTtaHe, KOTopbin 06cny-
>KMBaET 3HAUUTENbHYH YacCTb MHTEPHET-MHOPACTPYKTYpbI. pyrne onepatopbl UMeOT
3HAUUTENIbHO MEHbLLYHO LOJHO.

Bbiiv o6Hapy>xeHbl yazsumoctn SSL/TLS, Bkatouas DROWN CVE-2016-0800 n apyrue
ya3BMMOCTH, Takne kak CCS (CVE-2014-0224), CRIME (CVE-2012-4929), POODLE (CVE-
2014-3566), SWEET32 (CVE-2016-2183), FREAK (CVE-2015-0204) v ppyrue.

TN yA3BMMOCTM CBA3aHbl C UCMOAb30BaHMEM CabbiX WNPPOB M OTCYTCTBMEM MOA-
AEPXKN COBPEMEHHbIX NpoTokosnoB TLS 1.2 n 1.3, a Takxxe oTcytcTBmemM Forward
Secrecy. Takxxe 6bina o6Hapy>eHa npobaemMa ¢ NCNoAb30BaHWEM CaMOMOAMMCAHHO-
ro ceptuéukarta ¢ HecoBnagaroLMM AOMEHHbIM UMEHEM W YCTapeBLUUM aaropUTMOM
noanucy MD5, uTo cHuXaeT ypoBeHb He3onacHoCTu.

WHUMOEHT B OOHOM U3 KOMMAHWUIN: KOMIMPOMETALIUA CETU
N YTPATA JAHHbIX

B aHBape 2024 rosa B OAHON KOMMAHUWN CTONKHYANCb C CEPbE3HBIM UHLUAEHTOM
MHPOPMaLMOHHOM 6e30nMacHOCTU, MPOAEMOHCTPUPOBABLUNM YA3BUMOCTb OpraHu-
3auUnn nepes BHYTPEHHMMU Yrpo3aMn U HeAOCTaTOYHOCTb COBNtOAEHMA CTaHAAPTOB
6e3onacHocTu.

Xo0d amaku: B Havane aHBapsA 2024 roga 310yMbILLNEHHUK C OAHOro IP-agpeca nony-
YMA AOCTYN K paboyen CTaHUUN Yepes JOMEHHYHO YYETHYHO 3aMnCb CUCTEMHOTO aZMM-
HucTpaTopa. Kpnutnyeckon ya3sBMMOCTbIO CTan e4UHbIN Napo/b ANA AOCTYNa KO BCEM
YCTPOMCTBAM CETW, YTO MO3BOJIUIO 3/I0YMbILLNEHHWKY:

*  aBTOPW30BaTbCA Ha BCex paboumx cTaHLMAX;

e npoBecT WndpoBaHNE AaHHbIX;

*  yAanuTb nor-Gainbl, 3aTPYAHNB aHaM3 UHLMAEHTA.

ATaka pa3BurBanacb CTPeMUTENBHO. . B HOUb iHBapA NPON30LLAO MOBTOPHOE MPOHMK-
HOBEHWE, B pe3y/ibTaTe KOTOPOro BCe JaHHble Oblnn 3aWwmdpPOBaHbI.

Knrouessbie owiubku:

e He 6binn BbINONHEHBI peKoMeHAauUnn no oTkarouyeHnto xocta WIN ot cetu, uto
NpVBeNo K yTpaTe LieHHbIX JaHHbIX 418 aHanun3a;

* WVcnonb3oBaHne o4HOro Napons ANs BCEX YCTPOMCTB CETU 3HAUUTEIbHO 0baerum-
N0 paboTy 3/10yMbILINEHHMKA.

Peakyus u nocnedcmeus: cotpyarHukmn HKLIVB npoBenv Bbie3gHyto NpoBepKy 1 aHa-
/N3 CKOMMPOMETUPOBaHHbIX XOCTOB C NpPeAOCTaBNeHNeM PeKOMeHAaLnin No ycrpa-
HeHuro. OfHaKO K MOMEHTY pearmpoBaHuns YacTb AaHHbIX Oblia yXe yTpayveHa. bbim
yTpayeHbl Ior-painibl C KPUTUUYECKM BaXKHOTO XOCTa, YTO CEPbE3HO 3aTPYyAHWIO NO-
HOe BOCCTaHOBJ/IEHME KapTUHbI MHUMAEHTA. [111 BbiBJ€HNA BO3MOXHOIO BHYTPEHHErO
yyactua B nHumngeHte Cnyxxbe 6e3onacHOCTM KOMMNaHWM HbI0 MPeaIoXeHO NPOBECTM
cny>kebHoe paccnefoBaHne B OTHOLLEHUW CUCTEMHOIO aMUHUCTPATOPa, YbA YYETHaA
3anuncb NCNoJib30Basach ANA aTaku.



TOT CAy4Yait NOAYEPKMBAET BaXXHOCTb CTPOroro cobtoeHns pekoMmeHaaLmi no pea-
TMPOBAHMIO Ha MHLUMAEHTbI MHPOPMaLMOHHON He3onacHOCTK, a Takxke HeobxoanMo-
cTu:

*  WCNO/Nb30BaHUA YHUKA/IbHbIX Napoaen AN KaXKA0N CUCTEMDI;

e OrpaHuyeHus Npas AOCTyna no NPUHLMNY MAHUMaAbHOMN AOCTaTOYHOCTY;

e OMepaTUBHOIO OTKJILOYEHUS CKOMMPOMETUPOBAHHbIX YCTPOMCTB OT CETW.

NHUMAEHT B AaHHOW KOMMaHUM CTan HarnAaAHbIM MPUMEpPOM, Kak
BHYTPEHHMe owmnbkn n HecobatogeHme 6a3oBbix Nnpasun 6esonac-
HOCTW MOTYT CyLLLeCTBEHHO ycyrybutb nocneactBus kmbeparaku.

3TOT KENC NogUYEPKUBAET BaXXHOCTb BHEAPEHUA KOMMAEKCHbIX
Mep Mo 3awuTe U YKpenjeHuto MHpopmMaLnoHHON 6e3onacHOCTH
B OpraHusaumsx.

DDOS-ATAKA HA KA3AXCTAHCKUN UHTEPHET-PECYPC:
2BOMOUUA YTPO3 U ADANTUBHAA 3ALLUTA

B aHBape 2024 rosa KasaxcTaHCKUIM MHTEPHET-PECYPC CTas XXEPTBOW CEPUM BbICOKO-
NMHTeHCMBHbIX DDOS-aTtak, KoTopble NoKa3anu, HaCKONbKO BbICTPO 3/10yMbILLINEHHWKHN
MOTyT aanTMpPOBATLCA K YCTAHOB/IEHHbIM 3aWMTHbIM MepaM. VI3HauyanbHO aTakum npo-
NCXOAMAW Ha YPOBHSAX L3 (cemesoli) n L4 (mpaHcnopmHeili) v 6biam HaueneHbl Ha nepe-
rPY3Ky CepBEPHbIX PECYPCOB 3a CYET OFPOMHONO YMCAa 3anpoCoB, YTO AeflaeT canT
HeAoCTynHbIM. VIHTepHeT-pecypc 6bin 3awmién ¢ nomolbio AntiDDoS ot AO «[TC»,
ycrnewHo 6J10KMPOBaABLLErO YrpoO3bl 3TUX YPOBHEWN.

[lanee 310yMbILLUNEHHWUKM NepeLLn K aTakam Ha YpoBHe L7 (yposeHb npusioxeHud) -
6onee cnoxHomy Tmny DDoS, koTopbIn 3aTpyAHAET paboTy caMoro Be6-npuaoXeHus.
B aHBape 2024 roga ataka Ha L7 Hauanacb B 14:57 1 3a yac BbiBeNa MHTEPHET-pecypc
n3 cTpos, Hanpasue 6osee 120 TbicAY 3anpocoB ¢ 6onee vem 6 Tbicay IP-agpecos,
13 kotopbix okono 2000 nprHaanexann KasaxcraHy.

MNMocne aHann3a NOroB N BbISBNEHWUS XapakTepa aTakv CUCTEMHOMY aAMUHUCTPaToOpy
6blM faHbl pekoMeHaaLmmn noakntoumntb 3awmty Cloudflare n yctaHosute CAPTCHA
ANS NPOTMBOAENCTBUS aBTOMATU3MPOBAHHbBIM 3anpocam. ITOT MHUWAEHT CTan npu-
MEPOM TOro, Kak KnbepnpecTynHUKN MCMONb3YHOT Pa3HOYPOBHEBbIE MOAXOAbI A5
BOCTUXKEHMA cBOMX Lienert. OH Takxke NOAYEPKMBAET BaXKHOCTb ajanTMBHbIX MepP 3aLlu-
Tbl, TakKMX Kak koMbuHmnpoBaHune AntiDDoS pelueHnin n MHCTpymeHTOB duabTpaumm
Ha ypPOBHE NPUIOXKEHUN.

Ana NpOTUBOCTOSAHMA COBPEMEHHBIM Yrpo3amM UHGOPMaLIMOHHOM
6e30nacHOCTM opraHU3aLmamMm HeobxoAMMO UCNOb30BaTb MHOIO-
C/IOVHBIV NOAXOA K 3aLiMTe, onepaTMBHO pearnpys Ha 3BOJIOLMIO
aTaKyroLWMX CTpaTernm.



B ®EBPAJIE 2024 TrOJA B MECCEHOXXEPE BblJ10 OMNMYBJIMKOBAHO
OBbABJIEHME O MPOJAXE OOCTYNA K UHOOPMALIMOHHOWN
CUCTEME MUHUCTEPCTBA «PET'MCTP MPUKPEMJIEHHOIO
HACEJIEHUA»

B deBpane 2024 roga B MecceHaxepe 6bi1 onybaMKOBaH aHOHC O Mpojaxe JOCTy-
na K MHGOPMALMOHHOW CUCTEME OAHOrO U3 MUHUCTEPCTB. [loCcTyn K cucteme nmeeT
TONIbKO MepCOHan, n AN BXOAa UCMOb3yeTcsa AByxbakTOpHasa ayTeHTuduKauma, 10rmH
M Naposb, a TakxXe 3NeKTpoHHasa umdposas nognuce (3LI1). bbiio ycTaHOBAEHO, YTO
HeW3BeCTHOe NNLO0 NpeanaraeT AaHHbIA AOCTYM, NPeA0CTaB/sAsA YUeTHbIE AaHHblE, Takme
KaK N0r1H, naponb 1 LM paboTHMKoB. NHUMAEHT 6bln nepesaH B NpaBOOXpaHUTE b-
Hble OpraHbl ANS Aa/bHENLIEero pacciesoBaHus.

KOMMPOMETALMUA YYETHbIX 3ANUCEN WHATSAPP: AHAJIN3
N AEAHOHUMU3ALINA

B cepeguHe deBpana 2024 roga AO «[TC» 6bina obHapy>keHa MaccoBasi BPeLOHOCHas
paccblnka no MecceHaxxepy WhatsApp rpaxaaHam Pecny6avkum KasaxcraH, cogepka-
wasa B cebe CCbINKy Ha CTPaHMLY C ronocoBaHMeM, ¢ ogHoro IP-aapeca.

MOLEHHWKN OTAPaBAsAAM NONb30BaTeNM COObLEeHME C BPEAOHOCHOMW CCbIIKOW
Ha CTpaHuLly C rosloCoBaHKeM, Nocae Yero nepeHanpasasam Ha Gopmy BBOAa HOMe-
pa TenedoHa. Kak Ton1bko nosb3oBaTesib BBOAW HOMep TenedpoHa, MOLIEHHWKWN B aBTO-
MaTMUYeCKOM pexume 3anpaluvBan Koj NOATBEPXKAEHUSA ANS aBTOPU3aLmMmn Ha odu-
umanbHoM pecypce https://web.whatsapp.com. Nonb3oBatenn Ha cBoeM MOBUABLHOM
yCTPOMCTBE NOJTyYanu yBeOMAEHNE O MOATBEPXKAEHUN MPUBA3KM YCTPOMCTBa, MOC/e
HaxkaTunsa nosab3oBatensmm kHornku «Confirm», MOLWEHHWKN NOAyYann JOCTYN K akka-
yHTy Whatsapp.

B xoae aHanuza 6bina BbiaBaeHa cTpaHmua «<SCAM», koTopaa cocTtoana n3 naHenu
ynpaBneHuns n APl-cepeuca. ®a33unHr API-cepBuca BbisiBUA gupekToputo /docs ¢ onu-
caHVeM MeToA0B cepBuca. B ogHOM 13 MeToA0B 6bina BbiABAEHA KPUTMYECKAs YA3BN-
mocTtb Tna RCE, no3Bonstowasn BHeapATb Npon3BoabHbiv Python-kog (Python Code
Injection), ysa3BumMocTy 6611 noaBep>keH MeTo /api/download_logs/. Skcnayataums
3TOM YA3BMMOCTM MO3BOINAA NMONYYUTb MPUBUAETMPOBAHHBIN AOCTYN root Ha cepse-
pe. AHann3 CXo4HOro koza 1 6asbl AaHHbIX BbISBUA CNMCOK aAMUHUCTPATOPOB N AaH-
Hble O CKOMMPOMETMPOBAHHbBIX YYETHbIX 3anncax. B obLuen cnoXxHOCTM cogep>kanochb
18 480 3anucein, 13 kotopbix 15 897 yHMKaNbHbIX HOMEPOB NPUHaANeXann rpaxaa-
Ham KasaxcTaHa. bbin BbisiBieH IP-agpec cepBepa MOLLEHHMKa, a TakxXe 16 4JOMeHOB,
KOTOpble NCNOAb30BaNNUCh ANA GULLMHIOBBIX aTak.
OmeemHeole delicmeus:
* Vcnonb3ys nonyyeHHble B Xo4e aHanamsa ncxogHoro koga APl-cepBuca naeHTu-
durkaTopbl Nonb3oBaTenen mecceHaxepa Telegram, yaanocb yCTaHOBUTb IMYHOCTH
HeKOTOpbIX BAaZenbLeB Uan paspabotunkos naHenn «SCAM».



Bbigo0bI u pekomeHOayuu:

« 3abnokuposartb IP-agpec cepBepa MOLLEHHMKA M BCE CBSA3aHHbIE AOMEHbI, UCMOJIb-
30BaBLINECH ANs GQULLMHIOBBIX aTak.

« OrpaHnuMBaTh U CIEAUTL 3@ CECCUAMM HA APYTUX CBA3aHHbIX YCTPONCTBAX.

®uLKnHroBble aTaky NO-NPEXHEMY OCTalOTCA aKkTyalbHOM M onac-
HOW Yrpo30M, NOCKO/IbKY 3/I0YMbILWJIEHHUKN COBEPLUEHCTBYHOT
MeToAbl, Aenan nogaenbHble coobueHus n Beb-canTbl Bce bonee
npaBAoNoA06HbIMM.

Mo3ToMy HeEObX0AMMO 06PaATUTL BHUMAHWE Ha MOBbILLEHWNE OCBEAOMIEHHOCTI FpaX-
AaH B MHGOPMaLMOHHON 6€30MacHOCTN ANs NPeAOTBPaLLEHMS KOMMPOMEeTaLMUM yyeT-
HbIX 3anuncen.

KWUBEPATAKA HA KA3AXCTAHCKOIO
TEJIEKOMMYHUKALMUOHHOIO OMNEPATOPA KA3SAXCTAHA:
CNeAbl APT-TPYMMNMUPOBOK B UHOPACTPYKTYPE

C mapta 2024 roga nHdpacTpykTypa O4HOro 13 TeNeKOMMYHMKaLNOHHbIX OnepaTopoB
KazaxctaHa okasanacb nog yrpo3ou, CBA3aHHOW C AeATeIbHOCTbI0 APT-rpynnunpoBoK.
C 10 no 16 mapTta cotpygHukm AO «TC» npoBenn Bble3gHOe pacciefoBaHMe.
OcHOBHOW Lenbto 6bi10 onpegeneHne cteneHn NPOHMKHOBEHUA U MAEHTUdUKaLMA
APT-rpynnnpoBoOK, AeUCTBYHOLLNX B MHGPACTPYKTYpPe TeNEeKOMMYHUKALIMOHHOTO one-
paTopa.

AHanusz nozoe aHmusupycHozo 10 «/labopamopuu Kacnepckozo» u mexxcemesbix

akpaHoe Check Point sviasun:

*  MHoroumncneHHble pakTbl KOMNPOMETaLMK XOCTOB;

+ OG6palyeHna Ha 3apaxéHHble C2-cepBepbl, UTO YKa3blBaeT Ha ynpaBaeHne nHopa-
CTPYKTYPOW U3BHE;

* Hannune backdoor, octaBneHHbIX 310yMbIWAEHHUKaMW A5 obecneyeHns nocTo-
AHHOro AocTyna.

OcHoeHble 8b1800bI:

e YcrtaHoBneHO, 4to APT-rpynnupoBKa MMena MOHbIA KOHTPOIb Haj MHpaCTpyK-
TYpOW TeNEKOMMYHUKALIMOHHOIO onepaTopa, BKAKYas AOCTYN K KPUTUYECKN BaX-
HbIM CUCTEMaM.

+ Komnpometauwms TenekoMMyHUKaLMOHHON MHGPACTPYKTYpbl BANAET Ha be3onac-
HOCTb CBfA3M, AaHHble NOJIb30BaTENEN U JOCTYMHOCTb YCAYT.

Ansa muHumusayuu ywepba u Helimpanusayuu yepo3el npedioxKeHbl

cedyroujue waau:

+ [poBeaeHve TOTasbHOW NPOBEPKM BCEX XOCTOB U CETEBbIX YCTPOMCTB Ha Hainumne
BPeAOHOCHbIX KOMMOHEHTOB.

* YctpaHeHue obHapyxeHHbIX backdoor 1 n3meHeHne knrouen foctyna.

*  YcuneHne MOHUTOPUHra Tpaduka C MCNONb30BaHNEM CPEACTB aHaan3a NoBeseHNs
N paHHero obHapy>keHus aTak.



NHUMAEHT NogYepKHY BaXKHOCTb CO34aHNSA MHOTOYPOBHEBOMW CUCTEMBI 3aLLMThbI TeNe-

KOMMYHWKaLMOHHOM MHGPaCTPYKTYpbI.

Ocoboe eHumaHue 0o/1kHO 6bimb yoesieHo:

e O6yuyeHUto NepcoHana BbISBJEHUIO WU pearnpoBaHMIO Ha NOAO3PUTE/IbHbIE Aeli-
CTBMUS.

* BHeapeHMVIO cOBpEMEHHbIX peLleHniA ANa NPeA0TBPALLEHNS CIOXHbIX aTak, Takux
Kak NoBeAeHYeCKMM aHaan3 N CUCTEMbI pearnpoBaHuns Ha nHUMAeHTbl (SOAR).

e OpraHusaumnm peryaspHbIx ayaMToB 6€30MacHOCTY.

[aHHbIA MHUMAEHT CTan OAHUM M3 CaMbiX TPEBOXHbIX 3a roj, NojgyepKknBas yrposbl
HaLMOoHanbHOro macwraba, ceasaHHble ¢ APT-rpynnuposkamun. OH TpebyeT oT rocy-
AapcTBa 1 b13Heca nepecMoTpa NOAXOA0B K 3aLLuTe KPUTUYECKN BaXKHOM MHPPaCTpyK-
Typbl, UTOObI NPeAOTBPaTUTL NOAOOHbIE CLeHapuK B ByayLuiem.

YTEYKA JAHHbIX ZAIMER.KZ: KOMMPOMETALMSA NEPCOHAJIBHOM
MHPOPMALIUN OBYX MUJTTTMOHOB NPAXXOAH PK

B mapte 2024 roga npousoLwna oAHa U3 KPYMHEULWNX yTeyek NepcoHanbHbIX AaH-
Hbix B KazaxctaHe. B oTkpbITOM focCTyne B mecceHakepe Telegram nosBuancb gamribl
6a3 gaHHbIX MUkpoduHaHcoBon opraHmzaumm TOO MPO «Pobokaw.k3» (Zaimer.kz).
[JaHHas yTeuka npow3soluna Ha naatdpopme Robo.finance.

B uenom obHapy>xxeHo 6onee 36 MAH. AaHHbIX KIMEHTOB MUKPOPUHAHCOBBIX OpraHmn3a-
unn (P® — 23,6 MAH. (zaimer.ru — 16.8 MaH., adengi.ru — 6.8 MaiH.); DuannnuHbl — 5 MAH.
(digido.ph); BbeTHam — 2 MAH. (vietloan.vn)). 3Tn faHHble coaep>Kann KOHPUAeHUnanb-
HYHO MHPOPMaLMIO NOYTU ABYX MUANMOHOB Ka3axCTaHLEeB, BK/IOYaA NepCcoHabHble
cBefeHMA. 5 MapTa 310yMbILAEHHNKM ONyBANKOBaAN MacCKBbI, 3aTPOHYBLUME JaHHble
1 947 022 rpaxaaH PK. IHbopmauma Bkatovana MyHbIe faHHble KIVEeHTOB Zaimer.
kz, uTO AenaeT MHUMAEHT KPUTUYECKM 3HAYMMbIM B YCIOBMAX BO3PACTaAOLLMX PUCKOB
bVHaHCOBOro MOLLEHHNYECTBA.

Mocne BbiaBneHns yteukn AO «HaumoHanbHble MHGOPMAaLNOHHbIE TEXHONOTUW» Bblan
HanpasneHbl PUSH-yBegomMneHnsa yepe3 mobunbHoe npunoxeHune eGov Mobile n SMS
yepes eAuHbIA KOHTaKT-UeHTp «1414». YBegomneHus nonyumnm 1 945 271 yeno-
BEK, YTO MO3BOANIO MUHUMWU3NPOBATb BO3MOXHbIN yuepb. OgHako 1 695 rpaxaaH
PK, oTcyTcTBYOWMX B 6a3e MOBU/IBHBIX FpaXkaaH, ocTaancb 6e3 yBejoMAeHUI.

Ypoku uHyudeHma:

»  [laHHbIA CyyYan NoAYEPKMBAET HEOBXOAMMOCTb CTPOroro cobt0AeHNs CTaHAapToOB
MHPOPMaLNOHHON He3onacHOCTK, 0COBEHHO B GUMHAHCOBOM CEKTOpPE, TAe yTeu-
Ka JaHHbIX MOXEeT NPUBECTU K 3HAYNTENbHbIM PenyTaLMOHHbIM U MaTepuabHbIM
noTepsam.

« bbicTpas peakums rocyapCcTBEHHbIX CTPYKTYp NO3BOMAA NPeaynpeanTb rpaxsaH
O BO3MOXHbIX PUCKaX, OAHAKO MHLMAEHT NoKa3as BaXXHOCTb MOJHOro oxBaTa npu
3anoJIHEHNI TpaXAaHCKnx 6as.

e YTeuka faHHbIX NOBbIIAET BEPOATHOCTb LieIEBbIX aTak, TakmxX Kak GULLNHT, CoLM-
afbHas MHXeHepus nan GUHaAHCOBOE MOLLUEHHWYECTBO, UTO TpebyeT ycuneHus
MHPOPMMPOBAHHOCTM MOAb30BaTeNelr 0 6a30BbIX Mepax KnbeprurmeHsi.



NHunaeHT ¢ Zaimer.kz ctan TpeBOXHbIM CUrHasioOM ans GusHeca n rocyaapcrsa.
OH nogyepkHyN HEOHBXOAMMOCTb BHEAPEHNA MHOFOYPOBHEBBIX CUCTEM 3aLLUThI, @ TaK-
€ MOBbILWEHNS OTBETCTBEHHOCTN OpPraHn3aumMii 3a COXPaHHOCTb MEPCOHaNbHbIX AaH-
HbIX. N5 rpaXkaaH 3TOT MHUMAEHT - HaNMOMWHaHWeE O BaXXHOCTW undpoBon besonac-
HOCTW 1 BHMMATENIbHOIrO OTHOLUEHWS K CBOUM JaHHbIM B OHNAMH-MPOCTPaHCTBE.

HA ®OPYME «BREACHFORUMS» BbIFBJIEH NMOCT O MNMPOOAXE
BA3bl JAHHbLIX C NMEPCOHAJIbHbIMXA OAHHbBIMU KJTUEHTOB
POCCUNCKON MEOAULMHCKOW JTABOPATOPUU «TEMOTECT»

AO «ITC» Ha popyme «Breachforums» BbisBneH noct ot 1 maa 2022 roga, onybavko-
BaHHbIV Nosib3oBaTeneM nog ncesgoHnmom «300rur», o npogaxe B/l ¢ nepcoHanbHbI-
MW AaHHBIMWN KIMEHTOB POCCUNCKOWN MeANLIMHCKOM abopaTtopum «emoTecT». YTeuka
copep>kana 30 493 068 cTpok. B ykazaHHOM cnncke Takxe cogep>kanacb KOHOUAeH-
umnanbHas nHdopmaums rpaxgaH PK, koTopble Nosb3oBannch ycayramm MeanLnMHCKOM
nabopatopuu, coctosian n3 5272 ctpok. Takxke Ha popyme «Breachforums» nosb3o-
BaTesieM MNoJ NceBAOHMMOM «jtr» bbina onybavkosaHa b/l, kotopas cogepxxana 554
MJIH. 3aKa30B KJIMEHTOB MeANLMHCKOW nabopatopun «femoTecT». YTeuka BKAOYana
®UO, roa poxaeHua, gaTy opopmIeHNsa 1 COCTaB 3akasa.

OBHAPYXEHA HEKOPPEKTHA4 PABOTA BUOMETPUU
KA3AXCTAHCKOIo MOBUJIbHOIO MNMPUJTOXXEHUA

B mae 2024 rosga noctynmuno obpalleHne o NpoBeAeHNN HeCaHKLMOHMPOBAHHbIX TPaH-
3aKLMM C aKKayHTa kameHTa. B xoae paccnesoBaHus 66110 yCTaHOBAEHO, UTO NPU CMe-
He JOBEepeHHOro HoMepa ceccus No nposepke BMomeTpun Bbina OTKPbLITOW. B 3TOM
CBA3N CMEHa HOMepa npoucxoaut 6e3 ayteHTudumKaumm GuomeTpum, 4YTo co3lgaet
NpPeAnoCbINKN A1 HENMPaBOMEPHOTO 3aBNajeHNA JOCTYNOM B akKayHT. [laHHbIA UHLW-
AEHT He OTHOCKTCA K KnbepbesonacHOCTM.

OmeemHele delicmeus:

B onepatnBHOM nopsgke paspaboTunkaMy MOHBUABHOIO NPUAOXKEHUS Bblia OTKKO-
YeHa BO3MOXHOCTb NPoBepKM bBruometpum.

SMB C NYB/IMYHO JOCTYNHbIMUA ®AUNAMU, COOEPKALLUMMU
KOHO®UOEHUWMATIbHBIE JAHHbIE

B mae 2024 roga Cnyx601 KZ-CERT B X0z nccnegoBaHuns ceTeBbix NPOoToKonoB SMB
(port 445) pna ypaneHHoro goctyna K davinam n ceteBbiM pecypcam B Ka3axcTaHCKOM
cermeHTe VIHTepHeTa 6bin 06Hapy>eH IP-agpec, npuHaanexallnini KOMNaHuK, 3aHu-
MatoLLenCa COAeNCTBMEM COLIMAbHO-3KOHOMMYECKOMY Pa3BUTUIO ropoga ¢ nybany-
HO AOCTYMHbIMU darinamu, coep>KallMMn KOHPUAEHLMaNbHbIe JaHHble C NpaBaMu
Ha 3anunchb.

B xone aHanu3a BbIIBAEHO, YTO Ha AaHHOM IP-agpece ncnosib3yeTtca ya3BrMan Bepcus
Samba 4.6.2, noaBep>KeHHas KPUTUYECKUM YA3BUMOCTAM. ITU YA3BUMOCTM NO3BONSAOT
yAaNEeHHO BbIMONHATb KOA M NOAy4YaThb AOCTYMN K CEPBEPY, UTO HeceT 3a coboun pa3nmy-
Hbleé BO3MOXHbIE PUCKM U Yrpo3bl MHGOPMaLMOHHOM B6e30MacHOCTH.



AHanu3 coZep>KMMOro CETEBOIO XPaHWAMLLA MOKa3a, YTO B HEM XpaHATCA dalibl
M Nanku, cofep>kaline YyBCTBUTENbHbIE AaHHblE, BKAKOUYaa KOHbUrypauumm cucrem,
YUYEeTHble JaHHble A8 AOCTYNa, CXEMbl U YUEPTEXM CMYTHUKOBBIX CBA3EM 1N pa3nyHble
KOHPUAeHUManbHble aHHble. Hannume He3awmieHHbIX SSH-katouen n KoHGmaeHUmM-
aZlbHbIX Naposieil B painax yCTPoOMCTBa MOXKET MO3BOINTb 3/10YMbILLIEHHNUKAM NMOTEH-
LManbHO MPOHUKHYTb B CUCTEMY YMpPaBAEHUSA, BbIMOAHATb BPEAOHOCHbIE AeNCTBUA
1 B Aa/ibHENLLIEeM 3aKPEennUTbCS B CUCTEME.

B ceTeBOM xpaHuanile cogep>anvcb dGarabl, Nankuy, cBs3aHHble C aBTOMATU3NPO-
BaHHOWM CUCTEMOM KOMMEPUYECKOTO YUETa INEKTPOIHEPIUM, YNIPaBIEHNS IHEPreTUKM
M BOAOCHAOXeHWsA O4HOrO M3 rOpPOAOB CTPaHbl, cepTudukaTtbl 1 apyrue MO.

KOMIMPOMETAUUA UHOPACTPYKTYPbl MUHUCTEPCTBA:
YTEYKA YYETHbIX OAHHbIX YEPE3 ATAKY HA OOMEH
KOHTPOJJ1EP B UIOHE

12 vtoHa 2024 rosa Ha OZHOM W3 KJHOUEBbLIX XOCTOB MUHUCTEPCTBa Hblna 3adpukcu-
poBaHa aKTUBHOCTb 3/10YMbILL/IEHHMKOB, YKa3blBatoLLas Ha CNOXHYH KnbepaTtaky.
KnroueBble acnekTbl MHLUAEHTA:

TexHuka amaku:

* Vicnonb3oBaHue yTnanTbl vssadmin.exe Ana CO3AaHNA TEHEBbIX KOMUA ANCKa;

e [Joctyn k 6a3e gaHHbix SAM (Security Account Manager), 4TO fano 3/10yMblLUNEH-
HWKaM BO3MOXHOCTb N3BJIeUb YUeTHbIE JaHHbIE;

+ Komnpometaums yueTHbIX 3anncen, BKAKOYAA afMUHUCTPATUBHbIE, C JIOMEHA KOH-
Tposnepa.

lNMocnedcmeus:

+ [oTeHuManbHbIA MNOAHBIV KOHTPOJb Haj CETEBON MHPACTPYKTYPOW;

e Bo3MOXHbIV goCTyn K KOHOUAEHLMANBHON Nepenuncke, YyBCTBUTENbHBIM AaHHbIM;

* Yrpo3sa yteuek, CNOCOOHbIX MOBANATL Ha penyTaLuio 1 6e30nacHOCTb roCyAapCTBa;

«  KomnpomeTauusa y4yeTHbIX AaHHbIX Ha YPOBHE AOMEHa KOHTpoOAJepa - OAHa
13 CaMbIX Cepbe3HbIX Yrpo3 Ans 060N opraHm3aLmm.

Omo no3eosisem 3/10yMbIWIeHHUKAM:

*  MonyunTb AOCTYN K KPUTUYECKM BaXKHbIM AAHHbIM;

e YcTaHaBAMBaTb AOMONHUTE/bHbIE BPEAOHOCHbIE YTUANUTLI N 0becneynBaTb 4OATO-
CPOYHOE NPUCYTCTBUE B MHPPACTPYKTYPE;

e ToaMeHATb AN YHUUTOXKAaTb AaHHble, HAHOCSA YLLepb penyTaumm opraHn3auun.

+ [ocne obHapyxeHMA NHUNAEHTa BbiNn peanv3oBaHbl ClefytoLLme waru:

* HewmeasneHHOe OTKNOUEHME CKOMNPOMETUPOBAHHOIO XOCTa OT CeTH;

+ [poBeseHWe aHann3a 1 OUNCTKM YUETHbIX 3anncen JOMeHa, BKIoYasa CMeHy napo-
nev;

e MOHUTOPUHI akTMBHOCTN yepe3 SIEM-cuctembl ans BbiABAEHUA 1 BJIOKMPOBKMN
AOMNONHUTENBHBIX YTPO3.

AaHHeslIl uHYyUdeHm noduyepkusaem HeobxodUMOCMb 8HeOpeHUs cedyruux Mep:

* MHorogakTtopHasa ayteHTUdUKaumna (MFA);

*  OrpaHunyeHne macliTaboB ataku 3a CYeT M30AALMN KAHOUEBDIX Y310B (CeaMeHma-
yus cemu);



« Co3gaHve npasu, 610KNPYHOLLMX MOAO3PUTENbHBIE AEUCTBUA C CUCTEMHBIMU YTU-
AMTaMu, TaKMMUM Kak vssadmin.exe;

« [peBeHTMBHasA npoBepka (pezysapHele aydumsl 6esonacHocmu) KoHGUrypawumm
[OMEH KOHTPONINEPOB U YUETHbIX JaHHbIX.

3TOT MHUUAEHT CTaN TPEBOXKHbIM CUTHA/IOM ANA BCeX rocypap-
CTBEHHbIX OpraHoB. B ycnoBusax ycuneHus kunbepinvoHaxa
N LeneBbIX aTak Ha KPUTUYECKU BaxkHble yupexxaeHus, KasaxcraHy
HeobXxoANMbI MHBECTULUN B YKpenieHne MHpopmMaLMoHHoN 6e3-
onacHocTu, obyyeHune nepcoHasna, MoAepHM3aUna NHPpPaCTPyKTy-
pbl 1 BHEApEHWE NepesoBbIX CUCTEM 3aLLUThI.

WHUUOEHT B HEGTAHOW KOMMAHUW: KOMIMPOMETALIUA YEPE3
YA3BUMOCTb WDIGEST

B ntone 2024 ropa nHbpacTpyktypa og4HON HEPTAHOM KOMMAHUK OKaszanacb Nnoj

yrpo3ou 13-3a 3adprKCMpOBaHHOIO n3MeHeHusa napametpoB WDigest Ha HECKONbKMX

XOCTax. 9TO U3MEHEHWE NO3BOASET ONEPaLMOHHON CMCTEME XPaHUTb Napoaun B Nama-

TN B OTKPbLITOM BUAE, YTO OTKPbIBAET 3/10yMbILUNEHHNKAM AOCTYMN K KPUTUYECKM BaXK-

HbIM pecypcam KOMMaHuw.

OnacHocmu u nocsedcmeusa UHyudeHma:

* XpaHeHue y4eTHbIX faHHbIX B He3alwndpoBaHHOM BUAEe MO3BONSAET 3/10yMblLUNEH-
HWKaM 1erko M3B/eKaTb X A4 NOCaeAy oL MX aTak.

« BO3MOXHOCTM Ans nepemMeLLeHns NO CeTu, 3ckanalmm NpPUBUAErUA N KOMNPOMeE-
TauMn AONONHUTENbHBIX CUCTEM.

* ATtaka Ha Takue Kito4veBble 06BbeKTbI, Kak Ha AaHHY HeEPTAHYHO KOMMNAHWIO, MOXET
NPWBECTU K 3HAUNTENbHBIM SKOHOMNYECKUM U IHEPTreTUYECKUM PUCKaM.

BpesoHocHas akTMBHOCTb OBHapy>eHa ¢ IP-agpeca, knaccupumumnpoBaHHOro Kak

NCTOYHUK Mmalware (no daHHeim VirusTotal). Ha ckoMnpoMeTMpoOBaHHOM XOCTE BbISiB-

NeHbl noptbl 443, 500, 80 1 1337, uTO yKa3biBaeT Ha BO3MOXHOCTb 3KCMJyaTauum ana

yAaneHHOro AocTyna Uan KOMaHAHO-KOHTPOJIbHOM CBA3W.

OmeemHsle delicmaus:

e 3OkcnepTbl OLLMB npoBenn getanbHbll aHann3 aptedakToB 415 ONpeseneHns Mac-
wraba ywepba.

«  CKOMMNpPOMETUPOBaHHbIE XOCTbl N30MPOBaHbI A/ NPeAOTBPaLLEHNS JaNbHeNLLe-
ro pacnpocTpaHeHns yrpossbi.

* BHeceHbl n3meHeHusa B napametpbl WDigest n noBbiweHne ypoBHSA 6e30nacHOCTH
YYETHbIX AaHHbIX.

Cnyyali ¢ jaHHOW HePTAHOM KOMMNaHWEN AEMOHCTPUPYET HEOBXOANMOCTb CTPOroro

KOHTPOASA 3a NapamMeTpamun KOHOUrypaumm cuctem, ocCoObeHHO B OpraHm3aumnax Kpu-

TUYECKOU MHPPACTPYKTYPBbI.

PexkomeHOayuu:

+ Ortkntouatb yctapesLumve GyHKUMK, Takme kak WDigest, eciv OHM He MCMOoNb3YHOTCA.



¢ Vcnonb3oBaTb MOHUTOPUHI Ha YPOBHE XOCTOB U CETU AN BbICTPOro BbIIBAEHMWS
NOZAO3PUTENbHbBIX U3MEHEHU.

« PerynspHo npoBepsTb XypHasibl COObITUIA A5 BbIABAEHWS aKTUBHOCTW, CBAZAHHOW
C BpesoHOCHbIM [10.

CBoeBpeMeHHOe pearmpoBaHMe Ha NOAO3puTe/ibHble CObbITUS,
KaK B JaHHOM cC/ayuvae, IBASETCA KAOUEBbIM AN MUHUMMU3ALLUK
ywep6ba 1 3amTbl KPUTUUECKU BaXKHbIX AaHHbIX.

YTEYKA OAHHbIX CTYOQEHTOB U ABUTYPUEHTOB YHUBEPCUTETA

B nrone 2024 roga B mecceHaxepe Telegram 6bina onybankoBaHa 6a3a gaHHbIX CTy-
AEHTOB 1 abutypmneHToB ogHOro n3 KasaxcraHckmx BY3oB.. [laHHble 6bian onybamko-
BaHbl MOJ/b30BaTe/IEM C 31€KTPOHHOW MOYThl. Takxke nMenachb CCblka Ha KaHan, rae
npogaBanvch apyrve 6asbl gaHHbIx Ka3axcTaHa, BKIOYas faHHble KOMMaHWM.

OBHAPYXEHO BHYTPEHHEE CKAHWPOBAHWE CETHU
B KASAXCTAHCKOMN KOMMNAHUMU

5 aBrycta 2024 r. u3 OUWMB noctynuna nHpopmaums ob atake Ha NoABEAOMCTBEH-
HYHO OpraHun3aumno OAHOWN M3 KPYMHbIX KOMMNaHWKW. bbino 3adrKkcMpoBaHO BHYTpeHHee
CKaHMpPOBaHWeE MOPTOB, 3/1I0YMbILLNEHHMKN UCMONb30BaAN Beb-LLennbl AN yaaneH-
HOro ynpaBieHNA CKOMNPOMETUPOBAHHOW CUCTEMOW. bbian HanaeHbl yTUANTLI ANA
BHYTPEHHEro CKaHMpPOBaHMA CeTU 1 3adUKCMPOBaHa akTUBHOCTb MO CKaHUPOBAHMIO
ceTn. B xxypHane Beb-cepBepa nginx 6biam BbIABAEHbI NOMbITKA 3arpy3ku Beb-wwenna
C NOMOLLbIO PyHKLMK eval(), UTo yKa3biBaeT Ha MOMbITKY BbIMOJHEHWSA MPOU3BOJIbHO-
ro Koja Ha cepsepe.

YTEYKA NEPCOHAJIbHbIX OAHHbIX

Cnyx60i KZ-CERT 6bin1a nonyyeHa nHpopmaums o nybamkaumm B asrycre 2024 roga
Ha ogHoM Telegram-kaHase nocta ¢ 6a30M JaHHbIX CUCTeMbl KOTOpas, No MHPopMa-
UMM agMUHUCTPaTOpa KaHana, aktyasbHa Ha anpenb 2024 roga. baza gaHHbIx cogep-
Xana IMYHYH0 U naeHTUdrKaLnoHHyo nHdopMaLumio Ha aeten ot 2019 go 2024 roga
POXAEHWA, 3aperncTpMpoBaHHbIX B cucteMe. Kpome nepcoHanbHbIX AaHHbIX Ha AeTel,
ABAAOLWMXCA rpaxgaHamn PK, nmeroTca 3anncu Ha AeTen, MMeoLMX rpaxkjaHCTBO
Poccun, YkpanHsbl, Y3bekunctaHa un gpyrux rocygapcts CHI.

YTEYKA NEPCOHAJIbHbIX OAHHbIX KJIIMEHTOB MOBUJIbHOIO
OlNEPATOPA

JNletom 2024 ropa Ha Telegram-kaHane 6bina pa3meleHa 6a3a faHHbIX C MHOPMa-
umen o 1115 knaneHTax mobumabHoro oneparopa u3 KasaxcraHa. bbiiv ckomnpomeTu-
poBaHbl Takne gaHHble, kKak PO, IVH, pata poxaeHus, agpec NpoXxunBaHua 1 Tene-
¢boHHbIE HOMepa.



YA3BUMOCTb B MJIAT®OPME ZIMBRA: OBHAPYXEHWE
U PEATMPOBAHUE

B ceHTAbpe 2024 roga B xoAe pa3BeAkn Ha OCHOBE OTKPbITbIX AaHHbIX Oblna BbiBE-
Ha yrpo3a B nnatpopme Zimbra - nonynapHou cucteme ana KOpPNopaTMBHOWN dneK-
TPOHHOW NOYTbI N COBMECTHOW paboTbl. Yepes nonckosyto cuctemy shodan.io 6bi10
obHapy>xxeHo 105 nnatdpopm Zimbra, n3 kotopbix 7 aBaatotca kameHtamum ELUAN. S1um
CUCTeMbl OKa3aNCb NOABEPXKeHbl KpUTNYeckon yassmmoctn CVE-2024-45519.

Zimbra - 310 KOMMAeKcHas niatGopma, KoTopas BKAKOUAET cepBepbl NouThl, LDAP ans
ayTeHTMdMKaumm n MTA ana MapLupyT1saunm coobLLeHnin, UTo AenaeT e€ npuBaeKa-
TE/NIbHOW LeNbto ANd atak. Ya3suMocTb CVE-2024-45519 moxeT ObiTb MCMONb30BaHa
AN KOMNPOMETaLMN CEPBEPOB M MOJNYYEHNS HECAHKLIMOHNPOBAHHOIO AOCTyMa K KOp-
NOpaTUBHbBIM AAHHbIM.

Bbiio onybavkoBaHoO npeaynpexaeHne ana nosab3osartener Zimbra HemeaneHHO
OBHOBUTb CUCTEMbI A/1A YCTPaHeHUs ya3BMMOCTU. B xoae aHanmsa 6b10 npoBege-
HO M3BJeYeHne AaHHbIX Yepe3 shodan.io, UToO MO3BOANIO CBOEBPEMEHHO BbIBUTb
nogBep>KeHHble cucTembl B KasaxcTaHe.

PexomeHOayuu u 8bi800bI:

« OnepatnBHOe 06HOBAEHWE NaaTdopMbl Zimbra ansa 3aWMTbl OT YSA3BUMOCTW.

+ [lpuMeHeHne MHCTPYMEHTOB, Taknx kak Shodan, ans cBoeBpemMeHHOro obHapy-
>KEHWA NOABEPKEHHbIX CUCTEM, YTO MOMOraeT NpeAynpeanTb BO3MOXHbIE aTaky.

¢ AKTMBHO B3aMMOZENCTBOBATb C OpraHmM3aumamMm, ncnoab3yrowmmmn Zimbra, ans
CBOEBPEMEHHOTO MHGOPMMPOBAHUSA U MUHMMMU3ALNN PUCKOB.

ﬂaHHbe/’I MHUMNAEHT NogvepKnBaeT 3SHAUYMMOCTb ﬂpoaKTMBHOIZ 6e3-
OonacHOCTU " NCNOJZIb30BaHUA OTKPbITbIX AaHHbIX ANA 6b|CTpOI’O
pearnpoBaHuUA Ha NoTeHUunasibHble€ yrpo3bl.

WHUMOEHT C BPEQOHOCHOW PACCbIJIKOU

B ceHTabpe 2024 rosa 3admkcmpoBaHa BPeAOHOCHasA paccbliika C OAHOMO 31EKTPOH-
HOro ajpeca, YTo CBMAETENbCTBOBANO O KOMMNPOMETaLMN YYETHbIX AaHHbIX APYroro
MOYTOBOrO cepBepa.

MNepBoOHayanbHoe nogkatoveHne kK SMTP-cepBepy ncxoauno ¢ IP-agpeca (adpecHoe
npocmpaHcmeo Huzepuu) ¢ ncnosb3oaHvem npotokona ESMTP. Moayums goctyn
K YY4ETHbIM AaHHbIM, aTaKyHOLLUA NCNOABb30BaA UX ANS OTNPaBKN BPEAOHOCHbIX MUCEM
yepes cepBep, NpuUHaanexawmin Annapaty akmma obnactu.

AKTMBHOCTb UCXOAMWNA C CEPBEpPA, YTO NOATBEPXKAAET UCMONb30BaHNE NEMMTUMHOM
NHPPACTPYKTYpPbl A/18 BPEAOHOCHbIX AENCTBUN.



MHUWUAOEHT B MUHUCTEPCTBE: LIEJIEHAMNPABJIEHHAA BPYT®OPC-
ATAKA

B ceHTabpe 2024 roga 6bina nonyyeHa nHdopMauma o6 atake Ha CEPBEPHBIN LLEHTP
rocyAapcTBeHHbIx opraHos (CLIO).

B xoae aHanu3a noros 6blan BbISIBAEHbI MOMbITKM HECAHKLMOHWPOBAHHOIO BXOAa
yepe3 SSH ¢ ncnonb3oBaHeM nepebopa yUYeTHbIX JaHHbIX 418 NOAb30BaTeNen root,
postgres n admin. MHOXeCTBEHHbIe HeyAauyHble MOMbITKWU aBTopu3aLnmn GuKCMpo-
Ba/NCb Yepe3 MOAY/Ib pam_unix, YTO NOATBEPAMNO GaKT LiesieHanpaBaeHHOW aTaku.
ObHapy>xeHa aHOMaslbHast akTMBHOCTb U3 CETU OAHOIO M3 MUHWCTEPCTB, NPEeANoo-
XKUTENbHO M3-3a 3apaXK€HHOro NOKalbHOrO XOCTa 3a MapLUPyTM3aTOPOM.

OmeemmHele delicmeus:

e B MuHUCTEpCTBO HanpaB/ieHbl peKkoMeHAaLuMn Mo BbIABAEHUIO 3apPa>Ke€HHOro
YCTPOWCTBA M YCTPAHEHUIO YA3BUMOCTEMN.

« [NpeanoxeHbl AeNCTBUA NO NOKANN3ALMM 3apPaXKEHHOTO XOCTa U YCUNEHUIO 3aLLm-
Tbl ceTeBoM MHbpacTpykTypbl CLIMO.

Bbi6o0bl u pekomeHOayuu:

« Hactpoutb orpaHnyenmns Ha goctyn k SSH yepes 6enbiin cnucok IP-agpecos, a Tak-
>Xe BHeapuTb AByxbakTopHYHO ayTeHTudumnKaumo.

e [NpoBecTM MOHUTOPWHT ceTeBOro Tpaduka ANA BbIIBJEHNA MNOAO3PUTENBHOM aKTUB-
HOCTW, 0COBEHHO Ha YPOBHE MapLLPYTU3aTOPOB M NOKaNbHbIX XOCTOB.

«  Y6eantbCs B akTyaNbHOCTUM MOAYNEN ayTeHTUdMKaLMM U CUCTEMbI MOHUTOPMHTA.

« [lpoBecT ckaHMpPOBaHME BCEWN JIOKANbHOW CETU AN OOHaPY>XEHUS U U30NALLUN
CKOMMPOMETMPOBAHHbIX YCTPOWMCTB.

BpyTdopc-aTakm ocTaloTcs akTyasbHOM Yyrpo3on Ansa rocyaap-
CTBEHHbIX YUPEeXAeHNN, 0CO6EHHO NPU OTCYTCTBUM XKECTKUX orpa-
HUUYEHUI Ha AOCTYN K KPUTUUECKMM CUCTEMaM.

CBOEBpEMEHHaﬂ VI,D,eHTVI(I)I/IKaU,VIFl MCTOYHUKaA Yrpo3bl U JNOKaJIN-
3auma 3apa>keHnda noMmorarot MMHUMMN3INPOBATb PUCKN ANA BCEW

NHPPaCTPYKTYPbI.

OBHAPYXEHO OBbABJIEHUE O MPOAOAXE AOCTYNA K KMUC
HA HEO®UUUANBHON NMJIAT®GOPME HEYCTAHOBJIEHHbIMU
JIMLUAMU

MocpeacTBOM MecceHaxepa Telegram HeycTaHOBAEHHOE IMLLO 3@ GMHAHCOBOE BO3Ha-
rpaxkaeHve npeanarano JOCTyn K MeANLNHCKON MHGOPMaLMOHHON cucTeme. [JaHHbIn
WNHUWAEHT NnepejaH B NpaBOOXPaHUTEbHbIE OpraHbl A8 AaNbHENLEro COBMECTHOrO
paccnesoBaHus.



OBHAPYXEHA BPEOOHOCHA4A AKTUBHOCTb B OOQHOM
N3 BAHKOB

Ha apxvBHbIX cepBepax oAHOM GUHAHCOBOM OpraHmn3aLLMm NOCPEACTBOM aHTUBMPYC-
Horo MO Kacnepckuii 6bi1 0OHapyXeH BPeAOHOCHbIV NMPOoLEece, cBsizaHHbIA ¢ BMO
Cobalt Strike. HKLJ/B 3anpoLueHbl gaHHble samna O3Y n obpasbl 418 UccaesoBaHms.

YTEYKA MEPCOHAJIbHbIX OAHHbIX NONb3OBATEJIEX TWIN

B Hos6pe 2024 rosa B OTKPLITOM AOCTYNe NosBUAach 6a3a JaHHbIX, CoAep>Kallas any-
Hyto nHbopmauumto nonbzosatener TWin, naatGopmbl ANA CTaBOK M a3apTHbIX Urp.
B 6a3e npucyTcTBytoT e-mail kopnopaTMBHOW NOUTbI KJIMEHTOB, CBA3aHHbIX C gov.kz,
4TO NpeAcTaBafeT 0cobyto yrpo3y Ans 6€30MacHOCTM rocyAapCTBEHHbIX OPraHoB.

MHUUOEHT B MUHUCTEPCTBE: ATAKA BOTHETA PHORPIEX
N YA3BUMOCTb UHOPACTPYKTYPbI

OceHbto 2024 roga aHanutukm Cnyx6bl KZ-CERT 3adurkcmpoBanu BCNieck akTMBHO-
ctn 60oTHeTa Phorpiex ¢ ncnonssosaHnem Power Bl. lonoaHutenbHo ¢ nomolubto EDR-
cucTeMbl 66110 BbifiBAEHO BpeAaoHOCHOe 10, KoTopoe NCnoib30Baio CesytoLme nyTu
419 aBTO3anycka U NOCTOAHHOrO NPUCYTCTBUA:

*  %windir%\winrecsv.exe

«  %userprofile%\winrecsv.exe.

BOTHeT akTMBHO pacnpoCTpaHAACs Ha Apyrue YCTPOWCTBA B CETU Yepe3 CbeMHbIE HOCU-
TEAN W ceTeBble Nanku, 4EMOHCTPUPYS HU3KUIN YPOBEHb 3aLlunTbl MHPPACTPYKTYPbI.
BpeaoHocCHble dainibl ¢ paclumpeHmnem .exe (Hanpumep, OTBET14.10.exe), pa3mella-
NNCb Ha pabounx cTonax Nonb3oBaTenem, UTobbl CKPbITb X BPEAOHOCHbBIV XapakTep.
MoaaenbHble Garibl MOrAN BbITb NCMOAb30BaHbI AN GULLMHIOBBIX aTak.

B xoae Bble3ga MOBMABHOW FpynMbl B MUHUCTEPCTBO ObINIO YCTAHOBEHO, UTO B BELOM-
CTBe OTCYTCTBYET COTPYAHWK, OTBEYatoLwmii 3a MHPOPMaLIMOHHYHO 6e30MacHOCTb, a Tak-
e ncreyeHuve gorosopa ¢ OLLVB, a »MeHHO 3aBepLUeHne cpoka AeACTBUSA JOroBopa
OCTaBW/IO KPUTUYECKM BaXKHble CUCTEMbI He3 Haaiexallen 3amnThbl.

Bbigodbil u pekomeHOayuu:

¢ YCTaHOBWTb 1 peryasapHO 0bHOBAATL peLleHns 419 ObHapyXXeHWsa 1 npeaoTspaLle-
HWA BPeAOHOCHOWN aKTUBHOCTW, Takme Kak coBpemeHHble EDR u IDS/IPS-cucremel.

«  OrpaHnymTb JOCTYN K BHELLHWUM YCTPOWCTBAM N HACTPOUTb MOHUTOPWUHT aKTUBHO-
CTV B CeTeBbIX narikax.

* HesameanutenbHo BblAeNNTL CNeLmnanncTa Ana ynpasaenus Vb, skitovas 06HOB-
NleHvie f,O0roBopoB C NPOPUAbHBIMWU OpraHn3aLUAMN.

+ [lpoBoanTb perynspHble TPEHWHIY NO KnbeprurmeHe, 0CO6eHHO B OTHOLLEHWUW pac-
NMO3HaBaHWA MOAAENbHbIX JOKYMEHTOB W COLIMAaNbHON NHXXEHEPWUN.



V|HLI,I/IA€HT AEMOHCTPUPYET, KaK He40CTaTOYHOE BHUMAHNE K Opra-
HU3aUNOHHbIM N TEXHNYECKNM acneKTaM 6e3onacHOCTN MoXeT
npuBeCTU K 3HAYUTEJ/IbHBbIM PUCKaM ANnA KPUTUYECKU Ba>KHbIX
CUCTeMm.

ddPeKkTUBHOE ynpaBneHue, akTyaNbHble Mepbl 3aWwuTbl 1 0byue-
HUe COTPYAHMKOB - KJIFOUEBbIE 3/1eMeHTbl YCTOMUMBOW 3aLLUTDI
oT Knbeparak.

YTEYKA NEPCOHAJIbHbIX OAHHbIX KJTTIMEHTOB BAHKA

B Hoabpe 2024 roga Ha Telegram-kaHane 6bina onybavkoBaHa 6a3a faHHbIX, Mpeano-
NOXUNTENbHO NpuHagiexallas KasaxctaHckomy baHKy, rae cogepxxanmcb nepcoHanb-
Hble AaHHble rpaxaaH PK, skatouasa NNH, PO n Homepa TenepoHoB.

YTEYKA MNEPCOHAJIbHbIX OAHHbBIX: LWMUOHCKOE
NO OT KUTAMCKOM KOMIMAHUMU

B yTeuke aaHHbIX 06cyxaaeTcs WwnmoHckoe MO, pa3paboTaHHOE KUTAUCKOM KOMMaHM-
ey, KOTOPOE MCMOIb30BaNOCh A/1A KMOepLUNMOHaXa B OTHOLLEHMM COTOBbIX OnepaTo-
poB KazaxcraHa. V3 yctpoictBa cobmpanacb nHdopmaLms, BKAKOUAs XypHabl BbI3O-
BOB, AaHHble GPS n megmnadannbl.

KOMMPOMETAUUA YNPABJIEHUA LED SKPAHA, CBA3AHHAA
C NOOAMEHOW ®JIATA

B Hosbpe 2024 roga noctynuna nHGopmaLms o BO3MOXHOM UHUnaeHTe Vb, cBA3aH-
HOM € nogmeHon ¢nara. boina cdopmmpoBaHa MObuabHaA rpynna 414 onepaTMBHOro
Bble3/a Ha MeCTO MHUMAeHTa. B pamkax gaHHOro nHunaeHTa nHdopmarms bbina nepe-
fiaHa B YNOJIHOMOYEHHbIE OpraHbl A1 NPOBEAEHMA AasbHeNLero paccaefoBaHms.

YTEYKA NMEPCOHAJIbHbIX OAHHbIX B « CUPEHA-TPEBEJ1»

HaumoHanbHon Cnyxx6on KZ-CERT 13 OTKPbITbIX MCTOYHMKOB B Aekabpe 2024 roga
nosnyyeHa MHPopmaLma 06 yTeuke AaHHbIX POCCUNCKON KOMMNaHun «CnupeHa-Tpesen».
YTeuka 3aTparnBaeT 1 NepcoHasbHble AaHHble Ka3axCTaHCKNX rpaXaaH, KOTopble No/b-
30Ba/Cb YC/yramuy 3TON KOMMaHUW.

lMonHebili 06vem ymeyuku eksirouaem 08a KpynHelx HAbopa OaHHbIX:

¢ «TICK_PHONE_sample» — copep>xut Bcero 3 413 726 207 3anucel, BKIOUAROLLUX
HOMepa TenedOHOB, 31eKTPOHHbIE MOYTbI, CBA3aHHbIE C BPOHMpPOBaHMEM aBMa-
6unetoB. B 6a3e gaHHbIx cogep>xatcs faHHble ¢ 18 aHBapsa 2007 roga no 10 ceH-
TA6pAa 2023 roaa.



o «TICK_INFO» — cogep>xut BCcero 664 651 063 3anucu, Bkatoyarowme nHdopma-
LU0 O peiicax (HoMepa percoB, MapLpyTbl), aBMaKOMMaHMAX, Tapudax, CTOUMOCTH
6uNeToB, a TakXKe NepcoHabHble AaHHble MNacCcaxmnpoB. B 6ase faHHbIX cogepkaT-
ca faHHble ¢ 24 despans 2007 roga no 9 ceHtabps 2023 roga.

B ytekwen 6a3ze B panne «TICK_INFO_sample» Haxoanamcb AaHHble aBMakoOMMNaHWn
KasaxcTtaHa. B 6a3e faHHbIX OTCYTCTBOBA/IO MO, YKa3biBatoLLlee Ha TOYHOE rpaXaaH-
CTBO naccaxwupa. B aton ceasn no coptmpoke ctonbua CODE_CUR, onpeaenstouiero
BaNtoTy cTpaHbl «KZT» n «K3T», obHapyxeHo 10 039 cTpok AaHHbIX, MOTEHLMANbHO
npuHaanexalumx rpaxgaHam KasaxcraHa.

YTEYKA NEPCOHAJIbHbIX OAHHbIX B MUHUCTEPCTBE

B pexkabpe 2024 roga B Telegram-kaHane n Ha naatdopme «X» pacnpoCTPaHANOCh
cooblueHne cneayroLero cogepxaHuns: «1ecaTkmn TbiCAY AOKYMEHTOB, Mpe3eHTaunn
N APYrux BHYTPEHHUX MaTepuanoB MUHUCTEPCTBa C MPUKPENIeHHbIMU CCblIKaMu
Ha MHTepHeT-pecypcbl».

CornacHo TekyLUM JaHHbIM dalnbl, cogepxkalime MHGopMaL Mo, MOSABUANCH B OTKPbI-
TOM J0CTyne, MOr/IM 6biTb 3arpy>KeHbl 1 MPOCMOTPEHbI NH06bIM NOJIb30BaTE/IEM.

BbisBNeHHas yTeuka 3aTparnBaeT 3HaunTe/IbHbIM 06BEM AaHHbIX. [Tpeanonaraercs, 4To
cnunTble dainbl HbIIM HAMEPEHHO OrpaHMyeHbl. He NCKNKOUYEHO, YTO 3/10YMbILLIEHHUKN
pacrnonararoT JOMONHUTENbHBIMW AaHHbBIMW, KOTOPbIEe He Bblav BKAOUEHbI B My6mKa-
umto. ECTb BO3MOXHOCTb, UTO YaCTb AaHHbIX Oblna yAaneHa C Leabto UCKNHOYEHWA KPU-
TUYECKOU MHPOPMaLMK, CBA3aHHOW C MPOHWKHOBEHNEM B MHOPACTPYKTYPY.

OpfHaKo cpeAn OCTaBLUMXCS AaHHbIX MPUCYTCTBYET KOHOUAEHLUMaNbHas MHHopmMaL s,
KOTOpas BK/OYAET NapOaN K BHYTPEHHUM cepBMCcaM, ckaHbl nacnopToB (535 sk3em-
NJspoe, Npo8epka Ha yHUKA1bHOCMb He Npo8oOUIACk), LOKYMEHTbI C MepCOHaAbHbIMU
AAHHBIMU COTPYAHUKOB MUHUCTEPCTBA, €ro NOABEAOMCTBEHHBIX OPraHn3aLmi 1 rocten
(®UN0O), pabouue u MobusbHele menegoHsl, IMH, donxkHocmu, noumosgele adpeca), Npo-
€KTbl JOKYMEHTOB (N/IaHbI, KGpMel, CxeMsbl, cnpasku u m. 0.), Cny>kebHyro nepenmncky
N 4PYTyt0 BHYTPEHHIOK JOKYMEHTaL M.

Heobxoanmo ob6patnTb BHUMaHWeE, YTO Cpean HMX MPUCYTCTBYHOT e-mail KopnopaTtune-
HOW MOYTbl KIMEHTOB, OTHOCALLMECHA K €AMHOM NAaTGOpMe MHTEPHET-PeCYpPCOB rocy-
AAPCTBEHHbIX OpraHoB (gov.kz), IBAN pekBu3nTbI rpaxaaH, ropoackme u MobunbHble
Homepa TenedOoHOB, CKaHbl MaCNOPTOB, YAOCTOBEPEHUI TNYHOCTH.



MHUMOEHT C BPEAOHOCHDbIM MO TOFSEE: PACCJIENOBAHUE
B MY3EE

Bbina 3admkcMpoBaHa BpefoOHOCHas akTUBHOCTb Ha paboyen ctaHumm ¢ IP-agpecom.
AHanu3 nokasan, 4to cucteMa 3apaxeHa 6oTHeTom Tofsee - MOAyNbHBIM BpesoHOC-
HbIM 1O, KOTOPOe MCMoAL3YEeTCA AN PACChIIKN CMama, HO TakXke CMOCOBHO BbIMOJ-
HATb U ApYyrue BpeAOHOCHbIe 3aAauu, BKAOYas 3arpy3Ky AONOAHUTENbHbIX MOAYEN.

OcHoBHOW NpuHUMN paboTbl Tofsee — 310 co3aaHne CO6CTBEHHOW KOMWUK B MNan-
ke: %USER%\<rnd>.exe, pernctpauns aBtosanycka B peectpe: Software\Microsoft\
Windows\CurrentVersion\Run MSConfig=%USER%\<rnd>.exe, nHbekLms B npoLecc
svchost.exe 1 yctaHoBKa coeamHeHus ¢ cepepoM C2, OTKyZa 3arpy>arotcs Moayan
ANA AaNbHENLWMX AeUCTBUN. [ KOMMYHMKaLMK ¢ 60TMacTepOM MCMONb3yeTCA YHU-
KasbHbIA 128-6aMTOBbIN KAHOY LWNDPOBaHMSA, UTO AesaeT paclumdpoBKy AaHHbIX 6e3
KJIt0Ya HEBO3MOXKHOW.

MNMocne obHapy>keHVA BPeLOHOCHOW aKTMBHOCTW OblN0 HanpaB/eHO yBeAOMJIeHNE
OTBETCTBEHHOMY 3a MHPOPMaLMOHHYO 6e30MacHOCTb My3esi C peKOMeHAaLUAMU
MO YCTPaHEHUIO YIpo3bl: CO3aHMe CUCTEMHOro obpasa 1 nokanm3aLms 3apakEHHOro
ycTpowctBa. OTBETCTBEHHbIV COTPYAHUK NPOBEN CKaHWPOBaHWE CUCTEMbI C MOMOLLLbHO
Dr.Web, uto npuseno k npekpateHunto aktmBHoctn. OgHako, BMecTo bonee rnyboko-
ro aHanan3a bl NPeANPUHATEI MUHUMa/bHbIE AEUCTBUS.

Knrouesbie 8bi800bl U pucku - HECMOTPA Ha NpeKkpalleHne akTUBHOCTW, OTCYTCTBME
CUCTEMHOTO aHann3a 1 GOPEH3NKN OCTaBAAET BEPOATHOCTb CKPbITOrO MPUCYTCTBUA
yrpo3bl. TEXHUYECKNIN NepCoHan orpaHnymnaca 6a3oBbIMM MEPaMU, UTHOPUPYS PUCKH,
CBfi3aHHble C MOAybHOW Npupogoi Tofsee. 3apaxkeHre MOrno NPUBECTU K AaNbHEN-
LeMy pacnpocTpaHeHunto BpesoHOCHOro MO 1 yTeuke faHHbIX.

PexkomeHOayuu:

* [ocne BbiABNeHUA BpesoHOcHOro MO BaxHO co3gaBaTb 0b6pasbl cucTeM Ans
nocnegyrowien GopeH3nkK, a He OrpaHNUMBATLCS aHTUBUPYCHON NPOBEPKOM.

*  Vcnonb3osatb IDS/IPS 1 MOHUTOPUWHT aKTUBHOCTY B peecTpe Aas nNpefoTBpalle-
HWA aBTO3anycka BPeAOHOCHbIX MPOrpamMmm.

NHumaeHT ¢ Tofsee noguépknBaet BaXKHOCTb KOMMIEKCHOrO Noaxoaa
K pearmpoBaHUIO Ha yrpo3bl MHGOPMaLMOHHOM 6e30MacHOCTN.

OrpaHuuyeHre Mep TOJIbKO CKaHMPOBaAHUEM MOXET NpuBecTn Kk 6onee
rny6okumM nocieacTBuam B byayuiem.



KOMMNPOMETALMA YYETHbIX 3AMUCEN TELEGRAM

Ha paHHbIA MOMEHT M3BECTHbI C/eaylowme MeToAbl NoayyYeHus
A0CTyNna K yYeTHOM 3anucu nosib3oBatenen Telegram:

1. CoyuanvHasA uH>xeHepus

Hantn B nHTepHeTe HoMep TenedpoHa, K KOTOpOMy mpmBsA3aH Baw Telegram
(ecnu He 8bIkAOYEHA PyHKYUA onpedeseHUs NO HOMepy mesneoHa), He CNOX-
HO. 3/I0YMbILLIEHHWKY OCTaeTcA MposaBUTb GaHTa3nMIo 1 3anoayyYnTb KOA AOCTyna
B Telegram, KOTOpbIN NOMOXET eMy BOUTU B aKKayHT.

Cnocob6 e83/710Ma yepe3 20/10C08YH0 NOYMY OCHOBAH Ha MOJYYEHUN KOAa BXOAa
B Telegram c ueneBoro TenedpoHa C MCNONb30BAHMEM PA3/INMUHbBIX MHCTPYMEHTOB.
Xakepbl NCMONBb30BaNN 3TO, UTOObI MONYUNTb AOCTYN K JOXKHOCTHBIM Anuam KOXHOWM
AMEpVIKM 1 CKOMMNPOMETUPOBaTb KOHOUAEHLMAIBbHYO MHPOPMALMIO, COAEPKALLYHO
KOPPYNLMOHHbIE CKaHAaNbI.

Cnocob «3anpoca ckpuHWoOmMa» Tak)e OCHOBaH Ha MoJlyYeHUN KoJa BXOAa B CUCTE-
My, OTMPaB/JIEHHOrO Ha LiesieBoe YCTPOWUCTBO. BMecTo Mcnonb3oBaHWs CNOXHOro Npo-
rpaMmMHoOro obecneyeHusa ans oTnpaBkn GecymMmHbix SMS-coobueHnn ¢ Lenbto cbos
CUCTEMbI Ha AOCTaTOYHOe BpeMs, 4Tobbl Telegram oTnpaBua KOA BXoza Ha rosI0COBYHO
MOUYTY, 3/I0YMbILWAEHHWK NMPOCTO MPOCUT CKPUHLLOT.

MpocTol METOA COLManbHOM MHXEHEPUW A/ KPaXKM aKKayHTa: A0CTaTOYHO MPOCTO
co3AaTb KJIOH y4emHou 3anucu ¢ 00HoU omu4Hou bykeol, CHabanTb ee yKpajeH-
HbIM KOHTEHTOM 1 doTorpadusmu. Mocne 3Toro MoLLeHHVKaM ByaeT ropasgo serye
obMaHbIBaTb ayAUTOPUIO KaHana 1 CMMCOK KOHTAaKTOB CBOEN XXePTBbI, MPOCUTL Nepe-
VTV MO GULLIMHIOBBIM CCbIIKaM WAV OTAPAaBAATb AeHbI .

2. Ueneeas amaka, ucnose3oeaHue wnuoHckozo N0

Co3zaHbl cnewumanbHblie NporpaMMbl A B3oMa. B gapkHeTe MOXHO HanTu npuaoxe-
HWs ana B3noMa Telegram, KOoTopble MOXET KynuTb Nt060MN Nosb3oBaTeb. Takme Npo-
rpaMMbl PacnpoCTPaHAITCA Yepe3 GULLMHIOBbLIE CCbIIKA UAWN MOJ BUAOM LOKYMEH-
TOB (C pacwupeHvem doc, exe, pdf, xIsx, pptx), KapTMHOK, BUAEO, ayAno (FONOCOBbIX)
“ nepecbinaemMblx GaNoB AN NCMONb30BAHWUSA LLMUOHCKMX NPOrpamMm.

3. HenezaneHble npunoxeHus, ksioHsl Telegram

HeodwvunanbHble NpuaoxeHns - 3To noaaenbHble Bepcun Telegram, paspabotaHHble
TPETBUMU NINLLAMW. Mcnonb3oBaHue noaaebHbIX KJIOHOB I'IplAJ'IO)KeHI/II‘/’I ANA yCTaHOB-
ku BpefoHocHoro MO — 370 cTtapas cTpaTtervsa B3/OMa, 40 CMX MOp NpuMeHsaemas
KI/I6epI'IpeCTyFIHI/IKaMI/I no BCeEMY MUPY. 2K NPUNOXKEHNA-KNOHbI M3BECTHbI KaK Bpe-
AOHOCHbIE.



4. 3apaxkeHus ycmpolicme (comosbili mesegoH, NnepcoHabHbIU KOMNbIO-
mep, Hoym6yk)

BONbLWMHCTBO 3apaXXeHnr YCTPOMUCTB HauMHaAeTCA C YCTaHOBKM BPELOHOCHOro

MO, cKkpbITOro BHyTpW 6€306MAHOr0 NPUAOXEHUS. DTO NOAALENbHOE MPUIOXKEHNE

MOXEeT 3aTeM OTCAeXMBaTb BCe BxoasAwme dannbl B Telegram. Kak npumep, 60bLUmnH-

CTBO I'IplA.ﬂO)KGHI/IIZ, CKa4aHHble C Torrent, MOTYT NM€eTb YCTaHOBNEHHbIE MPOrpamMmbl

ANnAa CneXkKu, Takme Kak KEVIJ’IOFFEP.

5. lNepexeam koda noOmeepikO0eHus Yepe3 onepamopa cesasu
Takxe BO3MOXEH MepexBaT yepes yCTponcTBo SS7, KOTOPOE MCMONb3YeTCs B Heno-
cpeacTBeHHOW 6am30cTy, B TakoM cnyyae CMC gaxke He NOCTynuT Ha TenedoH.

LLlupoko npakmukosasnuce 8 mekyusem 200y

*  OUWKHroBbIe CCbINKWN C NPeaoXeHNneM NOAaPOYHON MNOAMMUCKN: MOLLEHHWKM pac-
CblNatOT COOBLLEHMA C aKKayHTOB Apy3eK, Npeanaras noayyntb 6ecnaaTHyro noa-
nncky Ha Telegram Premium. Monb3oBaTtenv nepexoanav no oGpopmMAEHHOM CCbi-
Ke, BBOAWAN CBOW AaHHble Ha NOAAENbHOM CalTe, MOC/ae Yero 3/10yMblLLUAEHHUKN
nosyyanun AOCTYN K akKayHTY.

+  OQanblmBble CTpaHWUubl Bxoda B Telegram, rage nosb3oBaTtenu, He Nojo3peBas
HW O YeMm, BBOAWAWN CBOW yYeTHble JaHHble, KOTOpble 3aTeM MCMO/b30BaANCh ANA
HeCaHKLMOHNPOBAHHOTO JOCTyMNa K akKayHTaM.

« [loaaenbHble MHTEPHET-PeCcypChbl, FAe Npeanarasocb NPOroaocoBaTb, Tpebys BBe-
CTV INYHbIE AaHHbIe UV aBTOpM30BaTbCs Yepes Telegram, 4TO NPUBOANIO K KOM-
npomMeTaLmm akkayHTa.

+ KonupoBaHue nnyHoro yata «V3bpaHHoe»: co3gaetca NoAAeNbHbIA pa3gen
«/136paHHOe» B akKayHTe MO/Jb30BaTeNs B OXMAAHWM, KOrja TOT 4o6aBuT Tysa
BaXXKHYHO MHGOPMaLMto, YTobbl 3aTeM et BOCMO/Ib30BaThbCA.

« [lonyuyenue aybamkatoB SIM-KkapT xepTB, NnepexBaTbiBas OAHOPA30Bble KOAbI
n3 SMS, ncnonbsyemble Ana Bxoga B Telegram, 4To NO3BOAANO MM MOAYUUTb AOCTYN
K akKayHTaMm.

OmeemHeolie delicmeus

Ecnm B3iOManun akkayHT, CPOUYHO 3aKpouTe BCe JINLIHMNE CeCcCcUm
AOCTYyMa K akKayHTy, BKJHOUMTE U CMeHUTe 06J1auHbi Napoib,
coobLuTe BallMM KOHTaKTaM O B3Jl0oMe NH06bIMU AOCTYMHbIMMU
cnocobamm.

BbigoOdbl u pekomeHOayuu

e [Ana 3aWwmnTbl OT NOAOOHBIX Yrpo3 pekoMeHAyeTcs cobatoaaTb OCTOPOXHOCTb MPK
nepexoje Mo CCblikaM, He BBOAUTb JIMUHbIE JaHHblE Ha NOAO3PUTENbHbIX MHTEP-
HeT-pecypcax, UCNob30BaTh ABYXDaKTOPHYHO ayTeHTUdMKALMIO 1 yCTaHaBAUBATb
CNOXHblE NapoNWn.

« [lopackaska napons AoaxHa ObiTb MOHATHA TONLKO BaM.

«  PexkomeHgyeTcs pazgenstb npodunmn, NnpesHasHayeHHble 41 Pa3IvUHbIX Lesen.
OduumansHoe NpUNoXKeHNE NOAAEPKMBAET A0 TPEX akkayHTOB.

¢ BkstounTte 0b6nayHbIV Napoab B HaCTpoMKkax 6e30nacHOCTM.






Yrpo3bl HpopMaLmoHHoM 6e3onacHocTm B 2025 rosy cTaHyT BCE 60/1ee U3OLWPEHHBIMW U Haue-
NEHHbIMU, UTO MOAYEPKMNBAET KPUTUUECKYHD BaXKHOCTb KnbeprurmeHbl. OcBe4OMIEHHOCTb O COBpe-
MEHHbIX CXeMaX MOLUEHHWKOB 1 H6a30Bble 3HaHWA O 3awnTe MHPopMaLuuK - 3anor 6e3onacHoOCTK
KaK A1 OpraHn3auunn, Tak n AN UHAMBUAYaNbHbIX MONb30BaTENEN.

OpfHOW 13 aKTyanbHbIX Yrpo3 CTanu aundenk-ataki, B KOTOPbIX 3/10YMbILLIEHHUKN UCMONb3YHOT
HEeMPOHHbIe CeTN ANA UMUTALMN FON0Ca KEPTBbI.

quHapu[i makux amdak eKJjiroyaem cneayfomue amanesi:

STtan OnwucaHue

MOLLEHHMKM M3yYaroT MybANYHbIe aKKayHTbI
Momck >kepTebl B COLMabHbIX ceTax, cobupas ayano- nim
BUAEeOMaTepumasbl C FON0COM XXepPTBbI.

Ayanosopoxkka ANUTENbHOCTbIO BCETO A0 3 MUHYT
Co3paHuMe CMHTEeTUUECKOro rosioca .
Mo3BOAAET CMHXPOHM3MPOBATb FOI0C Yepe3 HempocCeTy.

3n0ymbiwneHHkN Yepes SIM-Box apeHaytoT kasaxcraH-
Perucrpauus nogaenbHoOro akkayHTa
CKune HoMepa Ans peructpaumn akkayHtos B WhatsApp.

Co3zaHHbIN roNoC NCNOob3yeTCs AN MAaCCOBOM PacChlIKM

. COOOLLeHMI Cpeamn KOHTaKTOB XepTBbl. Hanpumep,

Paccbinika ayanocoobueHmi
3/10YMBbILUNEHHUKM MOTYT MPOCUTb GUHAHCOBYH MOMOLLb

Nan AennTbCca Ba>KHOM I/IHq)OpMaLI,I/IeI‘/JI OT UMEHMWN XXEePTBbI.

Sma cxema nodkpenﬂ,qemm (f)ULUUHZOGbIMU CculIKamu.

Cpedu pacnpocmpaHéHHbIX cyeHapues:

« MoleHHMKM OTNpPaBAArOT coobLleHMe C NPOCbHOI «MPOrosocoBaTh 3a PebéHka Koanern»,
npeAasiaras NPOWTK MO CCblaKe, AKOObI BeAyLen Ha CTPaHWLy ro10COBaHMA.

« locne nepexosa nNonb3oBaTento NpeAsaratoT aBTOPM30BaTbCA Yepe3 akKayHT B MeCCEHXKe-
pax WhatsApp nan Telegram ana noarBepxaeHusa. Ha camom fene peanvsyetca ataka tmna
«yenosek nocepeanHe» (MITM), rae 310yMblLLNEHHMK NepexBaThiBaeT CeCCUIO NMOJb30BaTeA.

B pesynsmame oHu mo2ym:

e MonyunTb HENPaBOMEPHbBIN AOCTYMN K YUETHOW 3amnncy XepTBbl U HayaTb PacCblaKy coobLie-
HUIM OT €€ NMEHWN.

« Wcnonb3oBaTb paHee creHepnpoOBaHHble ayAM03anucK Ans ycuneHns obMaHa cpeim KOHTaKTOB.

Cogemeol 019 3aujumel om makux amak:

« CkpblBaviTe INYHYIO MHPOPMaLUMIO B COLMabHbIX CeTAX. HacTporTe NprMBaTHOCTb akKayHTOB,
4TObbI TONBKO APY3bA MOV BUAETb Balln NybanKaumn, a Takxke ctapantecb He NybankoBaTb
rofI0COBblE MW BUAEO3aNUCK 6e3 HeOBX0ANMOCTU.

» byabTe BHMMaTenbHbI K NOAO3pUTENbHBIM cO0bLWweHmAM. Ecnm coobuyeHne ot 6a1M3Koro veno-
BeKa KaXeTcs HeOObIYHbIM UAN CPOYHBIM, CBAXMUTECH C HUM APYrMM CNocoboM Ans noj-
TBEPXAEHWMA, @ TaK)Ke HUKOrAa He BBOAWUTE NINYHbIE JaHHble HA COMHUTEbHbIX MHTEPHET-pe-
cypcax.



*  Wcnonb3yite aBYyxdakTOpPHYO ayTeHTUdMKaLuto, 3TO fo6aBAseT AOMNOAHUTEbHBIA YPOBEHb
3alLMTbl A9 BalLMX aKKayHTOB.

« Cnepute 3a yBegomneHnsMr 6€30MacHOCTN, MHOTME MEeCCeHAXepPbl YBEAOMIIAIOT O MOMbITKE
aBTOpM3aLMM C HOBOTO YCTPOMCTBA.

lMouemy kubepauzueHa kpumuydecku ea>kHa e 2025 200y?

CoBpeMeHHble CXeMbl BKJIFOUAOT CIOXKHbIE KOM-
CnoXKHocTb aTtak BUHaLMKN COLMaNbHON MHXKEHEPUW U TEXHONIO-
TUI, Takne Kak Helipocetv 1 MITM-ataku.

B 6onbluMHCTBE CyyaeB KOHEYHOW Liebto CTaHo-
Bektop Ha nonb3oBartens BWTCS UesIOBEK, a He TexHUKa. OTo TpebyeT NoBbI-
LLIEeHNA YPOBHSA rpaMOTHOCTM B Bomnpocax Vb

CKOMMPOMETMPOBaHHas yUYeTHas 3anm1cb MOXeT HaHe-
CTV ywepb penyTaumnm, oCO6EHHO ecv 310YMbILLNEH-
CoxpaHeHwue penyTtauuu

HMKW pacrnpoCTPaHsAOT BPeLOHOCHbIE CCbIIKWA UM MPO-

BOAAT q)VIHaHCOBbIe MaxXnHaunn OT UMEHW XepPTBbl.

CoBpeMEeHHbIE LMPPOBbIE TEXHOSTOMMU
COENanM HALY XW3Hb NPOoLLE,

HO BMecCTe C 3TUM OTKPbII HOBbIE NYTU
O MOLUEHHUKOB U KN6epaTak.

YTO6bI 30LWLNTUTL Ce64 M CBOU OAHHbIE,
BAXKHO PA3BUBATb KN6EPTrUrnMeHy -
NPWBbLIYKK, KOTOPbIE O6ECNEYMBAIOT BALLY
6e30MNACHOCTb B LMGpPOBOM MUpe.



HauHunTe ¢ HacTpoirkn KOHGUAEHLMANIbHOCTM Ha BalUMX aKKayHTax
B COLMa/bHbIX CETAX.

OTKpbITble NPOGMAN — 3TO NOAAPOK A/ 3/10YMbILLIEHHNKOB, KOTOPbIE MOTYT
MCMo/ib30BaTb BallW JaHHble ANA CO34aHNA GULLMHIOBLIX aTak WUan Aaxe
KpaXkvt IMYHOCTW.

Y6eanTech, UTO TONIbKO AOBEPEHHbIE NFOAM UMELOT AOCTYM K BaluMM ny6an-
Kaumam, dotorpadunam n nHdopmaumm o mecte paboTbl.

He nybankynte faHHble, KOTOPble MOTYT ObITb MCMONb30BaHbl MPOTUB BaC,
BK/IFOYaA NNYHbIE KOHTaKTbl AN GUHAHCOBYHO MHOOPMALIUIO.

C KaXkabIM rof,0M MecCCeHAYKePbl CTAHOBATCA [NAaBHOM LLE/IbIO XaKepoB.

Bkntounte yBesOMAEHNS O BXOAE C HOBOFO YCTPOMCTBA, YTOObI 3HaTh, eC/IN
KTO-TO MbITAeTCA NMPOHMKHYTb B Balll akKKayHT.

He 3abbiBaniTe 0 pe3epBHOM KOMUWPOBAHUM BaXHbIX 4aToOB B 061akKo,
HO ZienanTe 3TO TOIbKO C MOMOLL b 6e30MacHbIX CEPBMCOB.

ByabTe OCTOPOXKHBI, eC/IM HE3HAaKOMEL, OTMPaBAsSEeT BaM coobLieHMe.
MpoBepbTe NPOdW/Ib U He OTKPbIBANTE MOAO3PUTE/IbHBIE BNOXKEHUS.

BHumaTenbHO I/I3y‘-IaI7ITe CCbUJIKH, Npe>kae yem nepexoantb no HAM.

OcobeHHO 3TO KacaeTcs INeKTPOHHbIX MUCEM N COODLLEHNI OT HEN3BECT-
HbIX OTNpaBUTENEN.

MpocTow COBET: HaBeAWTe KypCOp Ha CCblIKY, YTOObI yBUAETb €€ peanbHbli
aapec. Ecav oH BbIrIAANT NOA03PUTENBHO, HE MepexomnTe Mo Hemy, a Mpo-
BepbTe ero yepes cepsuchl, Takme kak VirusTotal.

®duwmrHroBble NMCbMa MOTYT BbIMAAETb MakCMMaJbHO NpaBAonoAo06-
HO: IOroTMMbl KOMMaHWUN, opuLMaNbHble Ha3BaHUsA, JaXke NoAAe/NbHble
NOAMNUCU U3BECTHbIX NHOAEN.

Ho vx uenb - ykpacTb Balum faHHble. [pu3Hakn GULIMHIa BKAKOYAKOT rpam-
MaTuyeckmne omnbKM, HaCToNYMBbIE MPOCLObI OTMPaBUTL AaHHbIE AW NPOK-
TV No ccblake. Ecav Bbl moayumam Takoe NMcbMo, He CrewnTe oTBeYatb.

MNpoBepbTe OTNpaBuTENs Yepe3 OPULMaIbHbBIN MHTEPHET-PECYPC KOMMaHMN.

Bawmn YCTpOI‘/’ICTBa — 3TO BOPOTa KO BCEM BalLlUM LI,I/ICI)pOBbIM AaHHbIM.

PerynspHo o6HOBAAKTE OMNepaLnoOHHYO CUCTEMY U NMPUNOXEHNA U NPpUMe-
HANTe OBHOBNEHNS 6e30MacHOCTM.

YcraHoBuTe aHTUBMpPYCHOE MO AN MOHUTOPUHIA NOAO3PUTENBHON akTMB-
HOCTW.

MprMeHANTE CIOXHbIE NAapPOAN NN BUOMETPUIO, YTODbI HUKTO He MOT MOoJy-
UYNTb AOCTYN K BaLUMM JaHHbIM B C/ly4ae yTepun yCTPOMUCTBa.



ﬂ,eTVI YaCToO CTAHOBATCA NErKOM MULLEHbIO AnAa KM6epI'IpeCTyI'IHVIKOB.

Ncnonb3ynte GyHKLMN POAUTENBCKOTO KOHTPOAS, YTODObI OrpaHnunTb
AOCTYN K HEXENaTebHOMY KOHTEHTY.

MpoBoanTe beceabl C AETBMU N YUUTE UX KPUTUYECKM OTHOCUTLCS K TOMY,
YTO OHW BUAAT B UHTEPHETE.

YTepsa AaHHbIX U3-3a BUPYCOB WUIN OWIMOOK CUCTEMbI MOXKET CTaTb
KaTactpodom.

PerynsapHo genaite pesepBHble KoMK B obnake UM Ha BHELUHEM HOCK-
Tene.

[ns BCcex akkayHTOB VUCMONb3YWNTE YHUKa/NbHbIE COXKHbIEe MapoW.

Ecan nx cno>XXHO 3aMOMHWTL, BOCMOJIb3yNTECh MEHEKePaMu Napoaei.

Mopkntounte aByxdakTopHyro ayteHTUPUMKauuto (2FA) Tam, rae ato
BO3MOXXHO.

[laxke ecnvi 310yMbILUNEHHWK Y3HAET Balll Maposib, eMy ByAeT CoXHee Nnoy-
YMTb AOCTYN 6e3 BTOPOro YpoBHS 3awuThl, 6yab TO ko4 13 SMS nan npuno-
XeHue-ayTeHTudumKaTop.

PerynsapHo npoBepsiTe BbINMCKU NO 6aHKOBCKMM KapTaMm.

He3sHaunTenbHble CyMMbl, CUcaHHble 6e3 Balero BejoMa, MOryT ObiTb
TECTOBbIMM TPaH3aKL MMM MOLLIEHHWKOB.

Mpy NOABMBLUMXCA NOAO3PEHUAX HEMEAIEHHO HNOKUPYWTe KapTy U CBA-
XXUTECb ¢ BaHKOM.

B 2025 rogy 3awuTa nonb3oBaTenen ot yrpo3 MHPOPMALMOHHOM
6e30MACHOCTU TPpebyeT KOMIMJIEKCHOro Noaxoaa, BKAoYas TEXHU-
yeckune Mepbl, Takue Kak aHTusmpycobl, VPN u cuctemol punstpa-
LMK, A TAKXKE NOBbILLEHNE OCBEQOMITIEHHOCTU U O6yYeHume.

Ba>XHO NOMHUTb, UTO CAMbIMU YS3BMMbIMU IIEMEHTAMU B CUCTEME
6€30MNACHOCTMN OCTAKOTCS NIOAU, MOSTOMY PErynspHble TPEHUHIU
N KN6epy4vYeHUs CTAHOBATCS HEO6XOAMMbIMU AJ1s1 CO300HUSA KYNb-
Typbl MUHPOPMALMOHHOMN 6E30MNACHOCTU B OPraHM3ALUSX U cpeau
nonb3oBaTenen.






Cpenum kniouyeBbix TpeHaoB 2024
road BbIOenstoTCS U3MEeHeHus

B TEXHOJSIOrMYECKMX NPeanoyYTeHUsX:
PACTET CMPOC HA PeLLUeHNd, KOTopble
NO3BOMSAOT ONEPATUBHO BbISIBMATH
YA3BUMOCTU U YKPEMNATb 3ALLMATY.

Hanpumep, cuctembl aHannsa ceteBoro Tpapuka, mexce-
TeBble 3KpaHbl HOBOTO MOKONEHWUA U MHCTPYMEHTbI 3aLLUThbI
nouTbl cTann 6onee BocTpeboBaHHbIMKW, MOCKONbKY obecre-
YMBaOT MIrHOBEHHbIN 3ddekT. OAHOBPEMEHHO yBEMYMAACh
nonyaAapHOCTb 6barbayHTM-NporpaMm, KOTOpble NCMONb3YHOT
KOMMaHWN cambix pa3HbiX chep, OT CTPaxoBbiX OpraHM3aLuni
A0 rocyfapcTBeHHbIX CTPYKTYp. B 2025 rogy oxuaaetcs yaBo-
eHWe Yymcna KOMMaHWR, 3anyckarLWmnx Takme nNporpaMmmel.

TexHONOrnyeckMm MNpPOpPbLIBOM CTann KMOGEpnoONIUTOHbI,
No3BOAAKOLME MOAENNPOBaTb aTaku M TeCTMPOBaTb 3alUT-
Hble Mepbl. KOMNaHun BHeapAOT Takne naathopmbl And
aHa/u3a uenovyek CobbITUA U OLLEeHKW MOCNeACTBUIMA aTak.
BocTpeboBaHbl Takxke MOAXOAbI, YCAOXKHAOLWME NyTb 3/10Y-
MbIL/IEHHUKOB 4Yepe3 mameHeHne UT-uHdpacTpyKTypsbl.

Ha MeXayHapOAHOM pblHKe NMPOAYKTbl, OPUEHTUPOBAHHbIE
Ha pe3y/ibTaTMBHYHO Knbepbe3onacHOCTb, NPUBAEKAtOT BHM-
MaHWe KOMMNaHWN 13 pa3HblX perMoHoB: banxHero BocToka,
NaTtnHckon Amepukun, KOro-BoctouHon Asum n Adpuku.
Kpome TOro, komnaHum akTMBHO 06y4yatoT COTPYAHMU-
KOB HaBblkaM 6e3o0macHou pa3paboTkm MPUNOXKEHUN.

Ha obpa3oBaTeslbHOM pbIHKE MPOAO/IXKAET pacTu MHTepec
K MporpaMmam, pa3BMBaAKOLLNUM COBPEMEHHbIe KOMMETEH-
umm B obnactn knbepbesonacHoctn. B 2024 rogy komna-
HUW 3anyCcTUAN AecATKn obpa3oBaTesNibHbIX MHULNATUB,
BK/IFOYAA MEeXAYHapOoAHble NMporpamMmMbl U Marucrepckue
HanpaBieHus. MNOABAAKTCA TakXe KPaTKOCPOUHblE Kyp-
Cbl, KOTOpble MOMOrarT crneunanmctam boicTpee aganTtu-
pPOBATLCA K PaCTyLLEeMy UMCAY aTakK Y HOBbIM TEXHONOTUSIM.



B rno6anbHOM nHoekce
Knéeps6e30nacHOCTV Ka3axCTaH HO6pAr
94,04 6anna 13 100 BO3MOXHbIX

B 2025 roay akcnepTbl MPOrHO3MPYIOT POCT uncna knbe-
paTak U ganbHelwee pa3BuTue TexHonormn UW, B cBszm
C 3TVM, 3TN BbI3OBbl NOTPEOYHOT OT KOMMaHWN He TONbKO
MCNONb30BaHNA NepesoBbIX TEXHONOTMIA, HO U MOATOTOBKM
KaZpoOB, CNOCODOHbIX OMepaTMBHO pearMpoBaTb Ha Yrpos3bl.

B rnobanbHoM mnHaekce kmbepbesonacHocTn KazaxcTaH
Habpan 94,04 6anna n3 100 BO3MOXHbIX. MeXAyHapOAHbIN
coro3 anekTpoceaAsn (ITU) npu OOH onybankosan goknag
«nobanbHoro uHAekca kunbepbesonacHoctn 2024»
(GCl). CornacHo HoBOW MeToAuKe, nMo3nuKns KasaxctaHa
pacrnonoxeHa Bo BTopowu rpynne (Tier 2 — Advancing).

2024 rog, cTan HaCTOALMM UCMbITaHUEM /15 MUMPOBOTO COObLLe-
cTBa B chepe nHpopmaLmoHHon 6esonacHoctn. C ogHON CTO-
POHbI, Mbl HAB/IOAAEM POCT YMCAa aTak Ha KPUTUYECKM BaXKHble
NHOPACTPYKTYpPbl 1 KPYMHbIe KOpropawun, ¢ 4pyron - ycuneHue
COTPYZAHMYECTBA MEXAY CTPaHaMM N TEXHONOTMYECKMMM TUraH-
Tamu B 6opbbe ¢ yrpo3zamm MHGOpMaLMOHHON 6e30NacHOCTU.
DTOT roj TakXKe NoAYepkHyN HeobXoAMMOCTb OBHOBNEHMA
3aKOHOAATe/IbHbIX Mep, BHEAPEHNSA HOBbIX TEXHONOTNI 3aLLun-
Tbl U MOBbILIEHUA OCBEAOMIEHHOCTN CPeAn NOb30BaTENEN.

B atom pasgene Mbl paccMoTpuM Hanbosiee 3aMeTHble Keu-
Cbl, KOTOpPble He TO/IbKO OTPa3naN KJKUYEBbIE BbI30BbI r0Aa,
HO W CTann nokasaTesibHbIMWU NMpuMepamun rnobanbHbIX Yrpo3
B obnactm kmbepbeszonacHOCTU. ITU MHUNAEHTbI CayxaT
HanNnoOMWHaHMEM O TOM, YTO KnbepaTakm CTaHOBATCA BCE bonee
N3OLWPEHHBIMK, @ UX NOCNEACTBUA BCE Bonee MacluTabHbIMU.

Cnepyet 0b6patvTb BHMMaHWE Ha MeXAyHapoAHble Keu-
Cbl yTeuek fJaHHbIX, MOCKOJIbKY OHW 3a4acTyto 3aTparveatoT
M Ka3axCTaHCKMX Nnoab3oBaTeneil. Takme MHUWAEHTbI CTaHO-
BATCA MCTOYHMKOM CEPbE3HbIX YTPO3, BKAOYAA KPaxy JIMUYHOM
nHdopmauun, GMHaHCOBbIE MOTEPU U PUCKM ANA penyTaLumn.



PaHee Mbl yXke onncanun KpynHble MeXAyHapOAHble MHLUAEHTbI, KOTOPbIe 3aTPOHYAN Ka3axCTaH-
CKMX nosnb3oBatesneil. Cpean HUX:

» Ymeuka daHHbIx nosnb3osameneli nnamgopmeol TWin — 3HaunTenbHOE CObbLITUE, CTaBLUEE NPU-
YMHOM KOMMPOMETALUN AaHHbIX YYAaCTHUKOB NAaTGOPMbl AN CTAaBOK, UTO MOBBLICUIO PUCKK
bUHAHCOBbIX Y INYHBIX NOTEPb A/ NOJb30BaTENEN.

*  UHYyudeHm c ymeukoli 0aHHbIx poccutickoli komnaHuu «CupeHa-Tpesesn», rae B 0bHapozo-
BaHHOW 6a3ze, dparine «TICK_INFO_sample» okazanncb AaHHble psja aBrnakommnaHuin Kasaxcraxa.
DTO cO34an0 Yrpo3bl He TOIbKO ANS MAaCCaXMpoB, HO 1 AN BU3HeC-NPOLECCOB KOMMAHWN.

*  Ymeuka daHHbIX MUKpoguHaHcosol opeaHuzayuu zaimer.kz, rae 6bl11 CKOMNPOMETUPOBA-
Hbl laHHble 6osee 2 MUIIMOHOB Ka3axCTaHLEeB. TOT C/lyyall CTan 3HaKOBbIM NMPUMEPOM TOTO,
Kak yTeuka MOXeT MacLuTabupoBaTbCs W 3aTPOHYTb 3HAUUTEbHYHO YacTb HaceNeHus.

BaXkHO MOHMMaTb, UTO, HECMOTPA Ha JIOKaNbHbIA XapakTep HEKOTOPbIX UHLIMAEHTOB, 3/10YMbILL-
NEHHWUKW YaCTO UCMOb3YIOT OAHM U Te XXe METOAbI aTak B Pa3HbIX CTPaHaX. TO 3HAYUT, YTO Yrpo-
3a MOXeT NpunTK 1 B KasaxcrtaH, 0cCO6eHHO ecin opraHn3aumsaM 1 Nosib3oBaTensaM He yaenaTb
BOJKHOTO BHUMaHMA knbepbesonacHoctu. Cpeam rnobanbHbix kericoB 2024 roga, KOTopble Takxe
3aCIyXXMBatOT YNOMUHAHWA, CTOUT BblAENNTb HEKOTOpPbIE:

» Maccoeas ymeuka 0aHHbIX U3 KpynHeliwe2o 6aHka MHOuuU, rae 6bIa1 CKOMNPOMETMPOBaHbI
nepcoHanbHble N GUHAHCOBbIE AaHHbIE MUIJIMOHOB KJIMEHTOB. DTOT C/1y4ali CTan NpYMepomMm
MacLITabHOM aTakn Ha GUHAHCOBLIN CEKTOP.

« Bsznom nnamgopmel kpunmosasromHol 6upxxu e CLUA, 4To NpuBeno K NoTepe akTMBOB
Ha CyMMy CBbIle MUAANapZAa A0NNapoB. Takme aTakv NokasbiBatoT, HACKOIbKO YA3BUMbIMM
OCTakOTCA Aaxke BbICOKOTEXHONOTMYHbIE KOMMAHUN.

» Ymeuka daHHbIx u3 obpazosamenvHoli nnamgopmel 8 Espone, KoTopas 3aTPOHYNa MUAIN-
OHbl CTYAEHTOB 1 MpernojaBaTenen, a TakKe BKAKOUana NepcoHabHy0 MHOPMaLMIO Heco-
BEPLUEHHONETHMX rPaXkaaH.

STV MHUMAEHTbI MOAYEPKMBAIOT, UTO Kaxkaas OpraHu3aumns, He3aBMCMMO OT eé pa3mMepa Wi reo-
rpadum, MOXeT CTaTb Lie/ibro aTaku. [03TOMY Ka3axCTaHCKMM MOJ/Ib30BaTENSAM M KOMMaHUAM BaX-
HO MPWUHUMATb NPEBEHTMBHbIE MEpBbI.

MpoBepwWTb, CTaNn N Bbl XXEPTBOW YTEUKM AaHHbIX, MOXHO Ha oTeyecTBeHHOM pecypce leak.
citizensec.kz, koTopbIvi aHann3mpyeT 6a3bl JaHHbIX, MOMaBLUKE B OTKPbITbIN AOCTYN. AJIbTEPHATUBHO
MOXXHO BOCMO/Ib30BaTbCs 3apybexHbIM cepBUcOM haveibeenpwned.com, KOTOPbIV TakKe NpoBe-
pAeT BallW JaHHble Ha Haan4yme B yTekwmx 6asax n3 DarkNet.

B ycnoBusAx pactywmx yrpo3 knbepbesonacHocTb nepecrana 6biTb NMLb TEXHUUYECKOWN 3ajaqei
- 370 06Las OTBETCTBEHHOCTb, TPEOYIOLWAas NOBbILEHHOrO BHUMaHUA Kak OT OpraHu3auumi, Tak
M OT CaMUX NOJIb30BaTENEN.

Ceiyac npesanaraeM pacCMOTPETb KPYMHble MHUUAEHTbI B MMPOBOM MacluTabe, uTobbl ewé pa3
NoAYEepPKHYTb BbICOKUI YPOBEHb COBPEMEHHbIX YIPO3 WM MOHATb, KaK OMbIT APYrMX CTPaH MOXeT
6bITb MONIE3€EH ANA NPeAOTBPALLEHMA aHANOTMYHbIX aTak B Ka3axcTaHe.



ATAKA BUPYCA-BbIMOTATEJ1IA HA ASCENSION HEALTH
SYSTEM PACKPbIBAET OAHHbIE MALMEHTOB

B mae 2024 rosa HekoMMepuUeckas
MeauumHcKaa cuctema Ascension
Health System, Bkatouarowas
140 6onbHuy B 19 wratax CLUA
n BawwnHrroHe, okpyr Konymbus,
CTONIKHYNaCb C aTakoW BMpYCa-Bbl-
Moratens, KoTopas napanan3oBa-
Na eé KAMHMUecKkue ornepaymu.
MHunpaeHT Havanca nocse TOro,
KaK COTPYAHUK CNy4YarlHO 3arpy3u
BpegoHocHoe [10. 310 npuseno
K nepeHanpaBAEHUIO SKCTPEHHOM
NMOMOLLN U3 HECKOIbKMX 6OoNbHUL,
N Cepbe3HO NOBMANO Ha KauyecTBO
06CNy>KMBaHNA NaLMEHTOB.

KPYMHA4A YTEYKA
BEJIMKOBPUTAHUU

B mae 2024 roga MuHucTepcTBO
o6opoHbl BeankobputaHum cron-
KHYJ10Cb C KPYMHOW YyTeUYKOW AaH-
HbIX M3 CMCTeMbl pacyeTa 3apa-
60THOM nAaTbl, YTO 3aTPOHYNO
KOHPUAeHUNaNbHYHO WHPOpPMa-
umto 270 000 HbIHELWHUX 1 BbIBLLNX
BOEHHOC/YXXaLLNX.

Cpean CKOMMNPOMETUPOBAHHBIX
AaHHBIX OKa3anncb UMeHa, baHKOB-
CKMe pekBM3UTbI 1 agpeca.

ATaka npowusolna yepes ya3Bu-
MOCTb B CMCTEeMe CTOPOHHErO Moj-
pagunka. B oTBeT MMHUCTEpPCTBO

PaccnepgoBaHuve nokasano, YTo 310-
YMBILWAEHHUKW MOAYUYNAN JOCTYN
K KOHOUAEHUMaNbHON MHPOpPMa-
LMW, BKAKOYAA MeANLMHCKME AaH-
Hble NnaumeHToB. BaomaHHble dait-
Nbl 661NN pa3MeLLeHbl Ha cepBepe,
MCNONb3yeMOM ANA PYTUHHBIX 3ajau
COTPYAHWUKOB. DTOT C/lyYan AEMOH-
CTpUpyeT He TONbKO Ba>HOCTb
TEXHUYECKNX CpeacTB 3aluThl,
HO N HEOBXOAMMOCTb perynsapHo-
ro obyuyeHuns nepcoHana npasuaam
knbepbezonacHOCTH, UTOObI MUHN-
MU3MPOBaTb PUCK YeNOBEYEeCKOro
dakTopa.

OAHHbIX BOEHHDbIX

onepaTMBHO OTKIOUYMNO CETb MNOA-
PALYMKOB 1 YBEAOMMIO NOCTPasaB-
LLINX.

Mpembep-MuHuUcTp Puwmn CyHak
3aBU O MPUYACTHOCTM «3/I0HaMe-
peHHoro cybbekTta», a CMW npea-
nonoxunn ceasb ¢ Kutaem, uto
66110 0odMLManbHO ONPOBEPrHY-
TO0. HecmMoTpsa Ha 37O, MHUWUAEHT
NoAYEpPKHYN BbICOKME PUCKM aTak
CO CTOPOHbI HALUWOHANbHbIX FOCY-
AAPCTB M HEOBXOAMMOCTb YXKeCcTo-
yeHus TpeboBaHNM K NOAPAAUNKAM
B 0bnactn kmbepbeszonacHOCTW.



DELL DATA BREACH PACKPbLIJIA UH®OPMALUIO
O 49 MUNNIMOHAX KJIMEHTOB B PE3YJIbTATE KPYMHOM

KUBEPATAKU

B mae 2024 roga Dell coobumna
O KPYMHOW yTeuke AaHHbIX, KOTO-
pas 3aTpoHy/aa MHdopMaLmo Npu-
MepPHO 0 49 MUAMOHAX KANEHTax.
VHUMAEeHT npousoLuen n3-3a KoOM-
npomeTtauun noprana, rae XpaHu-
NVCb AaHHble O MOKYMKax KJWeH-
TOB. B pe3ysnbTtate yteuku ctanm
AOCTYMHbI MMeHa, ajpeca, MeT-
Kn obcny>KnmBaHMA 3aka3oB, AaTbl
3aKa3oB M rapaHTuiriHaa nHoop-
Maums. OgHako AaHHble O naaTte-
>Kax, 3NeKTPOHHbIe ajpeca 1 Home-
pa TenedOHOB He NOCTpajanu, uto

TICKETMASTER BREACH

B ntoHe 2024 ropa Ticketmaster
CTONKHY/CSA C KPYMHOW YyTEeUKOW
AaHHbIX, 3aTpoHyBLWen 560 Muann-
OHOB K/INEHTOB.

lpynna xakepoBs ShinyHunters 3as-
BMJA O Kpaxke AaHHbIX 1 NoTpebo-
Bafa Bbikyn B pasmepe $500,000,
yrpoxas npogaxen nHdopmaumnm
B DarkNet. Cpean ykpageHHbIX AaH-
HbIX OKa3anncb agpeca 3N1eKTPOH-
HOW MOYTbI, UMEeHa MoJib30BaTeNeu
N YaCcTUYHble AaHHble KPeAUTHbIX
KapT, YTO MOCTaBWJIO KJINEHTOB

MOMOTA0 CHWU3UTb MOTEHLMaNb-
Hble PUCKW. Xakep, M3BECTHbIN Kak
MeHenuk, pa3mectun yKpageHHble
JaHHble Ha Breach Forums, 3ada-
BVB, YTO OHM OXBaTbIBaAOT MOKYMKM
¢ 2017 no 2024 roa. Dell onepatue-
HO Havana pacciegoBaHuve, yBeso-
MUWAa NOCTpajaBLUMX M 3aBepuna,
4YTO KOHPUAEHUMaNbHaa MHPOpMa-
LnA He Hbl1a CKOMNPOMETUPOBAHa.
STOT UHLUMAEHT NOAYEPKNBAET BaX-
HOCTb 3aLnTbl KAMEHTCKUX NopTa-
NIOB W peryaspHoOro MOHUTOPUHra
nx besonacHocTw.

NoZ Yrpo3y MOLUEeHHWYecTBa. ITOT
MHUWAEHT CTan 4yacTbio 4vepesbl
npobaem c 6e30MacHOCTbO KOMMa-
HUW.

B 2020 roay Ticketmaster nonyumn
wrtpad B $10 MUANIMOHOB 3a B3/IOM
KOHKYpeHTa, a B Hosbpe 2023 roga
knbepaTaka Hapylmaa npogaxy
6unetos Ha Typ Taylor Swift's Era.
3TV cobbITUA NOAYEPKMNBAOT HeLO-
CTaTKu B 3alLMTe B MHAYCTPUKN pa3-
BIEYEHWNI U HEOBXOAMMOCTb YCune-
HMA Mep 6e3onacHoCTw.



YTEYKA OAHHbIX SNOWFLAKE: COTHU OPTAHU3ALIUN
NMOCTPAOAJIN OT KPAXWU YYETHbIX AAHHbIX

B ntone 2024 roaa Snowflake crtan
>KepTBOW MaclTabHOWN yTeukn AaH-
HblIX, 3aTPOHYBLUEN COTHW KOMMa-
HWI, BKAKOYAsA KPYMHbIX KJNEHTOB,
Takmx kak Ticketmaster n Santander.
3/10yMbILWNIEHHVKN UCNOb30BaNu
YKpaZeHHble yYeTHble JaHHble ANS
nosyyeHus focTyna K KOHGUAeH-
unanbHou nHdGopMaLmu, a B HEKO-
TOPbIX cayyasx TpeboBann BbIKynN
3a YKpajeHHble JaHHble.

BaxxHO 0TMeTUuTb, UTO MHbpPACTPyK-
Typa Snowflake He Bblna HanpsMyro
CKOMMpPOMETMpPOBaHa. Xakepbl Npu-
MeHsAan BpegoHocHoe MO ana kpa-
XN MHPOPpMaLMK, No3B01AA 060MTH
Aaxke MHOro®akTOpHYHO ayTeHTH-
burKaLmo y HEKOTOPbIX MONb30Ba-
Tenen.

Snowflake oTBeprna Hannune ya3-
BUMOCTEN B CBOUMX CUCTEMAX, MOJ-
YepKHyB, YTO aTaka bblna Hanpas-
JleHa Ha y4eTHble 3anuncu KJIMeHTOB.
B oTBeT KOMNaHuWs ycmanaa npoTo-
KoNbl 6e30MacHOCTM 1 NpeanoXuia
peKkoMeHzaumnmn no 3aLinTe AaHHbIX.

3TOT cayyar AeMOHCTpUpYeT Kpu-
TUYECKYH BaXHOCTb ynpasJe-
HUA naeHTUdMKaumnmen n [ocTy-
MOM, 0COBEHHO ANA opraHn3auunn,
ncnonb3yrowmx obnayHble cepBu-
cbl. HagexXHble Mepbl, Takme Kak
YHUKanbHble Maponun, perynap-
HOe OBHOB/IEHME YYETHbIX 3anuncen
n MHOrodakTopHas ayTeHTndmnKa-
LS, OCTaOTCA KNFOUEBbIMUN 31EMEH-
TamMu 3aLUKUTbI.

CDK GLOBAL RANSOMWARE OBXOOUTCA OUJTIEPAM
BOJIEE YEM B 1 MUIIJTMAPA OOJIJTAPOB

B nioHe 2024 roga CDK Global,
KpynHbIA noctaBmk MO ans aBTO-
MOBWABHONM OTpPacAK CTan XKEePTBOW
ataky nporpamm-BbiMOratenen,
OpraHM30BaHHOW rPYMNMNMPOBKOW
BlackSuit, cBasaHHoM ¢ BocTouHowu
EBponow n Poccuein.

B pesysnbTaTe 3arpys3kum Bpego-
HocHoro MO coTtpyaHukom 6binum
3aWwmndpoBaHbl BaxxHenwwmre danbl,

YTO BbI3BaNO CHOMN B CMCTEMAX KOM-
naHum u 3atpoHyno 15 000 aBToca-
noHos B CeBepHon AMepuike.
Y6biTkM cocTtaBuan 6onee 1 mapa
A,0NNapoB.

ATaka nopguyepkHyna Heobxo-
AVMOCTb HajeXHbIX Mep 3alyu-
Tbl, NJAAaHOB pearnpoBaHun
Ha MHUMAEHTbI U YCUEHHOM 3alum-
Tbl OT NPOrpaMM-BbIMOraTenein.



AMERICAN WATER

3 okTab6pa 2024 roga amepvrKaHckas
komnaHua American Water, kpyn-
HeWLINA NOCTaBLUUK BOAbI MOABEPT-
nacb kmbepartake C NCMOJ/b30BaHN-
eM BbIMoraTenbckoro [10.

ATtaka npuBena K BpeMeHHOW npu-
OCTaHOBKe paboTbl HEKOTOPbIX Cep-
BWCOB, BK/ItOYas OHAaNH-nnaTdop-
My Ans 06CNYy>XUBAHWUSA KINEHTOB,
HO KpUTUYecKne onepauum BOAO-
CHabXXEeHMA M OUNCTKM CTOYHbIX BOZ

He nocTpaganun. PaccnepoBaHue
NHUWZAEHTA NPOAO/IKAETCA U Cpeam
BO3MOXHbIX BUHOBHWKOB paccMa-
TPUBAKOTCA FOCYAAPCTBEHHO CMOH-
cnpyemble xakepckume rpynnmpoBKy.
STOT UHLUMAEHT NOAYEPKHY/ YA3BU-
MOCTb KPUTUYECKOU MHPpaCTpyK-
TYpPbl U BbICOKUN PUCK ANS HaLWU-
OHaNbHOM 6e30MacHOCTK, Ha 4TO
paHee obpalann BHUMaHWe Ba-
ctn CLUA.

KUBEPATAKA HA NHS: CBOU B MEAMUUHCKUX
CUCTEMAX BEJTUKOBPUTAHUU

B nroHe 2024 ropa HaumoHanbHas
cnyxba 3apaBOoOXpaHeHUsA
Bennkobputanum (NHS) nog-
Beprnacb MmacwrabHon knbeparta-
Ke, npuBeALlen Kk cboam B pabote
MeANLMHCKMX YUPEXAEHN MO BCeW
CTpaHe.

ATaka 3aTpoOHy/ia KPUTUYECKMU
BaXXHble MeAULMHCKME faHHble,
BKAtOYAA pe3ynbTaTbl aHaAM30B

1 AaHHble O KPOBW ANst TPAHCHY3UIA.
MayneHTbl NOTepANM AOCTYN K CBO-
UM MeAMLNHCKMM KapTaM, a nepco-
Han CTONIKHY/ACS ¢ NpobaemMamm npu
06paboTke faHHbIX M OKa3aHWM 3KC-
TPEHHOW NOMOLLW.

NHumnaeHT noguepkHyn ysa3BMMOCTb
MeAVNLMHCKOW MHOPaCTPYKTypbl
N PUCKWN A 6€30MacHOCTM JaHHbIX
nauneHToB.

CHANGE HEALTHCARE:

MUITJTMOHOB YEJTOBEK

24 okTtabpsa 2024 roga KOMNaHWA
Change Healthcare, kpynHenwuni
MOCTaBLUMK PELUEeHNA B 34PaBOOX-
paHeHun B CLUA, cTana >XepTBOWU
knbepaTtaky, 3aTPOHyBLUEN AaHHble
okono 100 MUNIMOHOB YenoBsek.
3N10yMbIWAEHHUKN MNONYyYNNUn
AOCTYyN K NePCOHaNbHON N MeAn-
LWUHCKOW MHPOPMaLMK KNNEHTOB,
BKJOYaas HOMepa COLMaNbHOro
CTpaxoBaHWsA, ANarHo3bl U GUHaH-
COBYH MHPOpPMaLUIO.

YTEYKA OAHHbIX 100

KomnaHusa akTmBupoBasia npoTo-
KOJbl pearMpoBaHus, yBeioMUNA
opraHbl 1 Hayana COTPYAHNYECTBO
C 3KcnepTamm no kmbepbesonacHo-
cTn.

ATaka nojuepkHyna ysa3BUMOCTb
opraHu3auuin, paboTarowmx c yyB-
CTBUTENbHBLIMW JaHHbBIMU, U HEOO-
XOANMOCTb YCUNEHUSA Mep 3aLLmTbl.



LOANDEPOT: 16,6 MUWTIJIMOHA NOCTPAOABLUUX

KJIMEHTOB

B aHBape 2024 rosa amepurKaHCKNI
MNOTEYHbIN rnraHT LoanDepot cTan
XepTBOW kmbepatakm € UCNONb-
30BaHMeEM nporpamMmM-BbiMOraTe-
Nen, 3aTPOHYBLUEN AaHHble OKO/O
16,6 MUNIMOHOB K/IMEHTOB.

Ataka npuBena k cbosm B pabo-
Te KOMMaHWUW, KoMMnpomeTauunu
KOHPmaeHUunanbHOU nHbOpMa-
LMW, BKAKOYaAs HOMepa couuanb-
HOro CTpaxoBaHuA U GUHAHCOBbIE

AaHHble, 1 BPEMEHHOMW nMpuocTa-
HOBKE HEKOTOPbIX YCAYT.
®urHaHcoBble yObITKM COCTaBUAMU
26,9 MUANVMOHOB A0ANAPOB, BKO-
Yyas pacxohbl Ha BOCCTAHOBJ/IEHME
CMCTeM n yaydweHne 6e3onacHo-
cTn.

OTOT WHUWAEHT NOAYEPKHYN BaX-
HOCTb 3aLUTbl AAHHbIX U YCUIEHUS
mep 6e3onacHOCTN B GPUHAHCOBOM
ceKTope.

KWUBEPATAKA MIDNIGHT BLIZZARD HA MICROSOFT

B aHBape 2024 roza kopnopauus
Microsoft ctana xepTtBon knbepa-
TaKu, OpraHM30BaHHOW rPynnmnpoB-
kor Midnight Blizzard, npegnono-
KNTENbHO CBA3aHHOW C POCCUMCKOM
Cny>x60i BHELLHEN pa3BeaKMN.

310yMBbILWIEHHVKN NCMOb30BaNn
dULINHIOBbIE NMCbMa C BNOXKEHUA-
mu B popmate RDP, nognucanHbiMu

ceptndmkatom Let's Encrypt, ana
noay4YeHusa AoCTyna K KoprnopaTus-
HbIM MOYTOBbLIM fiLLIVKaM, BKItOYas
nepenuncky pykoBOACTBa U COTPYA-
HVKOB, paboTatroLmx ¢ knbepbeso-
MacHOCTbHO.

Lenbto ataku 6611 c6op nHopma-
LMW O AeATeNbHOCTU CaMOW rpyn-
MYPOBKMW.

BAKAOP XZ AN OBXOAA SSH-AYTEHTUOUKALIUU

B mapte 2024 roga npoekt Openwall
coobwmn o 63kpOpe B yTUAUTE CXKa-
™Ma XZ, ncnonb3yemMon B AUCTpunbyTmBax
Linux. B otanume ot npeabigywimnx atak
Ha Leno4ky noctaBok, 3Ta bbina MHOro-
3TanHOM N 3aTPOHYy/Na COTHU TbicaY SSH-
CcepBepOB. 310YMbILUNEHHUKA UCNOb-
30BaNn COLMANbHYH UWHXEHEPUD
1 NOAZENbIBAIM YUYACTHUKOB COOBLLLECTBa,
4yTOObI BHEAPUTb 63KAOP.

MHUMAEHT noguepKHY N yA3BMMOCTb MPO-
€KTOB C OTKPbITbIM WUCXOAHbIM KOAOM
K TakKMM atakaM U HeobxoaMMOCTb YCu-
NeHna Mep 6e30NacHOCTU N KOHTPOAA Ha4
y4YacTHUKaMM MPOEKTOB.



KWBEPATAKU HA CMYTHUKOBbBIA MHTEPHET

B 2024 rogy APT-rpynna nposena
LlesleHanpaBAeHHYHO aTaky Ha Koc-
MWYECKYH OTpaC/b, MCNONb3ya 63K-
40pbl.

B Apyrom vHUMAEHTE 310yMbILLNEH-
HWKW Bbl3Banu nepeboun B pabote
CnyTHUKa GUHCKOW 3HeprocHab-
arouwelr komnaHum Fortum. XoTs
3TV aTaku He NpuBenu K rnobanb-
HbIM COOfIM, OHM NMoAYepKMBatOT

SKCMNOUT 40PA B WINDOWS M LINUX

B 2024 roay 6binn BbiABAEHDI
HeCKOJIbKO YA3BMMOCTEN B AApe
ABYX OCHOBHbIX OMNepaLMOHHbIX
cUcTeM, KOTOpble ynpaBaAatoT BaX-
HbIMW OBBEKTaMu Mo BCEMY MUPY.

B uvacTHOCTW, yA3BMMOCTb MOBbI-
WweHns npusuaernin B agape Linux
n yassmmoctb CVE-2024-21338
B Windows, nossonstowas nosbl-
CUTb NPUBKAETNN YUYETHOM 3anncu
4,0 YPOBHA A4Pa, Y>XXe NCnoNb30oBa-
Nacb B peanbHbIx aTakax.

TV yA3BMMOCTU YBENYMBAKOT PUCK
MaclTabHbIx c6oeB B rnobanbHbIX
Lenoykax NoctaBokK, NoAg4Yepkmnaas
Ba>XHOCTb CBOEBPEMEHHOrO BbIMy-
cKa ucnpaBaeHWn N cobatogeHmns
Nyywnx npaktuk knbepbesonac-
HOCTU A8 3alnTbl CTabuUabHOCTU
Llernoyek NMocTaBoOK.

pacTyLLune pUCKn Ana CNyTHUKOBOM
NHOPaCTPYKTYpbl.

OcobeHHO onacHbIMW MOTYT CTaTb
yrpo3bl, CBA3aHHbIe C LLeNoyKomn
MOCTaBOK CMYTHMKOBOTO MHTEPHETa,
Takmx kak Starlink u Viasat, kotopble
npeAsaratoT BbICOKOCKOPOCTHOM
WHTEpHEeT B yAaNeHHbIX panoHax,
co3zaBas AOMONHUTENbHbIE YA3BU-
MOCTW Anst 6e30MnacHOCTU.









ATAKU HA UN: HOBbIE TAKTUKN N ONACHOCTH

MonumopgpHeie BIM1O

Cneuwmanuctbl CyberArk npogeMoHCTpupoBany, Kak 310yMbILLNEHHUKN UCMOb3YHOT reHepaTUBHbIE
NI, Takne kak ChatGPT, ans pa3paboTkn NoAMMOpPHbIX BPEAOHOCHbIX MPOrpaMm. 3T Nporpam-
Mbl AMHAMUYECKN U3MEHSIOT KO, n3beras obHapy>KeHNa 1 afanTupysachb K 3alUTHBIM CUCTEMAM.
Hanpumep, ChatGPT no3BoasieT reHeprpoBaTh YHUKaAbHblE GpParMeHTbl BPeAOHOCHOIO KOAQ, UTO
YCNOXHAET ero ctaTMyecknin n noBejeHYecknin aHanms. bonee Toro, Takme «BpegoHOChI» MOTYT
6bITb MCMNONB30BaHbI A/1A aTak Ha KPYMHble OpraHn3aumm, rae 3aWwmTHble CUCTEMbl YacTO 3aBUCAT
OT CTaTUYeCKOro aHanu3a. JTa yrpo3a CTaHOBUTCA OCOHBEHHO aKTyasbHOW AN1A KOMMaHui, pabo-
Tarowmx B chepe GMHAHCOB, MeANLNHDI U TOCYAAPCTBEHHbIX YCAYT, FAe KOMNPOMeTaLmsa aHHbIX
MOXET NPMBECTU K KaTacTpodUUeCKMM NOCNeACTBUAM.

®duwuHe, ycuneHHoili UA
CornacHo SlashNext, dbvwunHrosble atakm gocturan becnpeueeHTHbIX MacwTabos, baarogaps
MCNONb30BaHNIO reHepaTuBHbIX Mogenelt M. OCHOBHbIe TEHAEHLIUN BKIFOYALOT:
* 3anocnesHue 12 mecaLeB KOJMYECTBO Bpe-

AOHOCHbBIX MUCEM BbIPOC/IO Ha 856%.
e 3710yMbIWNEHHNKN aKTUBHO UCMO/b-

3ytoT QR-koabl 1 CAPTCHA ana

MaCKMpPOBKM CBOMX aTak.
e ChatGPT no3BondeT co3saBaTth

dunwnHroBble NMcbma, aganTum-

poOBaHHble MOJA KOHKPETHbIX

nonb3oBaTeNen, UYTo yBeANYn-

BaeT BEPOATHOCTb ycnexa aTak.

Takme nnucbMa Hepeako cogep-

XaT nHbopmMaumnto, cobpaHHyto

M3 OTKPbITbIX NCTOYHUKOB, YTO

Aenaet nx KpaHe ybeanTeNbHbIMU.

3710yMbILNEHHVKN PacCLUNPAOT UCMOJb-

30BaHMe KOMMYHUKaALMOHHbIX Naatpopm,

Takmx kak Teams, Slack n Zoom. 310 oTKkpbIBa-

€T HOBble BO3MOXHOCTU ANf aTaK, KOTopble Tpe-
6yrOT MHTErpMpOBaHHbIX Mep 3aLwuTbl. Hanpumep,
aTaku yepes MecCeHAXepbl CTaHOBATCA BCe Hbonee
pacnpocTpaHeHHbIMK, TaK Kak MoJib30BaTesu
CKJIOHHbI MeHbLUe obpallaTb BHUMaHNe Ha yrpo-

3bl B JINYHbIX KOMMYHUKaLUAX.

DeepFake TexHONOrMY NO3BOAAIOT CO3AaBaTb
BbICOKO peasiMCTUUHble NOAAeNKM n30bpaxe-
HWI, BUAEO W ayAMO. DTV NOAAENKN MOTYT BbiTb
MCMOb30BaHbl A/ PA3INYHbIX BPEAOHOCHbIX
uenen:



+ co3aaHue danblUMBbIX HOBOCTEN M BUAEO, KOTOPbIE MOTYT AecTabunansnposaTtb obLLecTBEHHOe
MHeHWe 1 Bbi3BaTb COLMabHble HeCnopaaKky;

« ucnonb3oBaHue DeepFake ans waHTaXxa, MOLIEHHUYECTBA N KPaXKu JIMYHOCTY;

¢ CO3faHve KOMMPOMETMPYOLWMUX MaTePUaNoB MPOTUB MOJUTUKOB UV OBLLECTBEHHbIX AesTenel;

* co3aaHve danblMBbIX BUAEO C yYaCTUEM PYKOBOAUTENEN KOMMaHWA ANS MaHUMYAALUA
Ha PbIHKE UAN NONyYeHUs KOHPUAEHLManbHON nHGopMaLuu.

Cmamucmuka u aHaaumuka

CornacHo ot4ety 3a 2024 rog ot Security.org, konnye-

ctBo DeepFake Bnaeo pactet akcnoHeHumanbHo. B 2019

rogy 6110 BbisiBAEHO okono 15,000 noaaenbHbIX BUAEO,
B 2023 roay - y>ce 145,000, uto npeacTtaBaset cobon poct
Ha 866% 3a 4 ropa.

MpumeneHve DeepFake: 96% Bcex DeepFake Buaeo B 2019
rogy VCrnoJsib3oBaancb B nopHorpadum 6e3 cornacms, 4to
ABNAETCA CePbe3HbIM HapyLeHnem npas Yesnoseka. OgHako

C KaxzabIM rogom konmyvectso DeepFake, ncnonbsyembix
ANA NONUTUYECKMX N KOPMOPATMBHbIX aTak, 3HauuTe b-
HO yBe/n4mnBaeTca.

Ywep6 ot DeepFake: B 2023 rogy komnaHuu
no BceMy mupy notepsan 6onee 250 mun-
NIVMOHOB A0NN1apOB M3-3a aTak, CBA3aHHbIX
c DeepFake. 311 aTtakm BkaroyatoT B cebs
noaAenky BUAeO U ayAno, UCNOb3yeMbIX A5
obMaHa MapTHEpPOB W KNNEHTOB, a TakXe ANf
noay4YeHna KOHOUAeHUanbHON MHbopMaLMN.



METO[bl 3ALLNTbI OT DEEPFAKE ATAK:
TEXHOJOTI NN, OBPA3OBAHNE N 3AKOHbI

DeepFake-TexHonormu ctaHoBATCA BCE 6o1ee CNOXHBIMY, YTO YBEIMUYNBAET PUCKU UX UCNOb-
30BaHM1A 419 MOLIEHHNYECTBA, MaHUNYASALUN O6LECTBEHHBIM MHEHUEM U APYTUX MPECTYMHbIX
uenen. Kak 3awmntntbca ot atnx yrpo3? CoBpeMeHHble nogxoabl k 6opbbe ¢ DeepFake Bkitoua-
FOT KOMBUHALMIO TEXHOIOTNI, 06pa3oBaTeNbHbIX MHULMATUB U 3aKOHOAATE/IbHbIX Mep.

O6Hapy>keHue DeepFake: mowjb MU e deticmsuu.

Ans BbIABAEHNA NOAAENbHBIX BUAEO W ayANO KNHOUEBYHO POJIb UTPAOT TEXHONOTMN aHan3a v anro-
pyTMbl. COBPEMEHHbIE CUCTEMbI, OCHOBaHHbIE HA UCKYCCTBEHHOM MHTENNEKTE N MALUMHHOM 06y-
YeHWUW, CNoCcobHbI aHaAM3MpPOBaTb Takne napamMeTpbl, Kak MUMWKA, TEKCTypa KOXM UK Jaxe
Me/ibYyailue aHOManuKn B ABUXKeHMsAX. HanprmMep, HeecTecTBEHHbIE ABUXKEHWSA F1a3 UAN OLLUNOKM
B OTPaXKeHUW CBEeTa Ha JIMLE YacTo BbIAAOT NMOAAESKY.

Anroputmbl, cneymnanbHoO paspaboTaHHble A5 Novcka apTedakToB, OCTaBASAEMbIX FeHepaTVBHbIMM
Moaensmu, elé oAvH 3GPEeKTUBHBIN UHCTPYMeEHT. OHWM HaleneHbl Ha BbifiBJEHWE TOHKUX Heco-
BEPLUEHCTB, KOTOPblE OCTatOTCsA Npu co3gaHmm DeepFake-KoHTEHTa, MOMOras OTAeNNTb MNOANNH-
Hoe B1Aeo oT panbcMdPuULMpPOBaHHOTO.

AymeHmudgukayua koHmeHma: yugpoesoie caedbl.

TexHoNOrMM ayTeHTUOMKALUN UTPaOT BaXKHYH POJb B 3alimnTe Meavadarinos. OANH U3 Takmx
METOZOB - NCNOJIb30BaHMe LMbPOBbIX BOAAHbBIX 3HAKOB M 610KUYeNH-NAaTGOPM. ST UHCTPYMEHTI
MOMOratoT OTCEXMBATb U3MEHEHUSA B Palisie 1 NOATBEPXKAATb ero NCTouHuK. Hanpumep, Bepndu-
Kauus C NOMOLLbIO Ha10KYEHa MOXET rapaHTMpPOBaTh, UTO BUAEO He BblNo NoaAenaHo C MOMEH-
Ta ero co3jaHus.

MeTogbl KpunTorpadun, Takme Kak yHUKanbHble LMdPOBbIe NOANNCKA U WMPOBAHME AaHHbIX,
obecneunBatoT LLeJIOCTHOCTb KOHTEHTA Y UCKOYaOT BO3MOXHOCTb €ro MOAMEHbI. ITW MOAXOAbI
CTaHOBATCA CTaHAAPTOM A5 3aLLMTbl KPUTUYECKN BaXKHbIX JaHHbIX N NPesoTBPaLLEHNs NX NCMOb-
30BaHMA B MOLUEHHNYECKMX Lensx.

O6pa3zoeaHue: 8aXkHbIl 3/1eMeHm 3aujumsi.

TexHONIOrMYeCcKne Mepbl He MOryT bbiTb 3ddekTMBHbIMK 6e3 yyacTua ntogen. ObpasoBaTenbHble
nporpammbl Ans 06LLLECTBEHHOCTV U OpraHu3aLuii MOMOratoT NOHATL, Kakune pucku HecyT DeepFake
M KaK Ux pacrnosHaTb. Hanpumep, obyyeHne coTpyaHMKOB MeTOAaM NPOBEPKU NOAJNHHOCTU BUAEO
MO>ET 3HaUNTENbHO CHU3UTb BEPOATHOCTb YCMELLUHbIX aTak, OCHOBaHHbIX Ha GanbCcndULMpoBaH-
HOM KOHTEHTe.

Kpome Toro, BaxkHO MoBbILWaTh OCBEAOMAEHHOCTb HACENEHNA O KPUTUYECKOM BOCNPUATUM MHOP-
Mauwuu. MNpoBepka NCTOYHWKOB W aHaAN3 NOAO3PUTENbHBIX MaTepranoB AOIKHbI CTaTb NMPVBbIY-
HOW MpPaKTUKOW, 0COBEeHHO B 3MOXy coumanbHbix ceten, rae DeepFake moxeT pacnpocTpaHAaTbCs
MFHOBEHHO.

3akoHodamesbcmeo u compydHu4Yecmaeo: 2106a/1bHbili N00X00.

PeweHune npobnembl DeepFake HeBO3MOXHO 6€3 npaBoBol 6a3bl. 3aKOHOAATENbHbIE MEpbI,
HanpaB/eHHble Ha YroJIOBHOE NpeciaefoBaHNe 3a CO3ZaHNe U pacnpoCcTpaHeHWe NoAAENbHbIX
BMAeO, GOPMUPYIOT OCHOBY 6OPbLOLI C 3TON Yrpo3oK. Hanpumep, ycTaHOBAEHME OTBETCTBEHHOCTH



3a ucnonb3oBaHue DeepFake B Lensx guckpeamTaumm v BbIMOraTeNbCTBa MOXKET CYXKUTb MOLLL-
HbIM CAep>XXMBaroLWMM GakTOPOM.

He MeHee BaXXHO COTPYAHWNYECTBO MeXAY TEXHONOrMUYeckKUMM KOMMNaHUAMK, NpaBuUTebCTBaMm
1 MPaBOOXPaHNUTENbHbIMN OpraHamu. Pa3paboTka eAnHbIX CTaHAAPTOB U MPOTOKOJ/IOB, OOMEH JaH-
HbIMM 1 COBMECTHOE CO3JaHne TEXHONOTNIN ANS BbIBNEHUSA MOAAEIO0K MOMOratoT MPOTUBOCTOATb
yrpo3se Ha MeXAyHapoAHOM YPOBHe.

dddekTnBHas 3awmTta ot DeepFake TpebyeT coueTaHNs BbICOKMX TEXHOIOTUI, FPaMOTHOro 0bpas3o-
BaHMA 1 YETKOW MPaBOBOW periameHTauun. 3Tm Mepbl He TObKO MUHUMU3UPYHOT PUCKM UCMOb-
30BaHWA NOAAENbHOrO KOHTEHTa, HO 1 cnocobcTByrOT dopmmpoBaHmto bonee HesonacHOro und-
POBOro NPOCTPaAHCTBA, rae MHPOPMaLmMsa OCTaéTcsa NOANMHHOW N JOCTOBEPHOWN.

UcnonwzosaHue NN dna sawjumel.

[ns NnpoTMBOAENCTBUSA yrpo3aM KOMMaHUK ncnonbytot VN, BHeapss:

+ [eHepatuBHble IV ansa aHanusa yrpo3 B peanbHOM BPeMEHU. DT CUCTEMbl MOFYT He TOJb-
KO BbISIBASITb YTPO3bl, HO Y MPOrHO3MPOBAaTh X Pa3BUTUE, YTO OCOBEHHO BaXKHO AN 3aLLUTLI
OT NOAMMOPHbBIX aTak.

e VHCTpyMeHTbI, No3BOAAIOLWLME OOHaPY>KMBaTh COXHbIE CXEMbI aTaK, Takue Kak NoJMMopdHble
BMO. Hanpumep, TEXHONOTMKN, OCHOBAHHbIE Ha MALUMHHOM OBy4YeHUK, CMOCOBHbI aHaNN3NpPo-
BaTb MOBeAEeHYEeCKME AaHHble NO/b30BaTeNEN, UTOObI BbISBAATb NOAO3PUTENbHYH aKTUBHOCTb.

+  TexHONOrMn MOHUTOPWHIA, KOTOPble OXBaTbIBArOT BCE LNPPOBbIE KaHalbl KOMMYHMKaLUKN. 3TO
BK/IHOYAET B CeH6S MOHUTOPUHI 3IEKTPOHHOM MOYTbl, MECCEHAXXEPOB 1N 06MaYUHbIX CEPBUCOB,
KOTOpble CTAHOBATCA OCHOBHbLIMU LIeAAMU ANS 3/I0YMbILLNEHHUKOB.

CospemeHHble n00x00bI.

MporpeccBHbIe peLleHns BKAKOYAKOT aBTOMaTM3aLUMIO aHaim3a yrpos, uHTerpauunto naatgopm
yrnpaB/ieHWs JOCTYNOM N CO3JaHNe CUCTEM, CMOCOBHbIX MPOrHO3MPOBaTh NMOTEHLMA/bHbIE aTaky
A0 VX peanvsaumn. Hanpumep, ncnonb3oBaHue pelleHni Ha 6ase W, koTopble MHTErpupyoTcs
C cucTeMaMu yrnpaBaeHUs MHUMAEHTaMW, NO3BO/AET 3HAUMTENbHO YCKOPUTbL peakLiMio Ha yrpo-
3bl. Takne cMcTeMbl Tak>Ke MOTYT aBTOMaTU3MPOBaTb PYTUHHbIE 3a/a4u, 0CBODOOXAas pecypchl Ans
aHanu3a 6osiee CNOXKHbIX UHLUAEHTOB.

ObyyeHue compydHuKos.

YenoBeyecknit akTop OCTaeTca ya3BUMbIM 3BEHOM. PerynspHoe obyueHune COTPYAHUKOB MeTO-
AlaM pacrno3HaBaHUA GULLMHIOBbIX aTak M 3aLLMTe OT HUX ABNAETCA KIHOUYEBbIM KOMMOHEHTOM KOM-
naekcHon 6esonacHocTu. bonee Toro, obyyeHne fOMKHO BbITb aAanNTMPOBaHO MNOJ KOHKPETHblIe
POAN COTPYAHWMKOB, Tak Kak aTaky 4acTo HalLleNeHbl Ha OnpejeneHHble OTAeNbl, Takne Kak byx-
rantepua nam otaen kagpo.. Kpome Toro, BaXkHO perynspHO NPOBOANUTb CUMYAALMKN aTak, YTobbl
COTPYAHVKM MOTAN NyYLle NOArOTOBUTLCA K PeabHbIM Yrpo3aMm.

NCcKyCCTBEHHBIN MHTENNEKT OTKPbIBAET HOBbIE FTOPU3OHTbI Kak /18 MHHOBALMK, Tak U ANs yrpo3
nHdopMaLMOHHOW He3onacHOCTU. TONbKO BHEAPEHWE NHTErPUPOBAHHbIX PeLLeHI, CNOoNb30Ba-
HVe NepesoBbIX TEXHONOTMIN 1 aKTUBHOE 0byyeHMe nepcoHana Nno3BoiAT MUHUMU3NPOBATb PUCKM
n obecneunTb YCTOMUMBOE Pa3BUTUE STON KPUTUYECKM BaxKHOMW obnactn. BaxkHO MOHWMMaTb, UTO
Yrpo3bl 3BONHOLMOHMPYHOT U 3aLLMTa JO/IKHA pa3BMBaTbCA BMecTe ¢ HMMU. OpraHunsaumm, Kotopble
aKTUBHO MHBECTUPYHOT B 3aLLmMTy cBomx MIN-cnctem, He TONbKO MUHMMU3MPYIOT PUCKHK, HO U yKpe-
NASAKOT JOBEPME CBOUX KIMEHTOB W MapTHEPOB, CO34aBas YCTOMYMBYIO 1 6e30nacHyo LndpoByro

cpeay.






ABTOMaTU3MPOBaHHbIE CUCTEMbI YIPaBAEHUA TEXHONOTMYECKMMM npoLeccaMmm nrpa-
FOT KJFOUYEBYHO POJIb B COBPEMEHHOWN NpombiwneHHocTn. ACY Tl ctanv HeoTbemae-
MOW YacCTbO MHOTUX OTpacien, BKAYasa NPOMbILLNEHHOCTb, SHEPreTUKY, TPaHCMopT
n nHbpacTpykTypy. IddekTMBHOCTL paboTbl ¢ ACY TI1 3akntovaeTca B obecnevyeHunn
yrnpaBaeHWs, MOHUTOPUHIa N ONTUMM3aLMM NPON3BOACTBEHHbIX MPOLLECCOB B peab-
HOM BpemeHKn. O4HaKO MX UCMONb30BaHNE CONPAXEHO C PacTyLLUMMK yrpo3amMu nHGop-
MaLMOHHOW 6e30nacHOCTK, TPebYOLMMM ONepPaTUBHOIO pearnpoBaHna 1 BHeAPEHWs
3P DEeKTUBHBIX Mep 3aLUMThI.

Uccnedoeamenu /labopamopuu Kacnepckozo ebidenunu mpu cnocoba pac-

npocmpaHeHus 8pedoHOCHbIX 06bekmoe Ha komneromepax ACY TI1:

° BpeAOHOCHbIe 06'beKTbI, nCcnoJibsyemMble AnAa NePBNYHOIO 3apa>keHnA. JTO onacHble
Beb-pecypchbl, BPELOHOCHbIE CKPUMTbI U BPEAOHOCHbIE JOKYMEHTbI.

*  BpegoHocHoe MO cneaytowero atana. 310 wnuoHckoe MO, nporpamMmmbl-BbIMOra-
TeAN Y MalHepbl.

» CamopacnpocTpaHsatolieecs BpegoHocHoe 0. 310 uepBu 1 BUPYChI.

Takxe nccnegosatenu Jlabopatopun Kacnepckoro oTMeyaroT, YTO OTpac/b aBTOMa-
TM3aumMmn 34aHNA NPOAO/KAeT OCTaBaTbCA NNAEPOM MO JO/e 3apaxeHNn BpeJoHOC-
HbiM 1O cpepm Bcex cektopos ACY TI1, B TO Bpemsa Kak Mo BCeM UccaeyemMbiM OTpac-
NAaM HabAroAaeTca CHUXKEHVe YPOBHSA Yrpo3 yxke BTopow kBapTasn (2024 200a) noapsa.
OCHOBHbIMW UCTOYHUKAMW YTPO3 ANA KOMMbKOTEPHbIX CUCTEM B TEXHONOTMYECKOWN
NHPPACTPYKType OpraHm3aLmin OCTatOTCA MHTEPHET, MOUTOBbIE KJAUEHTbI U CbEMHbIE
HOCUTENN.

Uccnedosamenu komnaHuu Positive Technologies ommemusau kiroyesoie

pucku u yepo3sel 8 ACY TI1.

* HapyweHune ceteBoro nepumetpa. Boixog B VIHTepHeT, 0COBEHHO C YCTPOWCTB,
He 3aLLMLLEHHbIX CPeACcTBaMM 3aLLMTbl KOHEYHbIX TOYEK, MOXET MPMBECTM K 3apa-
XKEHWIO BMPYCaMU-LLIMPPOBa/bLLMKAMUN AN NOABAEHNIO 63KA0POB, KOTOPbIE 3/10-
YMBILLIEHHVKN CMOTYT UCMOJ/Ib30BaTh A8 06X0Aa APYrMX YPOBHEW 3aLUUThI.

*  Wcnonb3oBaHue yA3BMMbIX MPOTOKOOB CBA3W. [OCKONbKY Ha YCTPONCTBAX BEPX-
Hero ypoBHA TexHoaormnueckon cetn (Ha APM uHxeHepos u onepamopos, SCADA-
cepsepax) cneunanmsnposaHHoe 10, HeobxoarMoe Ana OCyLLLeCTBAEHNA TEXHONO-
rMYeckoro npoLiecca, yctaHoBieHo noepx knaccnyeckmx OC - Windows u Linux.
370 03HauaeT, YTo Honbluaa YacTb aTak byAeT HaLueneHa Ha YCTPOMCTBa BEPXHEro
YPOBHSA C NCMO/Ib30BaHNEM 3KCMIOUTOB.

* ATakm Ha nporpammupyemble Jornyeckue kKoHTposanepbl (ganee - [J1K).
3n0yMblILNEHHUK, UMes gocTyn K /1K, MoxeT Bbi3BaTb pasanyHble NOCAeACTBUA:
M3MEHNTb MHAMKALUW ANA onepaTopa, YTO NpuBEAET K He3aMeTHbIM npobaemawm;
OTNPaBWTb KOMaHZAy ANA NepeBoja npouecca B aBapuMHOE COCTOAHNE; U3MEHWUTb
HacTpoWKn 060pyAOBaHWNSA, YCKOPMB €ro M3HOC WM MO3BOJANB KPaXxy PecypCcos;
3absokmpoBaTh oTNpaBKy KoMaHg Ha /1K, Hapywmns ynpaBaeHne npoLeccom.

e JkcnayaTaums gedonTHbix naponen. Mporpammumpytotcs MK ¢ nomoLubro cnewma-
nunsnpoBaHHbix IDE n nmetot ceoun API, uepes koTopsble IDE 1 BbINONHAET HAaCTPOW-
Ky. B cBA3M C 3TMM MOTYT BO3HWKHYTb PUCKM NCMONb30BaHWNA ya3BumocTen API.



*  Wcnonb3oBaHune cnabbix 1 cnoBapHbIX Maposen B ycTponcTBax. B cayyasx, korga
y4yeTHas 3anuncb, NCNoAb3yemMas ANs AOCTyNa, UMeeT AePONTHbIN Napob, TO 3/10Y-
MbILLNEHHUK MOXET noayuntb goctyn K MNJIK ¢ 1toboro ycTponcTBa, KOTOpoe nme-
€T CeTeBOWN AOCTYN K KOHTPOANEpY.

*  Wcnonb3oBaHune cnabo3alumLLeHHbIX BEPCU MPOTOKOOB.

e HeaBTOpu30OBaHHbIe YTeHUA U 3anucK Teros B [1JIK. MaHunyanpysa 3HavyeHnamMm
TEeroB, 3/10yMbILUNEHHNKN MOTYT NPOCAYyLINBaTb ceTeBOW TpaduK Yepe3 NpOTOKO
IEC 104, uTO MOXET NPMBECTM K KOANAMNCY YacTh pacnpeaenntenbHom CeTu.

» HeaBTOpM30BaHHOE B3aNMOAENCTBME MO MPOTOKOAAM YAaNEHHOTO AOCTyNa.

+ NoameHa dannos npoektoB B cuctemax SCADA n HMI. Puckn nogmeHbl daninos
NPOeKTOB, Takne Kak MHemMocxeMbl (nosib3o8amesibckuli UHmMepgelc), KoTopble
BMAMWT onepaTtop, anropuTmel, no kotopbiM SCADA-cucTema obpabaTtbiBaeT aaH-
Hble oT [JIK 1 oT onepaTopa v y4eTHble 3anucu, MMeroLLme JOCTyn K NoNb30Ba-
TeNbCKOMY UHTepdeNcy, onepaLmm, KOTOpble OHN MOTYT BbIMOAHATD.

*  3anyck nHxeHepHoro n ynpasastowero MO B ACY TrT.

HANNYYLWWNE MPAKTUKWN 3AWLNTBI: KAK MUHUMUN3UNPO-
BATb PUUCKU N YKPEMNTb KNWBEPBE3OIMACHOCTb

dddekTBHAA 3almMTa TEXHONOTMYECKUX CMCTeM TpebyeT BHeApPEeHMA KOMMIeKC-
HbIX W CTPYKTYPVPOBaHHbIX Mep, KOTOpble OXBaTbIBalOT BCE acreKTbl 6€30MacHOCTM -
OT NPOEKTMPOBaHMA A0 SKCryaTauuu.

PaccMoTpuM KatOUEeBble peKOMeHAauuu AN MUHUMU3ALUN
PVCKOB 1 NMOBbILEHUSA YCTONUMBOCTM.

CeameHmayus cemeli u KOHMpoJb docmyna

Pa3zeneHve ceTv Ha 30HbI C Pa3HbIM YPOBHEM AOBEPUSA - BaXKHbIW LIar B NpesoTBpa-
LLLEHWW pacnpocTpaHeHmns yrpo3. KOHTpoab B3aUMOAENCTBUSA MEXAY CErMeHTaMu CeTu
No3BOASIET MUHVMMM3NPOBATL MOCAEACTBUS BO3MOXHbIX aTak. s 3TOro pekoMeHsay-
€TCA MCMONb30BaTb NPOMbILLIEHHbIE MEXCETEBbIE 3KPaHbl, BHeApATb VPN ans yaa-
NEHHOro AoCTyna 1 06s3aTelbHO NPUMEHATb MHOTOPAKTOPHYHO ayTeHTUdMKaLMIO ANs
KPUTUYECKN BaXkKHbIX y310B. Takoh NOAXOA CO34aET AOMONHUTENbHbIE Bapbepbl A/s
310yMbILUNEHHUKOB, YCIOXHSAS HECAHKLMOHUPOBAHHbIN AOCTYM.

MoOdenuposaHue y2po3 u oyeHka puckos

PerynapHoe obHOBNEeHWE MOZesiei Yrpo3 1 OLeHKa PMCKOB MO3BONAOT OCTaBaTbCA
Ha Lar BnepeAu 310yMblLUIeHHUKOB. Mogenn yrpo3 NnoMoratoT BbisiBAATb HOBblE ys3-
BMMOCTU U KNacCUPULMpPOBaTb MX MO CTEMEHU KPUTUUYHOCTU. ITO, B CBOKO OYepespb,
A,AET BO3MOXHOCTb pa3pabatbiBaTb YUETKMM NIaH AENCTBUW ANS yCTPaHeHMA Hanbonee
OMacHbIX Yrpo3 1 NpeAoTBpaLLEeHNs BO3MOXHbIX aTak.

KomnnekcHelili nodxo0d k 6esonacHocmu

KnbepbesonacHOCTb A0KHa ObITb BCTPOEHA Ha BCEX 3Tamnax XXM3HEeHHOro umkaa ACY
Tr. 270 BKAtOYAET:

* MNPOEKTUPOBaHME CUCTEM C YYETOM TpeboBaHmin knbepbeszonacHocTy;



e BHEApEeHUE TEXHOOTUN 3alWNTbl, TAKNX KaK CNCTEMbI O6Hapy)KeHI/IFI BTOp)KeHI/II‘/JI
(IDS);
e MOCTOSIHHbIN ayanT N TeCTMpoBaHMe CUMCTEM Ha YA3SBUMOCTU.

Takon KOMNAEKCHbIN NOAX0A NO3BOAAET CO34aBaTb YCTONUMBYHO
apxutekTypy 6€30nacHOCTH, roToBYHO K MPOTUBOAENCTBUIO COBpE-
MEeHHbIM yrpo3amMm uHpopmMaunoHHON 6e3onacHOCTH.

Asmomamusayus MOHUMOPUH2a U pea2uposaHus

Ncnonb3osanwue SIEM-cuctem (Security Information and Event Management) v cpeacts
aBTOMAaTM3MPOBAHHOIO pearnpoBaHNA Ha MHLUWUAEHTb obecneynBaeT onepaTMBHOE
BbiABNEHME 1 6aokmpoBky yrpo3s. DFIR-TexHonorun (Digital Forensics and Incident
Response) nrpatoT K1KOUEBYHO PO/b B paccNefoBaHUM MHLUAEHTOB, MOMOras He TObKO
YCTPaHWTb NOCNEACTBMNSA, HO U pa3pabaTbiBaTb MPEBEHTUBHbIE Mepbl A5 OyAyLLMX aTak.

AHanus sHewHez20 mpaguka

Heob6xoaMMOCTb OTCNEXMBAHWA BHELLIHErO CEeTEBOro Tpaduka TEXHONOrMYECKON CeTu
OuYeBMAHa: 3TO NOMOraeT OBHAPYXXUTb BO3MOXHbIe HapyLLEeHWUs nepumMeTpa besonac-
HOCTW. PerynsipHblil MOHUTOPWHTI NO3BO/ISET CBOEBPEMEHHO BbISBAATH MOA03PUTENb-
HYH aKTUBHOCTb WU MPMHUMAaTb MepPbI MO 3aLiMTe OT HECAHKLMOHUPOBAHHOIO AOCTynNa.

PezynapHuie obHoesneHus 6esonacHocmu

O6HOoBNEHME YCTPONCTB BEPXHErO YPOBHA TEXHONOTMYECKOW CETH, Takmx Kak pabo-
yme cTaHunu nHxeHepos, ornepatopbl SCADA-cepBepoB 1 Apyrne Kputuyeckune y3ibl
- BaXKHbIV acnekT 3awmnTbl. PeryaspHble natum n obHoBaeHnsa 6e30MacHOCTU yCTpaHsa-
FOT M3BECTHbIE YA3BUMOCTU U MUHUMU3UPYIOT PUCK YCMELLHbIX aTak.



OMNPEOENEHUE TPAHULU U UHBEHTAPU3ALUA AKTUBOB
ACY TN: LWWATU MO OBECMNEYEHUIO BE3OMNMACHOCTHU

Onpepenenue rpaxuy, ACY Tl

HeobxoarMO YeTKO onpeaennTb, rae 3akaH4MBaeTCs 30Ha OTBETCTBEHHOCTM BaLLen
cncTeMbl. ITO MOTYT BbITb GM3MUeckme rpaHunLbl 06bEKTOB, agpeca NoACETEN UK
Nornyeckme rpaHunLbl. BaxkHO BbIAeNNTb akTUBbI BHYTPU 1 3@ NpeAenamm CUCTEMb,
a TakXe YCTaHOBMWTb MOTOKM AaHHBbIX (BX00AwWUe U Ucxo0sauyue).

MHBeHTCIpM3C| Lung dKTuBOB

MpOBOANTCA NMOAHBIN YYeT BCEX YCTPOUCTB U cucteM, Bxoaawmx B ACY TI1, uto-
6bl YTOUHUTb rpaHuLbl. OfHaKO NPU UCMONb30BaHMN CUCTEM 3aLLUTbl HDOP-
MaLMN BaXXHO yUWUTbIBaTb, YTO UX BO3AeNCTBME Ha obopyaoBaHMe MOXET ObiTb
HenpeAckasyemMbiM, HanpuMep, NPUBOANTL K cboam B paboTe. And MUHMMMU3a-
LMW PUCKOB PEKOMEHAYeTCA 1Crnoab3oBaTth peweHuns knacca NTA (Network Traffic
Analyzer), koTopble aHaNM3MPYOT KOMWIO Tpaduka BMECTO NPAMOro BO3eNCTBUSA
Ha yCTponcTBa.

KOHTpOﬂ b rpAHUL, CUCTEMDI

Ans 3awmtel ACY Tl HEO6XOANMO KOHTPOAMPOBATb BXOAALLNN U UCXOAALLMI TPa-
durK. ONTMManbHbIM pelleHreM ABARETCA NONHAA U30NALMNA CUCTEMbI OT BHELLHEN
cpeabl. Ecav nsonauma HeBO3MOXHA, UCMOAb30BaTbh AMOAbl AaHHbIX, KOTOpble
NO3BONAIOT NepeAaBaTb MHGOPMAaLMIO TOLKO B O4HOM HamnpaBaeHUW, UCKNOYas
BO3MOXHOCTb 06paTHOro AocTyna.

3awmTta ot BpepgoHocHoro MO

Bce cepBepbl 1 KOMNbIOTEPBI A4OMKHbI ObITh 3aLUULLEHBI AHTUBUPYCaMU U peLle-
Huamm knacca EDR (Endpoint Detection & Response). Ho npu BHeApeHUU 3TUX
NHCTPYMEHTOB HY>XHO yUYMTbIBaTb OrpaHUYeHUsa CTapblX OMepPauOHHbIX CUCTEM,
KoTopble 4acTo ncnonb3ytotca B ACY TI. CoBpeMeHHble aHTUBUPYCbl MOTYT ObITb
HECOBMECTMMbI C YCTapeBLUMMUN CUCTEMaMM M3-3a BbICOKMX TpeboBaHUN K pecyp-
caM 1 OTCYTCTBUA HY>XHOro QyHKLUMOHana. 34eCb NOMOryT cneLmanm3npoBaHHble
aHTUBMPYChbI, pa3paboTaHHble 418 TaknX YCNOBUNA.

Pe3epBHoOe konnpoBaHue

Co3pgaHue pe3epBHbIX KOMUN — BaXKHEULLWIA 3Tan 3alUMTbl, KOTOPbIV BKIKOYAET:

« 0b6pa3bl ONepaLMOHHbIX CUCTEM CEPBEPOB M KOMMbIOTEPOB;

¢ KOHQUrypaumoHHble dhainbl ceTeBoro obopysoBaHus;

*  MPOEKTbl KOHTPON/IEPOB;

s auctpmbytuebl M0;

+  6a3bl JaHHbIX, OTUHbI 1 NapOW.

CncTembl pe3epBHOro KOMMPOBaHMA U yNpaBaeHUs BEPCUAMNU KOHOUTYPaLIMOHHbIX
darinoB NoO3BOAAT OBLICTPO BOCCTAaHOBUTHL PAabOTOCMOCOOHOCTb CUCTEMBI B Cyyae
cboes.






CaMon 3HaUMMOWM yrpo3omn
B chepe Ku6ep6e30nacHOCTH
OCTAIOTCS YenoBevyeckme puckm

Noan, Kak KNOYEeBOW 3N1eMeHT BCex bus-
Hec-NpoLueccoB, NPOAOAXKAOT ObITb CaMbIM
yA3BMMbIM 3BEHOM. XanaTHoOCTb, ciabble nau
NMOBTOPHO UCMO/b3yeMble NMAPOM, OLLIMOKM Npu
obpalleHnn ¢ KOHPUAEeHLMaNbHON NHPOpPMa-
LMen 1 HeOCTOPOXKHOEe NoBeaeHue B NIHTepHeTe
CO3/4at0T OrPOMHbIE PUCKM ANS OPraHn3aLmm.

CornacHo nccnepoBaHUlO KoMna-
HUn Mimecast, B 2023 roay 6onee
70% knbepB3/J1IOMOB MPOU3OLUIN
N3-3a UesioBeyYeCcKmx ownboxk.

JTO NnoATBepXKAatoT AaHHble Ponemon Institute,
rae cpeaun rnaBHbIX MPUYUH UHLUAEHTOB
C VHCalZepaMu BbiAeneHbl XanaTHOCTb, Kpaxa
YUETHbIX AaHHbIX M 3710/ yMbicen. Takue yrpo-
3bl MOKa3blBalOT HEOBXOAMMOCTb MOCTOSAHHOTO
0ByUeHNs COTPYAHUKOB U BHEAPEHUS CTPOTUX
npaBua KNGEPrurmeHsl.

duwnHroBble atakm NpoAoKaroT
oCTaBaTbCA OAHUMM U3 CaMbIX pac-
NPOCTPaAHEHHbIX N 3P PEKTUBHBIX.

OHW ycnewHo 3KCnayaTUpPYHT YenoBeYecKyro
MCUXONOTUIO, @ HE TEXHONIOTUYECKne ysa3BMMO-
CTW. 3N10YMbILLINEHHWUKM CO3Aat0T yoeanTeNnbHble
nnMcbMa, UMUTUpPYROLWMe coobLleHma OT aBTo-
PUTETHBIX KOMMaHWM UAN NapTHEPOB, YTOObI
obMaHOM 3acTaBWTb MONb30BaTeNEN PACKPbITh
KOHOUAEHLMaNbHble JaHHble UK YCTaHOBUTb
BpegoHocHoe [M0.

B 2022 rogy 4ncio GULLMHIOBbIX aTak BbIPOC/IO
Ha 47,2%, a aTakn Ha 0bpa3oBaTeENbHbIV CEKTOP
yBeANYNNNCh Ha 576%.

ST AaHHble YKa3bIBarOT Ha YCIOXHEHNE MeTO-
408 duvwmHra, BKaoYas ncnonbsosaHve W ana
aBTOMaTM3aumn atak, 4Yto TpebyeT OT OpraHu-
3aLUMN YCUNEHHOTO KOHTPO/IA Y MOCTOAHHOTO
NOBbILLEHMA OCBEAOMNEHHOCTN COTPYAHNKOB.

Mporpammbi-BbIMOraTenu cranu
CMMBOJIOM POCTa YMcCaa CAOXHbIX
aTtak, MPUHOCALLMX 3/I0YMbILU/IEH-
HMKaM OrpoMHble NpUbbLIAN.

B nepuog c aBrycta 2022 no maun 2023 roga
UNCIO TaKMX MHUMAEHTOB Bblpocao Ha 101,84%.

DT aTakn He TONbKO BAOKMPYHOT AOCTYN K KPW-
TUYECKN Ba>HbIM AAHHbIM, HO U BbIHY>XAArT
KOMMaHWKM BbINJ1aunBaTb 3HaYMUTEbHbIE CYMMbI
B KayecTBe Bblkyna. MK akTMBHOCTM npuLienca
Ha Hauyano 2023 roga, Korga pocT coctaBua 65%
Mo CPaBHEHWMIO C aHaIorMYHbIM Nepuogom 2021
roga. Ytobbl NPOTUBOCTONATL 3TOW Yrpo3e, opra-
HU3aLUMAM Ba>KHO peryasapHoO Aenatb pe3epBHble
KOMUU AaHHbIX N TECTUPOBATL CLEHapPUN pearu-
pPOBaHVA Ha MHLUMAEHTHI.



NcKycCTBEHHBIN MHTENNEKT CTaHO-
BUTCS OPY>XUEM B pyKax 3/10yMblLLI-
NEeHHUKOB.

OH No3BOAAET aBTOMATM3NPOBATb CNOXHbIE
aTakuy, Takme Kak co3faHue npaBaonofoOHbIX
OVILLMHTIOBbIX MNCEM UMW BbiSIBEHWE YS3BUMO-
CTEN B CUCTEMAX.

Ocobyto onacHOCTb NpeaAcTaBAAOT
aTaku C NCNONb30BaHMEM TEXHOJO-
ru Deepfake, koTopble moryT obma-
HYTb Aa>Xe OMbITHbIX CNEeLNaanCToB.

3TV yrpo3bl AMHaMWYHbI: OHW pPa3BUBatOT-
CA BMecCTe C Mepamu 3aluTbl, 4YTO Aena-
€T X 0COBEHHO CNIOXHBbIMWU A8 HeUTpanunsa-
LUUKn. 3TO NOAYEPKMBAET BaXKHOCTb BHEAPEHMWA

nepeAoBbIX TEXHONOINA NMPOTUBOAENCTBUNA
WN-yrposam.

OZHOW 13 caMbix pa3pyLUNTENbHBIX YrPO3 OCTa-
eTcs KoOMMpomMeTaumsa Ael0BON 31eKTPOHHOM
rnoutbl (BEC). Atakm BEC, HaueneHHble Ha KOM-
NaHNN C MeXAYHapOAHbIMW NOCTaBLUUKAMU NN
aKTUBHbIMW HaHKOBCKMMUM NepeBoamu, npuee-
NN K yBbITKaM Ha CyMMy CBblLLe 3 MUAANAPA0B
ponnapos B 2023 rogy.

3N10yMbILLNEHHWKM BblAAtOT cebs 3a pyKoBOAW-
Tesen UAn NnapTHepoB, YTObbl 06MaHOM 3acTa-
BUTb COTPYAHWKOB MepeBOANTb CPeacTBa Uan
pa3rnawaTb KoHOUAEeHUNaNbHbIE AaHHblE. DTN
aTaku CTaHOBATCA BCe 6osee M3OLWpPEHHbIMY
N JOpPOrMMK, nogyepknBas HeobXOAUMOCTb
CTPOroro KOHTPOAA onepauuin 1 BHeApeHus
MHOro$akTopHOM ayTeHTUdUKaL MK,

Bce 3TK yrpo3sbl UNNKOCTPUPYIOT TeKyLmne TeHAeHLUN Yrpo3 uHpopmaum-
OHHOI 6e30MacHOCTN N NOAUYEepPKMBAIOT BaXKHOCTb CUCTEMHOrO noAaxoja
K UX NpeaoTBpaLLeHuIo.

Tonbko coyeTaHue TeXHONOormm,
O6YyYeHU S U MPOAKTUBHOIO
ynpAaBfieHNs 6€30MNACHOCTbIO MOXET
NOMOYb MUHUMU3NPOBATb PUCKMU

N NOCNeacTBns TOKMX ATAK



TOM-5 yrpos ot OLUUB (8 KBOUKU)

WicmoyHuk: misp.sts.kz

CornacHo vHdopmMaunu, npeso-
CTaBNAeMOM OnepaTUBHbBIMWN LiEeH-
Tpamn nHbopmaunmoHHon 6es-
OMNaCHOCTW (danee - OLIME) B 2024
rogy Hanbosnee pacnpocTpaHeH-
HbIMW Yyrpo3amMmu MHGOPMaLMOH-
HoW 6e30MacHOCTM ANs OpraHusa-
LI (8 m.u. KBOVIKV) N MONb30BaTeNel
KasaxcraHa ocTatoTca BpeJOHOCHOe
MO, skcnayataums ya3BMMOCTEMN,
Ccrnam-paccbiNku C BPEeJOHOCHbI-
MU BAIOXEHUAMM, HECAHKLMOHNPO-
BaHHbIN goctyn u Brute-force ataku.
Hanbonblyto yrposy npogonxa-
eT NpeAcCTaBAATb BPejOHOCHOEe
MO, Ha 4O KOTOPOro MPUXOAUT-
¢ 49% oT BCex 3aperucTprMpoBaH-
HbIX NHUMAeHTOoB Vb, nonyyeHHbIX
ot OUWB. B nepsyto ouepesb, 370
nporpamMmmbl-BbIMOraTenn, BUpPY-
Cbl U TPOAHbI, KOTOPblE NCMNOJb-
3yt0TCA ANA BNOKMPOBKM AAHHbIX
N MPOMbIWNEHHOrO WNWOHaXa.
AHann3 AVHaMUKN AeMOHCTPUPY-
eT, UTO aKTUBHOCTb BPeAOHOCHOIO
MO 6blna Ha NuKe B Hayane rosa
(AHe8apb-cbespans), @ 3aTEM CHUXKa-
Nacb A0 CepeanHbl roAa, C HOBbIM
pOCTOM B CceHTAbpe n okTabpe,
YTO CoBMajgaeT C yCUJeHneM aTtak
Ha KOpropaTuBHbIE CETU B CE30H
BbICOKOW HarpysKu.

Bropoe mecTto cpean yrpos 3aHu-
MaeT 3KcnayaTauusa yasBMMOCTH,
KoTopasa coctaBnseT 32% OT Bcex
WHUMAEHTOB. [laHHbIA BeKTOp
AEMOHCTPUPYET CTPEMUTENbHbBIN
pPOCT B TeYeHne BCero roga, oco-
6eHHO HaunHasa C anpens n JoCTu-
ras Makcumyma B fekabpe. Xakepol
aKTVMBHO MCMO/b3YHOT C1labble MecTa

B YCTapeBLUMX CMCTEMaX U YA3BUMO-
CTV HYNE€BOTO AHS, YTO NO3BOAAET
MM MNPOHMKaTb B CETU OpraHn3auunin
J10 BbIXOJla HEOOXOAMMbIX OBHOBE-
HMI 6e30MacHOCTN.

Cnam c BpeJOHOCHbIMU BNIOXXEHMN-
AMW, HecMOTpA Ha Hbonee Hu3kMe
rnokasaTesn (6%), OCTaéTca cTabuib-
HbIM MCTOYHWKOM Yrpo3 Ha npo-
TAXEHUN Bcero roga. Hebonbwne
BCM/IE€CKN aKTUBHOCTU PUKCUPO-
Ba/INCb 1€TOM, OCOBEHHO B WIOHE
W aBrycre, Kkoraa Habaroganca poct
bunwmnHrosbix kamnaHu. OCHOBHOM
BEKTOpP aTaku - pacrnpocTpaHeHune
BpegoHocHoro MO yepes 371eKTPOH-
Hble MNCbMa 1 CCbIIKW, HaLleNeHHble
Ha yenoBeyecknin dakTop.

HecaHKLMOHUpPOBaHHbLIA fOCTYN
3aHMMaeT YeTBEPTOE MECTO C A0NEN
5% oT obuero yuncna MHLUNAEHTOB.
MuK akTMBHOCTK BbIN 3aduKkcmpo-
BaH B peBpane 1 mapTe, Nocsie Yyero
HaboAaeTCs 3HAUNTENbHbIA cnaj,
CBsI3aHHbIN ¢ 6osee aKTUBHbIM BHE-
APEeHNEM MHOrOpaKTOPHOMN ayTeH-
TMdUKaLMM N yCUNEHNEM KOHTPOAA
A0CTyna BO MHOTMX OpraHM3aumnsax
PK, yto no3Boinno CHU3NTb KOAU-
YeCTBO YCMeLLHbIX aTak.

3amblikatoT cnucok Brute-force ata-
KW (4%), HanpaBAeHHble Ha MOA-
6op naponen metosom nepebopa.
[aHHbIN TMN aTak coxpaHseT CTa-
H6UNbHbBIV YPOBEHb Yrpo3 € HebOIb-
LM POCTOM B CEHTABPE 1 OKTABpE.
OHW ocCTaroTCA OnacHbIMK ANs cna-
60 3aLNLLEHHBIX YYETHBIX 3anuncen
N CUCTEM C NPOCTbIMM NAPONAMMU.



TO[1-5 yepo3 uHgopmayuoHHolu 6ezonacHocmu om OB

AHanu3 yrpo3 nHpopmaLmoHHon 6esonacHocTn 3a 2024 roa AeMOHCTPU-
pyeT, uto KasaxcTtaH, Kak n gpyrmue CTpaHbl, MPOAOXAET CTaAKMBaTb-
CA C pacTyLien CNOXHOCTbI yrpo3. OcobeHHO 3aMeTHbIM CTaHOBUTCA
aKTUBHbIA POCT aTak Ha MHPOPMALMOHHbIE CUCTEMbI, KOTOPbIE He ycne-
N aaanTMpoBaTbCA K COBPEMEHHbIM BbI30BaM, YTO MOAYEPKMBAET HEOO-
XOANMOCTb CBOEBPEMEHHOrO OBHOB/IEHNA MPOrpaMMHOro obecneyeHus
N BHeApeHNa bonee HafgEXHbIX 3aLLUUTHBIX Mep.

Tak>ke BaXXHO OTMETUTb, YTO coBMecTHas pabota HKLB, OLUNB n nx knn-
€HTOB CO3/a€T OCHOBY A1 YCTONYMBOMW N 3PPEKTUBHON CMCTEMbI 3aLLUTBI,
CNOCOBHOW NPOTMBOCTOATL COBPEMEHHBIM Bbl30BaM 1 obecneunBathb CTa-
H6UNBHOCTL LMPPOBOV Cpeabl.

AuHamuka usmeHeHus yepo3 om OLUB



Cmamucmuka y2po3 u UHYUOeHMos:
Ton-5 yrpo3 nHdopmaumoHHon 6e30nacHOCTU 1 UX ANHaAMMKA

Yrpo3bl MHGOpMaLMOHHON H6e30nacHOCTU NPoAoAXKaOT HabupaTb 060-
POTbI, O YEM CBUAETENLCTBYET JMHAMMUKA MHLMUAEHTOB U COBLITUI MHbOP-
MaLMOHHOWN 6e30NacHOCTU.

C anBapa 2024 roga Ha Beb-nnatdpopme MHPOPMaLMOHHOTO B3aMMOgen-
ctBua HKLUWMB 6b1n10 3apernctpupoBaHo 6osiee 29,6 TbiCAY MHUMAEHTOB,
oTpaxkaroLmx pasHoobpasne 1 CI0XKHOCTb COBPEMEHHbIX aTak.

AHanu3 nokasblBaeT, YTO HanbOoJIbLLYHO aKTUBHOCTb AE€MOHCTPUPYHOT MNATb
KNHOYEBbIX TUMOB Yrpo3, GOPMUPYIOLLMX OCHOBHbIE BbI30BbI A5 OPraHu-
3auuin no Bcemy mMupy. Jingepom octaérca BpegoHocHoe 10, koTopoe
oxBaTblBaeT Hosee TpeTV BCEX MHLMAEHTOB 1 CTAaHOBUTCA MHCTPYMEHTOM
AN KOMNPOMETaLUUM AaHHbIX, CUCTEM U MHPPACTPYKTYP.

Paccmompum nodpobHee ocHoBHbIe y2po3bl U UX 8USHUE Ha UHGopmayu-
OHHyto bezonacHocme.

BpeaoHocHoe MO —-10 700

Haubonee pacnpocmpaHéHHele munel 8pedoHocHbix [10:

BotHeT — 8 420

Haubonee pacnpocmpaHéHHble munel 6GomHema:



JkcnayaTtauusa yassmmoctn — 3 877

Hanbonee pacnpoctpaHéHHble Tunbl RFI/LFI/Directory Traversal, XSS,
Command Injection, SQL Injection.

49,6 % 3adpuKCMpOBaHHbIX COBLITUIA HanpaBJ/ieHbl Ha KBa3urocyaap-
CTBEHHbI cekTop U 48 % HanpaB/ieHbl Ha rocyAapCcTBEHHbIN CEKTOP.

duwmHrosasa ataka — 3 720

BONBLWMHCTBO QULLMHIOBBIX PECYPCOB NCMOb3YEeT Takme TUMbl MMUTaLMK
dULINHra, KaK KIOHbI MHTEPHET-PECYPCOB, PO3bITPbILLV U NoTepen, Gop-
Mbl aBTOPU3aL M.

B 2024 roay Konn4ecTBo PULLNHIOBbIX UHTEPHET-PECYPCOB, 3MYINPYIO-
WMX AeATeNbHOCTb 6aHKOB BTOporo ypoBHs PK, coctaBaser 95.

DoS/DDoS-artaka — 117

Hanbonee pacnpoctpaHéHHbIMM TNamMu 3adpukcnpoBaHHbix DoS/DDoS-
atak asaatotca ACK flood, SYN flood (TCP/SYN) 1 UDP flood.

35 % 3adpukcupoBaHHbIx DoS/DDoS-aTtak HanpasieHbl Ha 6aHKK BTOpO-
ro ypoBHs PK 1 22 % Ha rocyaapcTBeHHbIA CEKTOP.






Hauano | ksapTana 2024 ropga
O3HOMEHOBAIOCb «HOBOAHEHUEM»
yassumocten 0-day

OTmMeTVM MaccoBytO 3KCMayaTaLmio ya3BMMOCTen cepeepoB ScreenConnect - MO ana
yAaNeHHOro yrnpasaeHus KOMMbOTepaMu 1 ApYrMMu ycTponcTBamu. PackpbiTblie B deB-
pane HegocTaTku noayumnu naeHtneukatopsl CVE-2024-1709 n CVE-2024-1708
n oueHkn 10 6bannos (kpumudeckuli yposeHb onacHocmu) v 8,4 6anna (8vicokuli ypo-
8eHb onacHocmu) no CVSS cooTBeTCTBEHHO.

MNepBas ya3BMMOCTb NO3BOAET 3N10YMbILLIEHHWKY YAAE€HHO BbINOJAHUTL KOZ B CUCTe-
Me, @ BTOpan-Cco3jaTb YUYETHYHO 3anuncb C NpaBaMu agMUHMUCTPaATOPa v 3aTeM NOAYYnTb
AOCTYN K BHYTPeHHUM pecypcam komnanumu. B CISA yassumocts CVE-2024-1709 BHec-
2N B KaTanor M3BECTHbIX IKCMyaTMpPyeMbIX yA3BUMOCTeN 1 obasann desepanbHble
areHtctBa CLUA obecneuntb 6e30nacHOCTb CBOMX CEPBEPOB B CPOK A0 29 dpeBpans.

OnepaTtopbl WUPpPOBaNbLNKOB Cpa3y B3AaM Ob6Hapy>KeHHble
HepocTaTkm ScreenConnect Ha Boopy>eHue.

AHnanntnkm Sophos X-Ops coobLman, YTo 310yMbILLNEHHMKM aKTUBHO 3KCMNyaTUPOBa-
NN 3TW YA3BMMOCTU U BHEAPANM CO3[aHHYHO Ha OCHOoBe yTekwero B 2022 rogy Ncxoa-
Horo koga LockBit nporpammy-Bbimoratens.

Nccneposatenn Trend Micro Takxke coobwmam o TOM, YTO M3BECTHbIE FPYNNUPOBKM
Black Basta n BI0Ody nocne packpbiTvs ys3BMMOCTEM Havaau akTUBHO MCMONb30BaTh
HegocTaTkm ScreenConnect B cBomx atakax. HapaBHe ¢ ynOMAHYTbIMW rpynnMpoBKa-
mu, Trend Micro 6b1am 3aMeudeHbl 310y MbILINEHHWKW, UCMOAb3YoLme MogyabHoe BINO
XWorm, obnagatoLee BO3IMOXHOCTAMUN AN YAANEHHOTO A40CTyNa N GYHKLUNAMN NPO-
rpaMM-BbIMOraTenen.

YasBumoctn ScreenConnect He octanucb 6e3 BHMMaHua n 'y APT-
rpynnmMpoBOK.

Tak, no coobeHmnam aHanmTtnkos Kroll, rpynnuposka Kimsuky (makxxe uzsecmrHas kak
APT43) ncnonb3osana CVE-2024-1709 n CVE-2024-1708 pna nocneayroLlero 3apaxe-
HWA LLeNeBOW CUCTeMbl HOBbIM BapvaHTOM BpeAoHocHOoro MO, nonyymBLIMM Ha3Ba-
Hue ToddlerShark.



CVE-2023-48022

CVE-2023-48788

CVE-2024-21893

CVE-2024-27198

CVE-2024-21762

NMoMKMO y>Ke OonMcaHHbIX HeA0CTaTKOB pelleHuni lvanti n ScreenConnect,
Mbl OTMeYaeM W1 Apyrve ya3BuMOCTH, akTyasibHble A1 NePBOro KBapTana
2024 ropa:

CornacHo otyety Oligo, 310yMbIWAEHHUKN WCMNONb3YHOT YA3BU-
MOCTb B MONy/AAPHOM ppenMBOpKe Ray € OTKPbITbIM UCXOAHBIM KOAOM
(OH ncnosnb3yeTca ANA MAWMHHOTO OByYeHMA, HayUHbIX BblYUCAEHWI
n 06paboTkmn AaHHbIX). NccnegoBatenn obHapy>Xmam, 4to COTHM obLe-
AOCTYMHbIX Ray-cepBepoB 6bI CKOMNPOMETMPOBAHbLI C MOMOLLbIO
CVE-2023-48022, 4TO MO3BOIMNO 3N10YMbILUAEHHMKAM MOJYYUTb AOCTYN
K KOHPUAEHUManbHOM MHGOPMaLMKM, BKAKOYAA UCXOAHBIN KOA MoAenew
MNCKYCCTBEHHOIO MHTENNeKTa, y4YeTHble JaHHble 6a3bl AaHHbIX W TOKEHbI
AocTyna Kk obnavHown cpege.

JTa WMPOKO 3KCMyaTMpyemas ya3BUMOCTb npeactaBaseTt coboun SQL-
WMHBEKLMIO B NMporpammHoe obecneverue FortiClient EMS n no3ssonset
BbIMOJHATb MPOM3BO/IbHBIN KO MAN KOMaHZAbl C MOMOLLbIO CheunanbHO
CO3aHHbIX 3anpocoB, obecrneunBas NepBoHaYaNbHbIA JOCTYMN B KOPMO-
paTUBHbIE CETU OpraHM3aLmn.

AKTMBHO 3KCnayaTupyemas ysa3BMMOCTb bbiia packpbita 31 aHBaps. OHa
NO3BONAET 3/I0YMbILWAEHHUKY OBOUTU ayTeHTUDUKALMIO U NONAYUYUTb
Aoctyn k waro3aMm lvanti. iccnegosatenn Orange Cyberdefense nuwyt
06 ycneLwHon sKkcnayaTaLmm ya3BuMOCTU A8 NOCAEAYHOLLEro pa3BepThbl-
BaHua 63kgopa DSLog.

Ya3BuMocCTb, nonyumsluas 9,8 6annos (Kputnyeckunii yposeHb) no CVSS,
3aTparnBaeT MHoxecTBO Bepcuin TeamCity, MO3BONAA 3/10YMbILUNEHHUKY
NOAYUNTb KOHTPOJIb HaZ YA3BMMbIM CEPBEPOM C NMpPaBaMu agMUHUCTPa-
Topa. OkcnepTbl Trend Micro oTMeuatoT, YTO MOoCae yCNeLHOW 3KCnyaTa-
LMW 3N10YMbILLNEHHWKW YCTaHaBAvBaau pasanyHoe BMO: wndbposanbLum-
ku BianLian v Jasmin, maniHep XMRig v BIMO ans yaaneHHOro ynpaeneHus
SparkRAT.

D710 ya3BuMMOCTb B FortiOS, onepaynmoHHOW cucCTeMe, UCMOb-
3yemMoun Ha yctponctBax Fortinet, Bkntouasa FortiGate SSL VPNs.
KnaccndumumpoaHHas kak out-of-bounds write, no3BonseT yaaneHHbIM
HeayTEHTUPULMPOBAHHbBIM 3/10YMbILLIEHHWNKAM BbIMOJHAT MPON3BOJIbHBIN
KOA MAM KOMaHAbl Ha ycTporncTBax FortiGate. ATaka MoXeT 6bITb OCyLLecT-
BJIeHa Yepes cneuynanbHO noarotosaeHHble HTTP-3anpockl, YTo oTKpbIBa-
€T BO3MOXHOCTb A/1 B3/IOMa W UCMONb30BaHWA YCTPOUCTBA ANA JaNbHEN-
wnx atak. C MOMeHTa packpbITUA OHa bbina BKAOYEHA B CMINCOK M3BECTHbIX
yassumocTen (KEV) CISA, uto noaTBep>KaaeT ee akTMBHOE UCMONb30BaHMe
B peanbHbIx atakax. [1pogyKTbl, KOTOpble NOABEP>KEHbI 3TOW YA3BMMOCTH,
BkAtoyatoT FortiOS Bepcum ¢ 6.0 no 7.4.2, a Takxe FortiProxy. Ytobebl ycTpa-
HWUTb Npobemy, pekoMmeHayeTca 06HoBUTL FortiOS go Bepcun 7.4.3 nam
BbILLE, a TakXXe Apyrve Bepcuu, ykasaHHble B pekoMeHaaumax Fortinet.



CVE-2024-36401

CVE-2024-21683

CVE-2024-24919

CVE-2024-21378

JTO yA3BUMOCTb yjaneHHoro BbinonHeHua kopa (RCE), koTo-
pas 6bina obHapyxeHa B MonynapHbix Bepcuax cepsepa GeoServer
(80 2.23.6, 2.24.4 n 2.25.2). TeocepBep ncnonb3yercs Ans obmeHa n obpa-
60TKIN reonpoCTPaHCTBEHHbBIX AaHHbIX. YA3BUMOCTb BO3HMKAET 13-3a NPO-
6nem B APl 6ubanotekn GeoTools, koTopbi HebezonacHO nepesaeT Me-
Ha aTpnbyTOoB B 61bAMOTEKY commons-jxpath, 4ToO NO3BONAET BbINONHUTb
NPOWV3BOJIbHBIV KOA Yepes creLyanbHO NOAroToB/EHHbIe 3anpockl. ATaka
MOXeT 6bITb MCMONb30BaHa AJlA NOJyYeHMNA HEeCaHKLMOHNPOBAHHOIO
A0CTyNa K cepBepy C BO3MOXHOCTbIO BbIMOJHEHWNA NMPOW3BOIbHbIX KOMaHZ,
YTO MOXET NPUBECTU K KOMMPOMETaLMM CepBepa NN yTeuke JaHHbIX. a4
3alMTbl OT 3TOW ysA3BMMOCTK GeoServer BbINyCTWA MaTyy, yCTpaHAKoLLMe
npobnemy. Nonb3oBatensam pekoMeHAyeTCcs O6HOBUTL CepBep A0 BepCUin
2.23.6, 2.24.4 van 2.25.2. Echn obHOBNEHNE HEBO3MOXHO, BPEMEHHbIM
peLleHnem ABAAeTCA yAaNeHne ya3BMMOWN YacTu KOAA, YTO, Of4HaKO, MOXeT
HapyLWnTb GYHKLMOHaNBHOCTbL CepBepa.

MpeactaBnseT cobon ya3BMMOCTb yAanéHHoro BbinonHeHus koga (RCE),
obHapy>xeHHyto B Atlassian Confluence Data Center n Confluence Server.
YA3BMMOCTb C BbICOKOW CTemneHbto KputnyHoctn (CVSS 8.3) nossonser
aBTOPU30BAHHOMY 3/I0YMbILUJIEHHWKY BbIMOJHUTb NMPOWU3BOJIbHbIA KOA,
Ha ueneBou cucteme 6e3 B3aMMOAENCTBMA C NOJb30BaTENEM, YTO MOXET
CyLLEeCTBEHHO MOBAMATb Ha KOHAUAEHLIMANBHOCTb, LIeNOCTHOCTb U AOCTYM-
HOCTb JaHHbIX. OTO fAenaeT eé ocobeHHO OMacHOW A/A KOPMOpPaTUBHbIX
cpes, rae Confluence yacto ncnonb3lyeTcs Kak BHeLWHAs naatdopma ans
B3aMMOJAENCTBUA U 0OMeHa MHPOopMaLmen.

MNpobnema bbina obHapyxeHa B Bepcum Confluence 5.2 1 nybanyHo pac-
KpbITa C KOAOM ANfA 3KCMyaTaumm, YTO 3HAUMTENBHO YBEUYMBAET PUCK
€€ NCNOoNb30BaHMA B peasbHbIX atakax. YTobbl yCTpaHWUTb YA3BMMOCTb,
pekoMeHayeTCs HeMeANeHHO OBHOBUTb CUCTEMbI 4O NMOCNEAHWUX UCMPaB-
neHHbIx Bepcuii Confluence.

YassumocTtb B Check Point Security Gateways MoxeT NO3BOAUTb 3/10Y-
MbILUNEHHUKAM MONYUYUTb AOCTYN K KOHOUAEHLMANbHON MHPOPMaL MK
npwn yCNOBMMW, YTO YCTPOMCTBO MOAKIHOUYEHO K MHTEPHETY M BKJIIOYEHDI
Remote Access VPN nan Mobile Access Software Blades. lMpuBoauT k yTeu-
Ke AaHHbIX U MOXeT ObITb MCNOAb30BaHa ANA faNbHENLMX aTak, ecau
ee He yCTpaHuUTb.

YA3BUMOCTb yzaneHHoro BbinoaHeHus koga (RCE) B Microsoft Outlook.
Ans ee skcnayaTtaumm 310yMbILUNEHHUKY HEOHXOAMMO ObITb ayTeHTUOU-
LMPOBaHHbIM MOJb30BaTENEM B CETU M OTNPaBUTb BPELOHOCHbIN dain,
KOTOPbIV NO/Ib30BaTeNb JOIKEH OTKPbIThb. YA3BUMOCTb Tak)ke MOXET HbiTb
aKTUMBMpPOBaHa Yepes naHesb NpeABapuTeIbHOIroO MPOCMOTPA, YTO Aenaet
€€ onacHoOW, NOCKONbKY AOCTaTOYHO MPOCTOro OTKPbITUA darina, YTobbl
aTaka cpaboTasa. 3Ta ya3BMMOCTb noayumnna penTmHr 8.8 no wkane CVSS
N OTHOCWUTCSA K KaTeropum BbICOKNX PUCKOB.



bakaop XZ bbin obHapy>xeH 29 mapta 2024 roga pa3pabotumnkom
AHppecom DponHAOM, KOTOPbIA paboTan Hag ycTpaHe-
HueMm npobnem c npoussoautenbHocTbio B Debian Sid.

OH 3ameTun, uto SSH-coegnHeHns NOTPeBAAIOT CANLLIKOM MHOTO PeCYpCOB
npoLieccopa v Bbi3biBatoT owmbku B Valgrind. Mocne TwaTtenbHOro aHaam-
3a ®poviHg 0bHapy>XXua, YTO NPUYMHON 3TUX NpPobaeM BblM N3MeHeHnA
B 6ubamnoteke liblzma, ncnonbsyemon ytnanton coxatums XZ. bakgop 6bin
BHegpeH B Bepcun 5.6.0 n 5.6.1 XZ Utils. Ero uenbto 6bin10 obecnevueHve
yAaneHHOro BbINOAHEHNA Koa Ha cepBepe yepe3 SSH. 310yMbILlNEHHNK,
MCMONb3YOLWNIA NceBfOHUM Jia Tan, cMOT BHEAPUTb BPEAOHOCHBIA KOM-
MOHEHT B IETUTUMHYIO BMBANOTEKY, NCMONb3YA CNOXHbIE METOAbLI COLIU-
aNbHOW MHXEHEPUM U AIUTE/IbHYHO KaMMaHWIO MO 3aBOEBaHWIO JOBepUa
B NpoekTe. BpeAOHOCHbIN KO Obln CKPbIT B TECTOBbLIX Gaiax 1 akTUBM-
poBascs BO BpeMs npouecca cOopku.

3TOT MHUMAEHT CTaNl OAHOWN U3 CaMbIX CNIOXKHbIX U Npo-
AYMaHHbIX aTakK Ha LLenoyKy NoCTaBoOK, MOUTU AOCTUTHYB
rnobasbHoOro macwTtaba.

BpesnoHocHble Bepcnn XZ 6bn 06Hapy>XeHbl B HECKONbKUX AUCTPUOY-
TMBax Linux, Bkatovas Fedora n Debian. Ataka Ha npoekTt XZ Utils 6bina
TWaTeNbHO CNaHMPOBaHa W BKJIOYana MCNoib30BaHNE HECKONbKNX DUK-
TUBHbIX IMYHOCTEN, Takmx kak Jia Cheong Tan, Dennis Ens v Jigar Kumar,
[/17 3aBOeBaHWA JOBEPUA U MOAYYEHUA JOCTyMNa K NCXOAHOMY KOoZy Nnpo-
ekTa. OCHOBHas LieNb aTaku 3aknroyanacb B TOM, UTOObl BHEAPUTL 63KA0P
B npouecc cbopkm XZ Utils n pacnpocTpaHunTb ero yepes KpyrnHble Anc-
TpubyTMBLI Linux. BpesoHOCHbIN KOA 6bln BHeApeH B dpeBpane n mapTe
2024 rosa v aTtaka bblia CpaBHUMA C MHUMAEHTaMW, TaKMMU Kak KOMMPO-
meTaums SolarWinds. PUKTVMBHbIE IMYHOCTN aKTUBHO B3aMMOAENCTBOBAAN
APYr C ApyroM 1 ¢ co3gatenemM npoekra Jlacce KonnvHom, cosgaBas Buam-
MOCTb HEOHXOAMMOCTN CMeHbI MelriHTeHepa, YTo no3soawuio Jia Cheong
Tan NonyuYnTb AOCTYN K UCXOAHOMY KOAY U BHeAPUTb 63KA0P.

Bakaop ncnonb3yeTr HECKONbKO XUTPbIX METOAOB A5 CKPbITUA CBOEM
aKTMBHOCTM N obecneyeHns JOCTyna 3/0yMbILUAEHHMKA K 3apaXXeHHOMY
cepsepy. OAHWUM M3 KHOUEBbIX acMeKTOB ABAAETCA NCMOJ/Ib30BaHWe cTera-
Horpadum B x86-koze Ana CKPbITUSA NyBANUYHOTO KAKOYa, YTO 3aTpyAHAET
ero obHapy>eHwue. bakaop Takxxe nepexsaTtbiBaeT GyHKLUNN ayTeHTUdUKaA-
LK1 NO Naposto 1 Ny6ANUYHOMY K/tOUY, MO3BOIAA 3/10YMbILUNEHHWKY BXO-
AVTb Ha cepBep C Nt0ObIM MMEHeM NOAb30BaTeNa 1 MaposieMm.



CmMompemeb «brosiemeHu»
Ha CERT.GOV.KZ

Kpome TOro, oH nMmeeT BO3MOXHOCTW YaNeHHOrO BbINMOJHEHNA KOAA, UTO
NO3BONIAET 3/I0YMbILLIEHHMKY BbINOJHATb N0ObIe CUCTEMHbIE KOMaHAbI
Ha 3apakeHHoOM cepBepe. [na NnpeAoTBpalLeHNs nepexeata uiv nogme-
Hbl KOMMYHMKaLMN 63KA0P MCNONb3yeT GYHKLUUIO aHTU-NoBTOpa. Jloru
HeCcaHKLMOHMPOBaHHbIX MOAKIFOUEHWUA CKPbIBALOTCSA NMyTeM nepexsaTta
byHKUMM norvpoBaHus. OCHOBHas Harpyska 63kg0pa akTUBMPYETCA TOb-
KO OAWH pa3 BO BPeMs Ceccuun npeaBapuTesibHOM ayTeHTUdUKaLMmn Kam-
€HTa, KOrga BbINONHAKTCA NPOBepPKMN ayTeHTUdMKaumm Ha ocHoBe RSA.
Bakgop Takxe BkaAtouaeT dyHKUMM ana obxoga ayteHTMdmKauymm SSH
N BbINONHEHWA KOMaHA, Yepe3 BbI30B QyHKLMK system.

Taknm obpaszom, 63kaop XZ npeactaBaser cobon cnox-
HYO Yrpo3y C MHOXX€CTBOM YHUKa/bHbIX 0CO6eHHOCTEMN,
TakKux Kak BCTpavBaHue uHpopmMaumm o nybamuyHom
KNtoue B GUHapHbIN KOA W TLLaTe/ibHasA NoAroToBKa one-
pauuu, BKIOYaKoLWas AANTe/IbHY0 KaMnaHUIo couuanb-
HOWN UHXKeHepuu.

Mo psagy n3 nepeuncaeHHbix CVE npoBeseHa 3HaunTelbHas paboTa, BKItO-
Yas MOHUTOPWHT Ka3axCTaHCKOro cerMmeHTa VIHTepHeTa, BbIiBNEHWE YA3BU-
MOCTEW 1N OMOBELLEHME BNaJENbLIEB YA3BMMbIX 0OBEKTOB MHPOPMaTH3a-
unn. B pamkax npoBoanMbIX MeponpuaTuiA obecrneynBaeTcs onepaTnBHoOe
MHPOPMMPOBAHME N MOMOLLb B YCTPaHeHUU ysa3BMMocTen. Kpome Toro,
BronneteHu c getanbHoOM MHGOPMaLMEN O BbIABNEHHbIX YA3BMMOCTAX pery-
napHo nybaunkytotes ana FO PK, MO, kBa3nrocyaapCcTBeHHOro CeKTopa,
KBOWKW, BBY PK, a Takxxe ana OUMB v OTLWUE.

Bce matepumanbl pasmewiatorca Ha Beb-nnatdop-
Me nHopmaumnoHHoro B3ammogenctesna HKLLUB, uto
Nno3BoJifieT opraHM3aunaM CBOEBPEMEHHO pearnposaTb
Ha BO3HMKaKOLLME Yrpo3bl.






B 2024 roay kunbepnpectynHuku B KasaxctaHe npoao/mknan coBepLueH-
CTBOBaTb CBOW METO/bl U TAKTUKW, UCNOJIb3yA HOBble MHCTPYMEHTbI U NOA-
xoabl AN obxopa TPagNLMOHHbBIX Mep 3aLMUThbl.

Yrpo3sbl ctanu 6onee n3oLWpPeHHbIMUN: akKLLEHT CMECTUICA Ha TOYeYHble aTaku, OCHO-
BaHHbIE Ha COLMaNbHOW MHXEHepUK, 3KCnyaTaumm yassumocten B 10O 1 npume-
HEHWUW CNOXHBIX TEXHUK YKJIOHEHUS OT 0BHapy>KeHWs. DTa 3BOAtOLMA KmbepaTak
oTpaxkaeT rnobanbHble TPEHZAbl, HO NMPW 3TOM YUYMTbIBAET JI0KalbHble OCOHEHHO-
CTW, CO34aBas HOBble BbI30BbI A/1A CMELMANNCTOB MO KMbep3aluuTe, NoA4epKnBas
Heob6XOANMOCTb BHEAPEHUSA aaNTUBHBIX U MPOAKTUBHbLIX Mep NPOTUBOAENCTBUS.

Ucnonb3oBaHKe 06LWenoCTyMHbIX
NPUIOXEHUN

ATT&CK TexHuka: T1190, taktnka: TAOOO1
(nepsuyHbIl docmyn) - 3KCnayaTauus ysas-
BUMOCTEN B MPUNOXEHUAX OpraHu3aumm,
AOCTYNHbIX M3 IHTepHeTa. Hanbonee yacTbli-
MU LleN MU ABAAIOTCA Beb-cepBepsbl, cepse-
pbl Exchange, 6a3bl JaHHbIX 1 TOUKM AOCTyNa
VPN. 310yMbILINEHHUKN TaK>Ke aKTUBHO WULLYT
N 3KCANyaTUpyoT Ny6AMYHO AOCTYMHblE
naHenu ynpaenexnua NT-uHdpactpyktypown,
Bkaroyvasa SSH-cepsepbl 1 SNMP.

duUnHr

B 2024 roay kmbepnpecTynHuKK AOBeENU
A0 COBEepLUEHCTBA METOAbl COLManbHOM
NHXXeHepun, aenas GULLIMHT Bonee CNOXKHbBIM
ana obHapyxxeHus. ATT&CK texHuka: T1566,
Taktmka: TAOOO1 (nepsuyHsili docmyn) — 3TO
paccbiika COOBLWEHNIN MO INEKTPOHHOM
noute, SMS nan yepes mecceHaxepsol. Lienb
Taknx aTak — obMaH COTPYAHMKOB AN MOAY-
YeHWA YYETHbIX JaHHbIX, 3arpy3Kn BPesoHOC-
Horo MO nan BbINONHEHWA APYTUX AENCTBUN,
KOTOpble OTKPbIBAOT 3/10YMbILUNEHHWNKAM
AOCTYN K KOPNOpaTMBHbIM cucTeMam. ATaku
CTaHOBATCA BCe Honee nNepcoHann3npo-
BaHHbIMW, 4acTO MCMO/b3YHOT NOAAENbHbIE
Be6-CalTbl 1 afanTUpPYOTCA MOA JIOKasbHble
ocobeHHOCTK, yTo TpebyeT Honee NPoOaKTUB-
HbIX MOAXOA0B K 3aLLuTe.




ATT&CK TtexHuka: T1110, TakTuka:
TAOOO06

(qocTyn ¢ MCnonb30BAHUEM YUYETHbIX
[QHHbBIX)

3N0YMBbIWNEHHWUKN aKTUBHO WUCMOb3YHOT
mMeToZ noabopa naposiert ANA NONyUYeHUs
HeCaHKLMOHMPOBAHHOIO AOCTyna K yyeT-
HbIM 3annCcAM, NbITasACb yrajaTb NpPaBu/bHbIE
KOMOUHALMN Yepe3 MacCOBble MOMbITKW.
B HeKOTOpbIX CAyyasx OHU MPUMEHSAIOT
M3BECTHbIE X3LUM MapOJeN UAU UCMONb3YHOT
pacnpocTpaHeHHble Mapoan B Liesisix yckope-
HMS Npouecca. Takxke LIMPOKO UCMOb3yeTCs
TEXHMKA pacnbliieHns, Korga OAHOTUMHbIE
Mapoan NPOBEPSAIOTCA Ha MHOXeCTBE akka-
YHTOB, UTO MO3BOJIAET aTaKyHLWMM HANTK
Te, TAe WCMOJb3YTCA NErko yrajblBaeMble
napoau. 3To NogyepknBaeT HEOHXOANMOCTb
MPVMEHEHWs CNOXHbIX Mapoaein 1 BHeape-
HWS AOMONHUTENbHBIX Mep 6e30MacHOCTH,
TaKMX Kak OrpaHuWYeHve KOJM4ecTBa nombi-
TOK BXOZa.

HencTBuUTENbHbIE YYETHbIE 3AMUCH,
CKOMMNPOMETUPOBAHHbIE
3710y MbILLNTIEHHNKAMU

TexHnka ATT&CK: T1078, taktnka: TAO0OT,
TA0003, TAOOO4, TAOOOS5 (nepsoHa4anbHell
docmyn, HacmoUliyusocme, nogsiueHue
npususeauli, yK/JOHeHUe om 3aujumel).
icnonb3oBaHve AeNCTBUTE/IbHbIX YUETHbIX
3anucen, CKOMNPOMETUPOBAHHbIX C UCMOJb-
30BaHMEM COLMANbHOWN UHXEHepPUM, GULLINH-
ra wavm BpegoHocHoro O, ctano oaHoOM
N3 KAKOYEBbIX TakTUK KMBepnpecTynHUKOB.
MonyumB AOCTYN K NETUTUMHBIM YYETHbIM
AAHHbBIM, 3/10YMbILUJIEHHUKN MOTYT MPOHM-
KaTb B CeTb OpraHmM3auuu, 3aKpennaTbCs
B MHPPACTPyKType, NOBbIWaTb NPUBUAETNM
ANA pacwMpeHns KOHTpona n obxoantb
cuctemMbl 6e3onacHocTn. Takad TakTuKa
3aTpyAHAeT obHapy>XXeHue aTaku, Tak Kak
AEVCTBUA aTaKyroLWMX MacKUpYTCa nog
06bIYHYHO aKTMBHOCTb COTPYAHWUKOB, UTO Tpe-
ByeT yCMAeHHOro MOHUTOPUHIa U BHeAPEHWA
CTPOrMX NOAUTUK YNPaBAEHNA LOCTYMNOM.



MNporpaMMHoe o6ecnevyeHne-
BbiMoraTenb, MITRE ATT&CK:
T1486 - Data Encrypted for Impact

MO-BbIMOraTenb NPoAoO/KaeT OoCcTaBaTbCA
OfHOW W3 rNaBHbIX YrpoO3, 4acTo ABAAACH
«BU3UTHOWM KapTOUYKOM» MOC/ae NepBUYHOM
KOMMNpoMeTaumm cetu. 310yMbILUNEHHUKMN
pa3ssepTbiBatoT [MO-BbIMOratens Ana wnd-
POBaHWUA KPUTUUHBIX AaHHbIX U TpebytoT
BblKyn 3a MX BOCCTaHoOBAeHue. PacugeT
nporpamM-BbiMoratenen kak ycayru (Raas)
CHW3MA NOPOr BXOAa ANA KnbepnpecTynHu-
KOB, YBENMUMB YacToTy atak. OpraHunsaumam
cnepyeT COCPefoTOUUTBCA Ha HaAEXHbIX
cTpaTernsax pesepBHOro KOMMPOBaHWMA, cer-
MEHTaLMN CeTU U PEryaspHbIX ayAUTOPCKMNX
npoBepkax 6e30MacHOCTU ANA CMArYeHus
PWCKOB MpPOrpaMM-BbIMOraTesei.

PuUwnHr Kak yenyra (PHaaS)

MNoasneHne nnatdopm PHaaS 3HauntenbHO
ynpoCTUIO npoBejeHne GULLMHIOBbLIX aTak.
Takve cepBuCbl NPefOCTaBAAOT rOTOBbIE
WabsoHbl U MHCTPYMEHTbI AN CO3JaHMNA
GULLNMHIOBbIX CTPAHWL, YTO NPUBOAMUT K POCTY
Yymcna atak Ha OpraHm3aunmn N YacTHbIX AL,
Hanpumep, nnatdopma Sniper Dz npeano-
Xuna becnnatHble GULL-KUTbI, CNOCOHCTBYSA
co3gaHmto okono 140 000 GULWNHIOBBIX can-
T0B B 2024 roay.

Ucnonb3zoBaHnume LOLBIns (Living Off
the Land Binaries), ATT&CK TexHuka:
T1218, TakTuka: TAOOOS (ykroHeHme

OT 3QLUMTbI)

3N10yMBILLNEHHWNKM YacTO UCMONb3YHOT Neru-
TUMHbIE CUCTEMHbIE YTUANTBI, YK€ NPUCYT-
CTBYIOLLME HA YCTPOWCTBAX, A/1A BbINMOJHEHNA
BPEAOHOCHbBIX AEUCTBUI. DTN UHCTPYMEHTI,
Ha3biBaemble LOLBIns, mo3BoastoT 06xoauThb
CUCTeMbl OBHapyXeHWs, He Tpebys 3arpy3ku
BHelwHero BpegoHocHoro MO. B 2024 roay
3/10YMbILUNEHHUKN aKTUBHEE WUCMOb3YHOT
Takme dannbl Ana 3KCnayaTaumm ysa3BumMo-
CTel N YCTaHOBKWM MOCTOSIHHOIO NPUCYTCTBUA.
JTO yCcnoxHAeT obHapy>KeHne aTak, Tak Kak
ncnonbsyetca yxe goctynHoe MO, Hanpu-
mep, PowerShell, komaHaHbIV Nnpoueccop
n WMI.









Bug Bounty nporpammbi gns rocyaapcTBeHHbIx cuctem B 2024 roay nposao-
>KaroT CTAaHOBUTbCA HEOTbEMJIEMOW YacCTblO CTpaTernm kmbepbesonacHocTu

B Pa3/INYHbIX CTPaHaX.

Focy,a,apCTBa adKTNBHO Pa3BMBAKOT M BHEAPAKT NMporpamMmmsbl, npejHadHa4vYe€HHble ANA BbliABIEHUA
N yCcTpaHeHuA yﬂ3BI/IMOCTeI7I B roCyapCTBEHHbIX VIHq)OpMaLJ,I/IOHHbIX cmcrtemMax, coTpygHu4yana ¢ Hesa-
BUCNMbIMWU NCCNef0BaTENIAMU N XaKepaMWn AnA obecneueHusa BbICOKOTo YPOBHA 6e3onacHoCTu.

B 2024 ropy «Hack the Pentagon» (Bug
Bounty npoepamma MuHucmepcmea obopo-
Hol CLLIA) npogonxaeT paboTaTh 1 paclin-
pATbcA. B pamkax aTor nporpammebl nccieso-
BaTesin 6@30MacHOCTU BbIABAAIOT YA3BUMOCTH
B BEO-NPUNOXKEHNAX U APYTNX KOMMOHEHTaxX
nHbpactpyktypsol MNMeHtaroHa. CLLUA passu-
BatoT «Hack the Army» n apyrve nogobHblie
MHULMATUBBI AN BOOPY>XXEHHbIX cuA, deae-
pa/bHbIX areHTCTB 1 BeAOoMCTB. [Tporpammsl
NpoBOAAT Ha naatdopmax, Takmx Kak
«HackerOne» n «Bugcrowd», y4actBytoT
B HUX TONbKO cepTUdMLMPOBaHHbIE Uccae-
AoBaTenNu.

Bennkobputanua, SctoHuda, KaHapga,
®paHuwms, ABcTpanns NPOBOAAT NPOrpaMMbl
Bug Bounty uepes nnatdpopmbl «HackerOne»
n «Bugcrowd», koTtopbie obecneumBatoT
cTporoe cobatoseHne 6e30nacHOCTM U KOH-
dnaeHumanbHOCTL.

B 2024 roay BennkobputaHua npogoskaeTt pas-
pabaTtbiBaTb 1 BHeapsaTb Bug Bounty nporpammel
A9 Pa3/INyHbIX roCyAapCcTBeHHbIX BegoMcTB. OaHa
13 Taknx nHnumatme «Government Cyber Security
Programme», HanpaBaeHHas Ha MUCMoONb30BaHMe
nccnefoBaTeNbCKMX COOBLLECTB ANA MOUCKA YA3-
BMMOCTEN B rOCyjapCTBEHHbIX CEPBUCAX.

C Hoabpa 2023 roga MuHundpsl Poccurckon
depepaunn NPoBOAUT BTOPOWN 3Tan NMpPoOrpaMm
Bug bounty. 16 TbicAY cneunanncTos MLLYT ya3-
BMMOCTW Ha [ocycnyrax, EanHon cucteme mnaeH-
TMdukaumm n ayteHtudukauyun, EanHon 6mo-
mMeTpuueckon cucteme, MNnatpopme obpatHoM
cBA3n, Cucteme mMexXBeOMCTBEHHOIO 3/1EKTPOH-
HOro B3ammogencTema, HaunoHanbHON cucteme
ynpaBaeHna JaHHbIMU U APYTVX FOCYAapPCTBEHHbIX
cnctemax. CornacHO NPOMEXYTOYHbIM UTOraM BTO-
poro 31ana, obHapy>xeHo okosno 100 yassumocTei
B 10 cuctemax. BonbLWMHCTBO 13 HUX C HU3KOM CTe-
MeHbo KpUTM4HOCTU. CneumanncTbl MPoOBEPAIOT
TONbKO BHELHWA NEPUMETP CUCTEM U He MMetoT
AO0CTynNa K BHYTPEHHUM JJaHHbIM, @ CUCTEMbl MOHM-
TOPWHra KOHTPOANPYHOT paboTy HarxaHTepoB, NO3-
TOMY HaleHHble YA3BUMOCTN HEeNb3A UCMOb30-
BaTb ANA B3/0Ma.

YuacTtue B 3TUX NporpamMmax rno3BoaseT rocygapcTBam BbIABAATb
N YCTPaHATb YA3BUMOCTU B CBOUX MHPOPMALIMOHHbIX CUCTEMAX,
NOBbIWATb YPOBEHb AOBEPUA FPaXKaaH K LdpoBbIM rocyaap-
CTBEHHbIM CepBUcaM u cTpoutb 6os1iee 6e3onacHbie N yCTONUN-

Bble KNbepCTPYyKTYypblI.



TexHosn02u4eckue Hoswecmea e Bug Bounty npozpammax e 2024 200y
OTpaxkatoT NPOoJOoKatoLWeecs pa3BUTME U ajanTaLMio 3TOW NPaKTUKM
K HOBEWLMM Bbl30BaM B obnactn knbepbesonacHoctn. HoBble TexHONO-
TMW, yNydLleHHble MPOLLeCChl 1 MOBbILLIEHHbIE CTaHAapPTbl 6e30nacHoCTK
MO3BOIAIOT yayyluaTh 3GdEeKTMBHOCTb 3TUX NporpamMm 1 obecneumsatb
60nee BbICOKYIO CTeneHb 3anTbl A8 rOCYAapPCTBEHHbIX M YaCTHbIX Opra-
HM3aLuMin. PacCMOTPUM KAKOUeBble TEXHOIOTNYECKMe HOBLUECTBA Y TPEHADI
B Bug Bounty B 2024 roay.

UcnonezosaHue uckyccmeeHHoz2o0 uHmennekma (UM) u mawuHHoz0 oby-
yeHus

NN n mawmnHHoe obyyeHne CTaHOBATCA BaXXHbIMU MHCTPYMEHTaMu AnA
nosbiweHnsa 3bdexkTnBHocTM Bug Bounty nporpamm n nmerot onpeje-
JleHHble nperMyLecTBa.

« ABTOMaTM3aumMAa nNpoLecca aHanM3a OTYETOB:

cucmemsl Ha ocHose VI mo2ym asmomamudyecku kaaccuguyuposame
U aHaau3uposame omyemsi 0 Hali0eHHsIX ya38UMOCMAX, 8bl0esda Haubo-
Jlee KpumuyHele. mo N0360/19em 3Ha4UumMesbHO yCKOpUMmMs NPoyecc oyeH-
KU yAa3zgumocmeu U UX yCmpaHeHUs.

« [lporHo3upoBaHMe ya3BUMOCTEN:

Mawu+Hoe oby4eHue no3gosisiem npedckazame, Kakue ya38uMocmu Mo2ym
803HUKHYMb 8 Oydywem, aHaausupys ucmopudeckue 0aHHele U nammep-
Hbl. Mo daem 803MOXHOCMb npedsapumesibHO Mecmuposamse cucmemel
u npedomepauwjame NomMeHyuaa6Hele y2po3si ewje 00 UX NOABIEHUA.

« O6paboTka 601bLINX AAHHbIX:

M nomozaem sgpgpekmusHo obpabameieame 02poMHOE KOAU4Yecmeo
omyemos 06 ysA38UMOCMAX, NOCMYyNarUUx om y4acmHukos Bug Bounty
npozpamm. 3mo no3eosiiem CHUXAme Hazpy3Ky Ha komaHoy 6e3onacHo-
CMUu U ycKkopame pewieHue npobsiem.

UHmeepayua ¢ nnamd¢opmamu ynpaesneHus ysa3zeumMocmsamu

(Vulnerability Management Platforms)

2024 rop npuHec pa3sutue nHTerpaumm Bug Bounty ¢ pasavuHbiMu naat-

dopmamu ynpasneHunsa yassumoctamu (VMP), Takumum kak «Tenable»,

«Qualys», «<Rapid7», n «Acunetix».

« Bsaumogencteme mexay Bug Bounty nporpammamm n naatdopmamm
yrnpas/ieHNs yA3BUMOCTAMM MO3BOAET aBTOMaTMyeckn nepesasaTtb
HalzeHHble YA3BMMOCTM B CUCTEMY AN Aa/lbHEeMLLEero aHain3a, OLeH-
KN PUCKOB U YCTPaHeHUs.

*  WHrerpaunsa takmx naatpopm ¢ cnctemamu Bug Bounty nossosa-
eT opraHusaumMam noay4vatb MOJHYH KapTUHY TeKyL X YA3BMMOCTEN
B MX MHPPACTPYKType 1 BbICTPO pearnpoBaTb Ha yrpo3bl.



CmaHosamcs nonynspHeIMU MHO20ypo8Hesble Bug Bounty npozpammei,
rae TecTMpoBaHve 6e30MacHOCTV OXBaTbIBAET HE TOJIbKO BEH-NPUIOXKEHWS,
HO 1 AOMONHUTENbHbIE CNOM MHOPACTPYKTYPbI, Takne Kak:

loT (MHTepHeT BeLLei): n3-3a ObICTPOro PocTa YMCAa NOAKAOUEHHbIX
ycTponcte Bug Bounty nporpaMmmbl HauMHatOT OXBaTbiBaTb YA3BMMO-
ctn B 0T yCTpOWCTBaX, TakMx Kak YMHble JlOMa, KaMepbl BUAEOHabto-
AEHWVA U Apyrue 31eMeHTbl YMHbIX FTOPO/OB.

BaokyerH 1 KpUNTOBaNOThI: B CBA3M C POCTOM MOMYyAsSipHOCTM 610K-
YenH-TeXHONIOTM 1 KpunToBaatoT Bug Bounty nporpammel HaunHa-
toT paboTaTb C NPOTOKO/NAMU N MPUIOXKEHNAMM Ha 6a3e BaoK4YeiHa,
BKJIHOYAA KPUNTOBaNOTHbIe Bupxxun 1 DeFi naatdopmel.
API-TecTmpoBaHwe: ¢ pa3BUTUEM MUKPOCEPBUCHOW apXmTeKTypbl 1 API-
first noaxoza dokyc Bug Bounty nporpamm Takxe cmeLLaeTcs B CTOPO-
Hy 6e3onacHocTh AP, uTobbl M3beXaTb yTeuek AaHHbIX U aTak, Takux
Kak SQL-MHbeKLMM 1 MaHUMYAALUKN C 3anpocamiu.

brokueliH u cmapm-koHmpakmel 8 Bug Bounty

C pocToM nonynsipHOCTN 610KYeHa 1 AeLeHTPasN30BaHHbIX GUHAHCOB
(DeFi) Bug Bounty nporpammbl cTaHOBATCA 6onee NHTErpupoBaHHbIMU
C 3TOV TEXHOIOTVEN:

TecTupoBaHMe CMapT-KOHTPAKTOB: ¢ pa3BuTnem DeFi n TokeHun3unpo-
BaHHbIX aKTUBOB B 610KYeliHE CMapT-KOHTPAaKTbl CTaN YaCTON LLe/Ibo
Bug Bounty nporpamm. Owmnbkm B cMapT-KOHTPaKTax MOryT NPUBOAUTb
K noTepe MUANNOHOB AoanapoB. MNnatdopmebl, Takme kak «HackerOne»
n «Immunefi», HauMHatOT Npegnaratb cneunannnpoBaHHblie Bug
Bounty nporpammbl 4na cMapT-KOHTPaKTOB.

MNpoBepka 6e30MacHOCTN NPOTOKONOB: B paMkax Bug Bounty nccnego-
BaHWUW yAenseTcsa BHUMaHMe HOBbIM B10KUYENH-MPOTOKOAAM N UX yA3-
BMMOCTAM, OCOHEHHO B KOHTEKCTe COBMECTMMOCTU C APYrMMM CUCTe-
MaMu 1 MaclTabupyemocTu.

lModdep>kka u 3auyuma om y2po3 coyuabHOU UHXeHepuu

CoumanbHas HXeHepWsa OcTaeTca OAHOW 13 Hanbonee onacHbIX yrpo3 Ans
6e3onacHocTV opraHmsauunin. Bug Bounty nporpammbl HauMHarOT BKO-
YyaTb KOMMOHEHTbI, HarnpaBJeHHble Ha NPOBEPKY YCTONUYMBOCTA CUCTEMBI
K TakUM aTakam, Kak GULLWHT U MHCalZepCKme Yrposbi.

FubpudHeie Nnodxo00bl, 06beAMHEHNE OTKPbITbIX U 3aKpbITbix Bug Bounty
nporpamm.



YnpouwjeHue e3aumodelicmeus ¢ uccnedosamesiiMu Yepes HOBbIE UHCTPY-

MEHTbI N NHTEPdENChbI:

¢ WHTepodeiichbl ana aBTOMaTMUECKOM Nojaym OTYETOB: HOBblE NiaThop-
Mbl U UHCTPYMEHTbI MO3BONAIOT NCCIeL0BATENAM NIErKO NojaBaTb OTYe-
Tbl O HaWAEHHbIX YA3BUMOCTAX C aBTOMaTUUYECKUM GOPMUPOBaAHNEM
AeTanen o npobaemax, UTo 3HaUMTENbHO YCKOPAET NnpoLiecc.

e LUWwnopoBaHne oTueToB U KOHPUAEHLNANBHOCTUN: ANSA MOBbILEHMWA
6€e30MacHOCTM BHEAPAIOTCA CUCTEMbI @BTOMATUYECKOTO WNdpPOBaHMA
OTYETOB M AaHHbIX O HaWAEHHbIX YA3BUMOCTAX, YTOObI rapaHTUpOBaTh
3aLMTY KOHOUAEHLMaNbHOW MHGOPMaLMK.

Uumezpayusa c DevOps u Cl/CD npoyeccamu

C pazsutmem DevOps n CI/CD (HenpepbiBHOW UHTErpaLMM U NOCTABKM)
Bug Bounty nporpaMmbl MHTErpUpPYHOTCSA C 3TUMMK NpoLeccamn ana obe-
cneyveHusa 6e30MacHOCTM Ha BCeX 3Tanax pas3paboTku.

* BHepgpeHue npuHumnos «Security-as-Code» nomMoraeTt MHTerpmpo-
BaTb 6e30MacHOCTb B npoLieccbl pa3paboTkn Ha bonee paHHMX 3Ta-
nax. Mporpammbl Bug Bounty ctaHoBsATCA HeoTbeMaemol yactbto Cl/
CD uenouek, aBTOMaTU3MpPysA NPOLECC BbIABEHNA YA3BUMOCTEN eLe
[0 VX NOSIBNEHNS B MPON3BOACTBEHHOW cpeje.

« Pa3paboTtumkm MOrytT aBToMaTMyecku 3anyckaTb TeCTbl Ha YSA3BMMO-
CTW B peanbHOM BPeMeHW, HeNMoCpeACTBEHHO B MpoLiecce pa3paboTku
N TECTUPOBAHMA NPOrpaMMHOro obecneyeHums.

Ucnone3zosaHue Hosbix n1amgopm u mexHosao2ul

2024 ros NpuHOCKT pa3BuUTME HOBbIX NaatGopM Ana nposegeHms Bug
Bounty nporpamm, Takmx kak «GitHub Security Lab», koTopble dokycu-
PYHOTCA Ha OTKPbITbIX MCXOAHbIX KOAAX, N obecneveHns nx 6e3onacHoCTU.

311 nnaTdOopMbl NO3BOAAKOT paspaboTumkam 1 ncciesoBaTessiM B3auMo-
[EeVCTBOBaTb HaNPAMYHO, BbIABAATb YA3BMMOCTU B KOAE W Yay4LlaTh OOLLYyHO
6e30MacHOCTb.






B coBpemeHHOM UMGPOBOM MUpPE, TAe TEXHONOTUN CTaHOBATCA HEOTbEMJ/IEMOM YaCTbHO
6u3Heca, rocyAapCcTBEHHbIX MHCTUTYTOB U JINUYHOM >KMU3HW, Yrpo3bl MHGOPMALIMOHHOW
6e3omacHOCTM NpuobpeTaroT BCE BOBLLYHO CIOXHOCTb U MacwTab. OT paHHWX BUPYCOB
 YepBeW A0 COBPEMEHHbBIX YrPO3, OCHOBAHHbIX Ha MCKYCCTBEHHOM MHTeNNEKTe, Knbepa-
TaKy CerofHs UCMoJ/b3ytoT WWMPOKKIA CMEKTP METOAO0B, BKAKOYAs 3KCMayaTaLMo TEXHU-
YECKMX YA3BMMOCTEN N YenoBeyecknin daktop. 15 3aLmTbl OT 3TUX Yrpo3 HEOOXOANMBI
He TOJIbKO NepesoBble TEXHONOTMWN, HO U FPaMOTHOE yrnpaB/ieHe puckamu, obyyeHune
COTPYAHWUKOB W MPOAKTVBHbIN MOAXOA K 6€30MacHOCTW.

COBpeMeHHbIe MHCTPYMEHTbI 3ALAUTDbI

JddekTMBHaA 3amMTa OT yrpo3 MHPOPMaLMOHHOM Be3onacHOCTH TpebyeT BHeApeHUs
KOMMJIEKCHBIX peLleHWI, KOTOpble MOTYT CNPaBAATbCA C MHOTOrpaHHbIMUK aTakamu.
PaccmoTpuM Hamnbonee nonynspHble TEXHONOTMM U X OCOHBEHHOCTU.

XDR (Extended Detection and Response)

pacliMpeHHoe obHapyXeHe N pearmpoBaHne — 3TO peLleHne HOBOTrO MOKONEHMS,

obbegmHsatoLLee BO3MOXHOCTM aHTUBMpYcoB, cuctem EDR (Endpoint Detection and

Response), SIEM (Security Information and Event Management) v ceTeBbIX aHaNu-

3atopoB. OcHoBHOe npeumyllecTBo XDR 3akntouaerca B MHTerpaumnm pasanyHbix

MCTOYHWUKOB A aHHbIX, YTO MO3BO/IAET:

« OO6HapyxuBaTb aTakM Ha YpPOBHE KOHEYHbIX YCTPOWCTB, CeTU 1N obnayHoM
NHPPACTPYKTYpbI;

«  YcKkopsTb NPOLECC aHaNM3a MHLMAEHTOB 3a CYET KOPPeNaLnm cobbITUR;

+ PearvpoBaTtb Ha yrpo3bl B peasibHOM BPEMEHW, MUHUMU3NPYS NMOCNEACTBUSA.

Hanpumep, XDR-cnctembl MOTyT aBTOMaTUUECKM M30IMPOBaTb 3apaXkéHHbIE YCTPOM-

CTBa, NpeAoTBpaLLas pacnpocTtpaHeHne BpegoHocHoro MO. OHM Takxke CnocOobHbI

BbIABAATb CNOXHbIe yrpo3bl, Takne kak APT (Advanced Persistent Threats), 3a CHéET

aHa/nn3a noBeseHYeckx aHoManum.

NGFW (Next-Generation Firewalls): MexceTeBble 3KpaHbl HOBOIO MNOKONEHUS

npeACcTaBAAOT COOOM 3BONOLMIO TPAAULMOHHBIX GaepBOa0B. VX kntoueBble 0CObeH-

HOCTM BKHOYAIOT:

e T[nybokyro nHcnekumto naketos (DPI), NO3BONAIOLLYHO aHaNN3MPOBaTh COAEPXKUMOE
Tpaduka;

e OuabTpauuko NPUNOXKEHUIN N KOHTPOb AOCTyMNa Ha YPOBHE NOJIb30BaTeNeN;

*  VHTerpauuto ¢ cucteMamum npeaoTBpaLLeHmns BTopxkeHun (1PS).

NGFW obecneurBatoT 3aLLmMTy OT LeneBbIX aTaK, Takux Kak 3KCrnayaTaumns ya3BrMMoCTen

B BeH-NPMNOXKEHUAX NN UCMONb30BaHNE BPeAOHOCHOro Tpaduka. Hanpumep, oHu

MoryT 610kupoBatb SQL-HBEKLUM AN MEXCAUTOBBIV CKPUNTUHT (XSS), npesoTspa-

LLas KOMNPOMEeTaLMIO CeEPBEPOB.




DLP (Data Loss Prevention): CucteMbl NpeaoTBPALLEHUS yTeUYeK AAHHbIX

- 3TO TEXHOI0TNK, KOTOPbIE 3aLMLLAIOT KOHPUAEHLIMANIbHYHO MHQOPMALILIO OT YyTeYek.
DLP-pelueHns oTCaexXuBaroT NepemMeLleHre AaHHbIX BHYTPW 1 3a Npesenbl opraHmnsa-
LMK, aHaNM3NPYT cogepknmoe GarinoB 1 coobLLEeHMI, a TakKke BNOKNPYIOT:

+ [lepepauy faHHbIX Yepe3 Hebe3onacHble kaHanbl (Hanpumep, USB-Hakonumenu),
« OTtnpaBky KoprnopaTnBHOWN MHGOPMaLMK Yepes3 IYHble email-akKayHTbl;

» 3arpysKky KoHOuAeHUManbHbIX panaos B NybanyHble obnayHble XpaHUAMLLA.

SIEM (Security Information and Event Management) n SOAR (Security
Orchestration, Automation and Response)

MOMOratoT LLeHTPaNM30BaHHO yNpaBaATb cobbITUAMM 6e3onacHocTn. SIEM-cuctemel
cobnpatoT N0rM € PasANYHbIX YCTPOWCTB, aHaIM3MPYHOT UX B peaNbHOM BPEMEHMU
Y BbIABAAIOT YrpO3bl Ha OCHOBe Koppensaumu gaHHbix. SOAR gobaBiseT BO3MOXHOCTb
aBTOMaTU3aLMn pearmpoBaHna Ha MHLMAEHTbI, YTO:

*  Yckopsert ycTpaHeHue yrpos;

»  CHwKaeT Harpysky Ha crneumannctos no 6esonacHocTy;

s  Yaydwaer JOKyMEHTMPOBaHMeE NpoLeccoB A/a ayamnTa.

PekomMeHaAuuMM ang noBbILLEHUS YCTOMYNBOCTM:

HapsAy C BHEAPEHNEM TEXHOJIOMMIA, BaXKHO CNeA0BaTh CTpaTeErmyeckum pekoMeHaaLm-
AM ans obecneveHns KOMNAEKCHOW 6e3onacHoCTU. Huxke npeacTaBaeHbl KNKOYEBbIE
Mepbl:

MpuHUKUN «Hynesoro gosepusa» (Zero Trust)

- 3TOT NOAXOZ, NpeAnoaaraeT, YTo HUKaKMe NoNb3oBaTeNu, YyCTPOMCTBA UM CUCTEMBI

He 3aC/Iy>KMBAOT JOBEPUS MO YMOYAHUIO, AaXe eCN OHU HaXOAATCA BHYTPW KOpMo-

paTMBHON ceTu. Peannzauunsa Zero Trust BKIKOYaET:

« Crporyto ayTeHTMUKALMIO 1 aBTOPU3ALLUIO AS BCEX AEUCTBUI;

« CermMeHTMpoOBaHMe CeTU ANS OrpaHUYEHUs TOPU3OHTaNbHOTO NepemeLLeHuns
aTaKyoLux;

¢ TOCTOAHHBIN MOHUTOPUHF aKTUBHOCTW MOIb30BaTENEN U YCTPOMCTB.

MHorodakTopHasa ayteHTudpukaums (MFA)

- UCNOAb30BaHWe AByX Uan Honee GakTOPOB AN MOATBEPXKAEHNA NMUYHOCTM CHUXKaeT
pUCK KOMMpOMeTaLum y4€THbIX 3anmcein. MFA gonxHa 6biTb 0653aTeibHON Ans JOCTY-
na K KpUTUYECKUM cucTeMaM 1 cepBrcam.



PerynspHoe o6HOBNEeHME NPOrpaMMHOro oé6ecneyeHus

- Naty-MeHea>KMEHT UrpaeT KJIK4YeByro PpOab B NpejoTBpalleHnn atak, OCHOBaHHbIX
Ha 3KcnayaTaunm n3BeCTHbIX yFIBBI/IMOCTel‘/’I. PerynﬂpHoe obHoBEHNE onepaynoHHbIX
cncTem, I'IpI/IﬂO)KeHI/IVI 7 O60py,£l,OBaHI/1ﬂ - 3an0r MUHUMU3aUUn PpUCKOB.

CermeHTauua cetu

- pa3geneHvie KOPNOPaATUBHOMN CETU Ha M30MPOBAHHbIE CETMEHTbI 3aTPYAHAET pacnpo-
cTpaHeHwue yrpos. Hanpumep, loT-ycTponcTea J0MKHbI 6bITb U30AMPOBaHbI OT OCHOB-
HOW KOPNOPaTUBHOM MHPPACTPYKTYpbI.

PesepBHOe KONMpPoOBAHUE AAHHBIX

- co3jaHue perynsapHbIX Pe3epBHbIX KOMUA KPUTUYECKM BaXKHbIX AaHHbIX MOMOraet
BOCCTaHOBWUTb CUCTEMbI MOC/IE aTak BbiMoratenen (Ransomware) v pyrux MHUNAEHTOB.
BaXkHO XpaHWTb pe3epBHble KOMWU B M30JMPOBAHHbIX Cpesax.

O6yuyeHune coTpyaHUKOB

- YenoBeyecknin GakTop OCTaéTcs OAHOW M3 rNaBHbIX NMPUYMH YCNeLHbIX KnbepaTak.
PerynapHoe obyuyeHve nepcoHana ocHoBaM knbepbe3onacHOCTH, BKAtOYas pacmnos-
HaBaHve QULIMHIOBbLIX MUCEM U NMPUMEHEHME NPUHLMMOB KNOEeprurneHsl, CHUXaeT
BEPOATHOCTb MHLNAEHTOB.

KnéepyuyeHus n TeCTMpoBaHMe Ha NPOHUKHOBEHUE

- NpoBejeHne peryaspHbIX yYeHU NoMoraeT OLEeHUTb TOTOBHOCTb COTPYAHWKOB
N TEXHONIOTUI K OTPaXKeHWo aTak. TeCTMpoBaHMe Ha MPOHUKHOBEHWE BbIiBAAET clabble
MecTa B 3aLLu1Te 40 TOro, Kak UMW BOCMOb3YHOTCA 3/10YMbILLIEHHWKM.

Ayaut 6e3onacHocTu Ha ocHose CIS Benchmarks

- UCNoNb30BaHWe pekomeHaaumi LieHtpa VHTepHeT-6e30nacHoctn (CIS Benchmarks)
No3BOJIAET:

«  ONTMMU3MPOBATb HACTPOMKWN CUCTEM;

*  YCTpaHWUTb NOTEHLMaNbHbIe YA3BUMOCTY;

« CooTBETCTBOBaTb MEXAYHapPOAHbIM CTaHAapTam 6e30nacHoOCTy.



KnéepnonuroHbl: passutme TEXHONOMMN U PEeasIMCTUYHOE MOAENMPOBAHME
UHPPACTPYKTYP

CoBpeMeHHble KnbepnoanroHbsl NPeAcTaBaAAOT COOOM MHHOBALIMOHHbIE MAaTGOPMbI,
CO3/aHHbIe A1 UMUTALMKN CIOXHbIX CLieHapreB Knbeparak B YCI0BUAX, MaKCVManbHO
NPUBANKEHHBIX K peanbHOW MHPpacTpykType. OHM NMpeaoCTaBAAOT YHUKaNbHYHO
BO3MOXHOCTb MOZenMpoBaTb paboTy KpUTUYECKN BaXKHbIX 06beKTOB MHGOPMaLM-
OoHHoWN nHPpactpykTypbl (KBOUKW) n ACY TI1. Takon noaxod NO3BOASET UCCAEAO0-
BaTb YA3BMMOCTW, TECTUPOBATb 3aLLUTHbIE MEpPbI 1 MOBbIWAaTb YPOBEHb MOArOTOBKM
Cneumnanmncros.
Ocoboe BHMMaHWe yaenaeTca CO3aHnio CLLeHapueB, KOTOPble OTPaXkatoT akTyasibHble
Yyrpo3bl ANA MPOMBbILNEHHOCTW, SHEPreTuKY, TPaHCnopTa 1 Apyrux CEKTOPOB, KPUTK-
yeckun 3aBucAwmx ot UT-cuctem. KnbepnoamroHbl No3BoAstoT:
* [powurpbiBatb atakn Ha SCADA-cucTembl, PLC-KOHTpOANEepb! 1 Apyrue KatoyeBble
3/1eMEeHTbl HPPACTPYKTYPbI;
« [lpoBepATb 3GPEKTUBHOCTb CPEACTB 3alLMTbI, TakMX Kak CMCTEMbl OBHapy>XXeHWs
BTOP>KEHWI, CErMeHTaLuaA CeTU 1 pe3epBMPOBaHNE JaHHbIX;
+ [logroTtaBamBatb CNeLMaNnCToOB K pearmpoBaHNIO Ha peasibHble MHLMAEHTbI, BKJIO-
Yaa yCTpaHeHWe NoCNeACTBUMA N BOCCTaHOB/IEHME PaboTOCNOCOBHOCTH CUCTEM.
Cnpoc Ha kMbepnosnroHbl pacTéT, YTo CTUMYAMpPYeT nx passuTue. byayuiee atoro
HanpaB/IeHNA CBA3aHO C UHTErpaLunein TEXHONOT NN MCKYCCTBEHHOTO UHTENNeKTa, KOTO-
pble MOMOryT aBTOMaTM3MpPOBaTb reHepaLumio CNOXHbIX CLLeHapueB aTtak 1 aHaansu-
poBaTb pe3ynbTaTbl. Pa3BuTre 061a4HbIX TEXHONOTMMI TakKe CNOCOBCTBYET CO3AaHMI0
AOCTYMHBIX U MacwTabupyembix BUPTyabHbIX MOJNTOHOB, UTO pacLUMpPSAET UX NpuMe-
HeHune B 0ByYeHUN 1 TECTUPOBAHUWN Ha HaLMOHANbHOM U MeXAyHapOAHOM YPOBHSX.

Heo6xopgmmocTb BHepgpeHuns SOAR 1 UCKYCCTBEHHOIO MHTENNEKTA B NpoLec-
Cbl PEArMpoOBAHUSA HA UHLUOEHTbI

CoBpeMeHHble KnbepaTtakm TpebytoT OT OpraHun3aLLmMii onepaTMBHOrO N KOMMMJIEKCHOTO
pearnpoBaHus. B 3Ton cBA3mn ncnosb3obaHne cucteM SOAR CTaHOBUTCS HEOTHEMIEMON
yacTbto 3dPekTMBHOro ynpasneHuns 6esonacHoctbto. SOAR no3BosseT aBToMaTm-
3MpoBaTb PYTUHHbIE MPOLLECChl, TakMe Kak cbop nHdopmaummn, aHaan3 NHUMAEH-
TOB M NepBUYHOE pearnpoBaHne. ITO MOMOraeT 3HaUMUTENbHO CHU3UTb Harpysky
Ha CneLyvanncToB, MUHMMM3NPOBATb BPEMS peakLiMn 1 MOBbICUTb TOYHOCTb 06PaboTKM
yrpo3. Hanpumep, SOAR-cuctembl MOryT aBTOMaTUYeCKN N30AMPOBaTb CKOMMPOMe-
TUPOBAHHbIE YCTPOWMCTBA, 3ab10KMpPOBaTb NOA03pUTENbHbIE IP-agpeca 1 yBesOMUTb
OTBETCTBEHHbIX /UL, O Pa3BUTUM CUTyaLIUN.

MNMomnmo aBtomatm3aunmn, SOAR cnocobcTByeT cTaHAapTU3aL My NPoLEeccoB pearu-
pOBaHMA. 3TO 0COHEHHO BaXKHO AN KPYMHbIX OpraHv3aLmm, rae Heobxoanmo corna-
COBbIBATb AENCTBUA MEXAY pa3HbIMU oTAaenamu u dunananamun. BHegpeHune Takumx
CUCTEM He TOJIbKO MOBbILIAET ONepaTMBHOCTb, HO U obecneyusaem NPO3pPayYHOCTb
N AOKYMEHTUPOBaHME BCEX 3TAMNOB pearnpoBaHus, YTO YNpOLLAEeT ayAuT U AaslbHENLLYHO
OnNTUMM3aLUIO.



Ponb MCKYCCTBEHHOIO MHTENNEKTA B PEArMpoOBAHUM HA YrPO3bl

N y>ce akTMBHO MCMOAb3yeTca Ana aHannsa 60ablnX 0O BEMOB AaHHbIX, YTO Aenaet
€ro He3aMeHVMbIM MHCTPYMEHTOM B 6opbbe ¢ knbepatakamu. COBpeMeHHbIe CUCTEMBI
Ha 6a3e NI cnocobHbl B peasibHOM BPeMEHW BbIIBAATb aHOMaIMN B MOBEAEHNN MOJb-
30BaTenen 1 yCTPONCTB, MPesckasbliBaTb BO3MOXHbIE CLLeHapUn aTak 1 peKkoOMeHA0BaThb
Hanbonee 3¢ddekTMBHbIE Mepbl pearnposaHua. Hanpumep, aaroputMbl MalLMHHOIO
06yyeHns NO3BONAIOT HbICTPEE N TOUHEE ONPeAeNnsTb Yyrpo3bl, Takne Kak MPOABMHYTbIE
aTaku Tvna APT, KOTOpble CI0XKHO 0B6HaPY>XUTb TPaANLMOHHBIMU METOAAMM.

Kpome Toro, M cnocobeH agantmpoBaTbCA K HOBbIM BMAAM Yrpo3, YTO 0COHEHHO
aKTyaNbHO B YCNOBUAX CTPEMUTENBHOIO NOABAEHNA HOBbIX TEXHWUK B3/10Ma. VIHTerpaums
N B SOAR-crcTEMbI MO3BONIAET CO3AaTb MMOKYHO U BbICOKOIPdEKTUBHYHO MHPpPACTPYK-
TYpy 3aLnTbl, CNOCOBHYIO pearnpoBaTb Ha BbI3OBbI ByAyLLero.

KoHTponb UU: Heo6xoguMoCTb aTTecTaumm u NpoBepku Mogenen

C pa3sutmem texHonornin I Bcé 6onblue 3agau B chepe knbepbesonacHOCTM aBTO-

MaTU3NPYHOTCA, OJHAKO 3TO CO34aET HOBble pUCKU. Vicnosiblyemble mogenn VA camm

MOTYT CTaTb MULLEHbIO ANA aTaK, HanpuMep, NyTéM BHEAPEHNA BPEJOHOCHbIX AaHHbIX

B obyuatoLme BbIOOPKM MAKN IKCMTyaTaLum ya3BMMOCTEN B aaroputMax. B aton casum

0Cobyto BaxHOCTb NpuobpeTtaeTt aTTectaumns n nposepka NN-mogenein. KoHTponb

NI gon>xkeH BkarOYaTh:

«  OueHKy Hafé>XHOCTM N TOYHOCTU aNrOPMUTMOB, YTODObI NPeAOTBPaTUTL OLIMOKY,
KOTOpble MOTYT MPUBECTM K MPOMYCKY Yrpos.

« TecTupoBaHMe Ha YCTOMYMBOCTb K Pa3MYHbIM TUMaM atak, TakvM Kak 3KCrJyaTa-
LnA yA3BMMOCTEN AN MaHUMYAALUN BXOAHBIMU AAHHbBIMMW.

« PerynspHbIn ayant npoueccoB pabotbl MW, utobbl MCKAHOUNTL PUCKM, CBS3aHHbIE
C HEKOPpPEeKTHOM 06paboTKOM AaHHbIX AW NPEAB3ATOCTbIO aArOPUTMOB.

Ha ypoBHe rocysapcTBeHHbIX U KOPNOPaTMBHbIX CTaHAAPTOB ciedyeT pa3paboTaTb

pernameHTbl, obecneunsatowme 6ezonacHoCTb NpumeHeHnsa MW, 3to Bkatovaet 0b4-

3aTesIbHyH0 cepTUdMKALMIO MOZENeN 1 perynspHoe TeCTUpOoBaHWe MX Ha COOTBETCTBUE

yCTaHOBJ/IEHHbIM TpeboBaHMAM. Takon NOAXOZ MO3BOINT He TOIbKO MOBbLICUTL JOBEpUE

K TEXHONOTUAM, HO U MUHUMW3MPOBATb PUCKK, CBA3AHHbIE C X UCMOb30OBaHNEM.

byaoywee NN n SOAR B kn6ep6e30nacHoOCTH

- couyeTaHume Bo3moxxHocTe SOAR 1 VI oTKpbiBaeT HOBblE TOPU3OHTbI A5 Mpoak-
TUBHOW 3awWwnTbl. Hanpumep, B 6amaniine roabl OXMAAETCA MHTErpaLma TEXHONOT NI
reHepatueHoro VIV ans mozennpoBaHMa NOTEHLMaNbHbIX aTak U pa3paboTku cTpa-
TErvm 1x NpesoTBpaLleHma. ITO NO3BOAUT OpraHn3aLmaM He TOIbKO pearmpoBaTb
Ha MHUWAEHTbI, HO 1 NpeayrajbiBaTh MX, YTO KapAMHaNbHO MEHAET NoAxo4 K obecne-
YyeHMo 6e30MnacHOCTW.









ATAKU HA TOCYOAPCTBEHHBIE U KOPIMOPATUBHbBIE CUCTEMDI

3a nocnegHue aBa roga B KasaxcraHe Habarogancs pocT umcna knbeparak
Ha pa3/InYHble CEKTOPbI SKOHOMMKM.

Cpedu Haubosree nocmpadasuwiux MOXHO 8bl0eaUMs:.

«  CMW - 19% ot obuero uncna atak, ¢ Hoabpa 2023 roga He3aBMCKMble
kasaxctaHckme CMW noaseprance cepum DDoS-atak, 3aTpOHYBLUMX
Kak MMHVMMYM €BATb U3AaHUA N aKKayHTbl HECKONbKMX XXYPHaANCTOB
B MECCeHZKepax 1 COLMaNbHbIX CETAX (ucmouruk: PT Security);

*  roCyAapCTBeHHble yupexaeHus - 12% atak, NpuBeaLwnX K yTeyke KOH-
duaeHUManbHOM MHOPMaLMK U HapyLEHUO paboTbl MHOPMaLM-
OHHbIX CUCTEM;

* (dunHaHcoBble opraHm3auum - 12% atak, B Uncie KOTOPbIX Kpaxka AaH-
HbIX N AEHEXHbIX CPEeACTB;

e coumanbHaa nHxeHepusa - B AHBape 2024 rosa B KasaxctaHe 6b110
3apukcmpoBaHo noutn 600 PULLIMHIOBLIX atak (ucmouHuk: Khabar).
OUWNHT 1 LeneBble aTakn Yepes NEKTPOHHYH NOUTY U MeCCeHaXKe-
pbl HAbMPAKOT NONYAAPHOCTb, UTO YBEANYMBAET PUCK KOMMPOMETaLUm
nonb3oBaTenen.

OaHUMM 13 Hambosiee PacnNpPOCTPaHEHHbIX U pa3pyLMTeNbHbIX BUAOB
knbepaTtak, HanpaB/eHHbIX Ha HapylweHne paboTbl ceTen, Beb-can-
TOB W OHNAWH-cepBucoB, ocTatotca DDoS-ataku (Distributed Denial
of Service).

Ecnn paHee OCHOBHOW Lie/IbiO TakMx aTak bblna neperpyska cepsepoB
W CeTel C Le/bio BPEMEHHOTO OTK/IKOUYEHUS Pecypca, TO CErofHs Kubep-
MPECTYMHUKN NCMOb3YHOT UX KaK MHCTPYMEHT LLIAHTaXa, OTBJeYEHNs BHU-
MaHWs OT APYrMX aTak UAWN Kak YacTb reonoIMTUYECKMX KOHGIMKTOB.

B 2024 roay oHun coctaBuan 64% ot obLiero koanuyecrsa atak
ANA rocypapcrBeHHoro cektopa n 17% - pna puHaHcoBoroO.

CoBpeMeHHble TeHAEHLUNK, Takme Kak pa3BuTue VIHTepHeTa Bewen (loT),
061aUHbIX TEXHOIOTUI N YCNOXHEHWE LMbPOBON MHPPACTPYKTypbl CMO-
COBCTBYHOT NOBbILLIEHWIO AOCTYNMHOCTU MHCTPYMeHTOB Ans DDoS-atak. 31u
ataku ctanm 6onee MaclwTabHbIMW, CNOXHBIMW U LieeHanpaBAEeHHbIMY,
nopaxas He TONbKO BM3HEeC, HO N KPUTUYECKN BaXXHYH MHOPACTPYKTY-
py: rocyAapCcTBeHHble NopTaibl, MeANLIMHCKME CUCTEMbl U GUHAHCOBbIE
yupexaeHus.



MporHo3 Ha 2025 ropg

« [MporHo3unpyeTca fanbHEULWNA POCT Ymcaa atak, B Tom ymncie DDoS-
aTak Ha rocyapCTBeHHble W KOPNoOpaTUBHble MHPOPMALMOHHbIE
CUCTeMbI, YTO CBA3AHO C aKTUBHOW LMdPOBU3aLIMEN U yBENNUYEHNEM
ymMcna ToYeK AOCTyNa K KPUTUUYECKM BaXKHbIM CUCTEMAM.

* Bce 6onee pacnpocTtpaHeHHbIMK ByyT CTAaHOBUTLCA aTaky Ha Lienoy-
k1 nocraBok. OTCyTCTBME B 3akoHOZaTenbcTBe KasaxcraHa TpeboBaHuin
K ypoBHIO obecneyeHns MHPopMaLMOHHON He3onacHOCTM NocTaB-
LWMKOB YCNYr CO34aeT YC/NOBUA A/A PacnpoCTpaHeHMA BPELOHOCHO-
ro MO cpean KAMEHTOB 1 MaPTHEPOB, Ha KOTOPbIX PacnpOCTPaHAITCA
EavHble TpeboBaHMA, yTBEpXXAeHHbIe NOCTaHOBAeHWeM lNpaBuTenbCTBa

PK.

+ PacwmpeHune chepbl ncnonbzoBaHna LMEGPOBLIX BaAtOT U GUHAHCO-
BbIX TEXHONOTNIN CO3/a€T JONONHUTENbHbIE TOUKM YA3BUMOCTU, YTO
MOBbILWAET NpMBEKaTe/IbHOCTb PUHAHCOBOrO CEKTOpa ANA 3/10yMbILL -

JIEHHNKOB.

«  Oxwugaetca ncnonb3oBaHne 6oaee N30LPEHHbIX METOL0B COLMANBHON
NHXXEHEPUM N POCT UNCA MOLLEHHUYECKMX CXEM, HanNpUMep, Takmx Kak
«MaMOHT», KOTAa 3N10YMbILUNEHHWNKM UCMONb3YHOT MOAMEHY peanbHbIX
AAHHbIX A8 NonyyYeHns GUHAHCOBOM BbITOAbI.

MOBWJIbHbIE YTPO3bl

lNporHo3 Ha 2025 ropg

MPUOPUTETHOW LieNblo A8 3N10YMbILLEHHUKOB CTaHOBATCH MOBUAbHbIE
yCTPOWCTBa, OCO6EHHO B GUHAHCOBOM CEKTOpE.

BaHKOBCKME MPWUAOXEHMA: yBeAMYMBAETCA KOJAMYECTBO aTtak
Ha MO6U/IbHble HaHKOBCKME NPUNOXKEHWS, HaNPaBAEHHbIX Ha XULLIEHME
MONb30BaTENbCKMX JaHHbIX 1 GUHAHCOBbLIX CPeACTB. B kavecTBe 3aLu-
Tbl BCE Yallie BHeAPAOTCA BMOMeTprYeckme CUCTEMbI MAEHTUdMKALIMM,
OAHAaKO OTCYTCTBME CTAaHAAPTOB CHMXKAET UX HaAEXHOCTb N YCTONYN-
BOCTb K 06x0ay. [1epcneKkTMBHbIM pelleHVeM ABAETCA NpYMeHeHne
TEXHOJIOTUW MOATBEPXAEHUA «KMBOro pasyma» (liveness detection),
TpebyroLwmx ANHaAMUYECKMX AeNCTBMI, TakUX Kak MOpraHue nam noBo-
POT ronoBbl. Takne CUCTeMbI 3aTPYAHAOT UCMOb30BaHWe MOAAEN0K
M NOBbILIAOT YPOBEHb 3aLLUMUTbl MOBUIBHBIX MPUNOXKEHWNA.
Android-yctpowcTea: BO BTOpom nonyroaunn 2024 roaa Havbosee pac-
NPOCTPaHEeHHOW Yrpo30i KPaXkn AaHHbIX CTana BPeAOHOCHas Nporpam-
Ma Formbook (ucmouruk: ESET).

PocT uncna atak Ha MOHUIbHbIE MNAATGOPMbI 3NEKTPOHHbIX NiaTexemn
1 6aHKOBCKME NMPUIOXKEHMS.

yBennueHune umcna BpeLOHOCHbIX MPOrpaMM, HanpaBAeHHbIX Ha B3/1IOM
Android.



YrPO3bl AJ19 KPUTUYECKOW UHOPACTPYKTYPbI

lMporHos3 Ha 2025 rop

MwuweHbto ana KnbepaTak CTaHOBUTCA KpUTMUYeckasa MHPpPaCTPyKTypa,

BK/IFOYas 3HepreTKy 1 TpaHCnopT. Tak, 3a NpoweAwnin rog beiam pea-

NIN30BaHbI LieNeBble aTaky Ha SHEpPreTUYecKuii CeKTop, CUNOBbIe CTPYK-

TYpbl, FOCyjapCTBEHHbIE OpraHbl, B TOM YMCAe U Ha OMepaTopoOB CBA3W.

YA3BMMOCTU B CMCTEMAX aBTOMATU3NPOBAHHOIO yrpaBaeHNAa TEXHOAOIM-

YeCcKMMM npoLieccaMmy NPUBOAAT K cboaM B paboTe KpUtnyeckon nHppa-

CTPYKTYpbI:

« DHepreTuKa: aTaku Ha SHepreTnyeckme CMCTeMbl MOTYT Bbl3BaTb Mepe-
601 B MOCTaBKe 3HEPrnmn, UTO HEraTMBHO CKaXeTCA Ha 3KOHOMWUKe
1 6e3onacHoOCTL.

« TpaHcnopT: knbepartaku Ha TPAHCMOPTHbIE CUCTEMbI MOTYT HapyLUUTb
NOTUCTVKY 1 MepeABUKEeHNe, CO3AaBas XaoC M MPOBOLMPYSA SKOHOMM-
yeckue notepu.

MHorouncneHHble loT-ycTporcTBa, BKAKOYas MPOMBILLIEHHbIE, XapaKTepu-

3ytoTcs cnabowt 3almUTON, UTO AenaeT Ux NpuBaeKaTeNbHbIMU LienamMmn ans

3M10yMblLlNEHHNKOB. Hanpumep, 60THeT Mirai, NCMoAb3yoWwmnin ya3BMMO-
ctv B loT-ycTporcTBax AN CO3AaHMA MacCoBbIX aTak, Obln 3agecTBOBaH

B 2024 roay ana opraHu3aunn DDoS-atakm Ha TeeKOMMYHMKaALMOHHYHO

KOMMaHWHo.

« [porHo3upyeTca ycuneHuve atak nocpeacTsom loT-ycTponcTBa B Npo-
MbILLNEHHOCTU U 3HepreTuke. KpomMe TOoro, oXxmngaercs pocT uncaa atak
Ha loT-yCcTpoMCTBa Kak TOUKM BXOAa B KOPNOPATUBHbIE CETU.

e C 60nbLUON AONEN BEPOATHOCTU MOXHO OXMAATb 3HAUNTENBHOIO POCTa
aKTMBHOCTM APT-rpynnupoBOK, CNeLmanm3npyroLLnXca Ha knbepinum-
OHaXe, poCTa KO/IMYeCTBa LieIeBblX aTak Ha SHepPreTMyYecknin CeKTop.

NESUHPOPMALINUA U ATAKU HA COLUUNATIbHBIE CETU

lMporHo3 Ha 2025 rop

+ PacnpocTtpaHeHune ¢erkoB: ncnoab3oBaHne GenKoBbIX akKayHTOB,
deepfake-koHTeHTa 1 NoaAeNbHbIX HOBOCTEN A1 MaHWUMYAALMMN OOLLie-
CTBEHHbIM MHEHMEM.

« CoumanbHble ceTu Kak MHCTPYMEHT: 3/10yMbILUNEHHUKN UCMONb3YHOT
couceTn Ana GULLMHTa U PacnpoCTPaHeHWA BPeJOHOCHbIX CCbINOK.

+ AsTOMaTtu3auus gesnHbopmauun: ncnoablosaHne W ana nposege-
HWS MacCLITabHbIX KAMMAHWIN MO PacipPOCTPaHEHNIO NIOXKHOW UHPOP-
Maumun.

* YcuneHue atak Ha KpynHble naatdopmbl Ana caboTtaxa paboTbl nan
KpaXkvt fJaHHbIX.



SBOJTIIOUNA KUBEPYTPO3

MporHo3 Ha 2025 ropg

YTEYKA OAHHBIX

lMporHo3 Ha 2025 rop

B nocnegHee Bpems HabaroAaeTca yCTONUMBBIN TPEHJ, Ha YCIOXHEHNE
METOZOB aTaK. 3/10yMbILUNEHHWUKN aKTUBHO MCMOb3YHOT CKPbITHbIE TEXHM-
KW, BKNKOYana HeBUAMMble 63ka0pbl, 0b61auHble naatGopmbl A8 ynpasie-
HVA aTakaMy 1 COLMaNbHYH MHXEHEPUIO, YTO NMO3BOJIAET MM OCTaBaTbCA
He3amMeYeHHbIMW ANNTeNbHOE BPEMSA U AenlaeT X obHapy>KeHve cTaHaapT-
HbIMU CPEeACTBaMMW 3aLUMUTbI KParHe CI0OXKHbIM. ITU rpynnbl LeaeHanpas-
NeHHO aTaKyoT rocyAapCTBEHHbIe CTPYKTYPbI, CNELCNyX0bl, KpUTUYECKH
BaXKHble CUCTEMbI M MOCTABLLMKOB YCAYr, YTOObl NOAYUUTb JOCTYMN K KOH-
dnaeHumanbHbiM AaHHbIM. Knbepyrposbl YCAOXHAOTCA 3a CYET BHeape-
HVA COBPEMEHHbIX TEXHOOTMI, YTO TpebyeT Honee NPOABUHYTLIX METO-
A,0B MPOTNBOAENCTBUSA:
*  VcKycCTBEHHbBIN MHTENNEKT U MaLIMHHOE OByYeHMe: 310YMbILLIEHHNKN
npumenstoT VI ana cosgaHma agantmBHoro spegoHocHoro [M0O.
« Deepfake: ncnonbsyrorca gns pacnpoctpaHeHusa gesnHbopmaumnm
M MaHWMyAAUUN OBLLECTBEHHBIM MHEHUEM.
*  YA3BMMOCTM HYNEBOTO AHA: OCTAOTCA Cepbe3HOM NpobaemMon, No3Bo-
NAR aTaKyoWMM NPOHMKaTb B CUCTEMBI A0 BbiMycka OOHOBAEHWI 6e3-
OMacHoOCTK.

« AxtmBuM3aumsa ncnosabsosaHua NN B kmbepatakax notpebyet paspa-
60TKM HOBbIX METOZOB 3aLLMTHI.

« Pactywyto yrposy byayt npeacraante TexHosnormm Deepfake, Tpebys
Pa3BUTMA CPEACTB AN X OOHapy>XeHWS.

*  O®uHaHcoBbIn cekTop: B 2024 rogy ofHa 13 Ka3axCTaHCKMX GUHAHCOBbIX
opraHv3auuin notepsana gaHHble 50 TbICAY KAMEHTOB M3-3a YA3BMMOCTU
B MOOMABHOM MPUAOXKEHUN.

« [ocypsapcTBeHHble CUCTEMBI: yTeuka KOHQUAEHUMaNbHOW MHPOPMaLIMM
N3 TOCCTPYKTYP HeceT yrpo3y HaumoHanbHOW 6e3onacHocTu. B ceH-
TAbpe 3TOro roga akcnepTbl No knbepbesonacHOCTM oTMeYanu, YTo
KasaxcraH oka3anca Ha BTOpomM mecTe cpean ctpaH CHI no uncay yno-
MWHaHM MoweHHuKamun B DarkNet. A gaHHble rpaxzaaH npogaroTcs
no ueHe ot 100$ go 50 000$.

» Pocr atak yepes API: yA3BMMOCTM B MPUIOXKEHUAX CTAHYT KJIHOUYEBLIM
KaHaioM A/if YTeUKM JaHHbIX.

* LleneBble aTakv Ha KpymnHble OpraHM3aummn ¢ 60bWNMN MaccBaMm
NepCcoHabHbIX JaHHbIX.



TEXHONOINYECKUE YTPO3bl

MPOIrHO3 HA 2025 roa

A3bIkn NporpaMmmupoBaHms, Takne kak C++ 1 Go, akTUBHO MCMOAb3YHOTCA
ANA CO3aHNA CNOXKHBIX BPEJOHOCHBIX MPOrpamm, BKIKOYasa PYTKUTbI U 3KC-
NAONTbI ANS APaBEPOB.

AKTMBHOE WUCMO/Ib30BaHWe ysA3BMMOCTEN ApanBepoB Ana obxosa
CUCTEM 3aLUThbl.

Pa3paboTka 6onee CNoXHbIX aTak C UCMO/Ib30BAHMEM 3TUX A3bIKOB MPO-
rpaMMMUPOBaHMSL.

MEPbI MPOTUBOLAENCTBUSA

3AKJTFOMEHUE

PasButne knbepobpaszoBaHuA: MOBbILEHNE OCBEAOMJIEHHOCTU
O COBPEeMEHHbIX Knbepyrposax.

[NepenoBble TEXHONOMMM 3alUTbI: Ucnonb3osaHne VIV 1 mawmHHOro
0byueHus ana obHapyXXeHUs Yrpo3 B PeXNMe peasibHOro BPEMEHM.
MexayHapoAHOe COTPYAHUYECTBO: yyacTue B rnobanbHbIX MHULMATU-
Bax 1 OOMEH OMbITOM.

Be3zonacHocTb |0T: cTaHAapThl AN8 NOAKAKOUYEHHbIX YCTPOWUCTB.
KoHTpoab Lenoyek noctaBok: ob6s3aTesibHble ayAnTbl 6€30MacHOCTM
MOCTaBLLMKOB, a TakXXe 3aKOHOAaTe/IbHOe 3akpenieHne ob6s3aTebcTBa
AN NOCTaBLUMKOB YCAyr cybbekTaM rocyapCTBEHHOIO M KBa3Urocy-
LAPCTBEHHOTO CEKTOPOB BbIMO/NHATL TpeboBaHMA No obecneveHno
MHPOPMaLMOHHON 6€30MacHOCTM B COOTBETCTBUMN C YTBEPXKAEHHBIMMU
HOpMaMMU.

MporHosbl Ha 2025 rog ykasbiBatOT Ha yBeNMUYEHNEe Yncna U CA0XKHOCTU
knbepyrpos, uto ankTyeT ana KazaxcraHa HeO6XoANMMOCTb:

Pa3BMTMSA HaLMOHANbHOW MHOPACTPYKTYpPbI KnbepbesonacHoCTH.
MoBbllweHMs kBaandMKaLUm CneumnannctoB B obaact nHpopmaum-
OHHOW 6e30MacHOCTU.

BHeApeHWs nepeaoBbiX TEXHOOTNI 418 OBHapPYXXeHUs 1 NpesoTBpa-
LLIeHMA aTaK.

YcuneHus 3aKOHOAATENbHbIX U PEFYAATOPHbLIX MEXaHM3MOB 3aLUThl
KPUTUUECKOW MHOPACTPYKTYpbI.

KomnnekcHbI noaxoa K knbepbe3onacHOCTH CTaHET KtoUeBbIM GakToOpoM
YCTOMUYMBOCTU K COBPEMEHHBIM BbI30BaM W1 MO3BOINT NOBLICUTL 3D DEKTUB-
HOCTb 3aLLMTbl HaLMOHaNbHbIX MHTEpecoB Ka3axcTaHa.






B pamkax peannsauuu HaLMOHaAbLHOW CTpaTerMmn no ykpenaeHuno Lndposoin besonac-
HOCTU 1 pa3BuTuio nHdopmaumoHHon KynbTypbl KHB PK, KB MUPWATT PK n AO «TC»
aKTUBHO BHEAPAIOT NOAXOAb! ANA MOBbILLEHNSA YPOBHA 3aLUULLEHHOCTU roCyAapCTBEH-
HbIX MHPOPMALMOHHbBIX CUCTEM M PECYPCOB, a TakXke OCBeAOMIEHHOCTN OpraHn3auni
O COBpPEMEHHbIX yrpo3ax MHGopMaLMoHHON He3onacHoCTu.

OAHUM M3 KAHOUEBbIX MEPOMPUATUNA B 3TOM HanpaB/Je€HUMN CTa-
no ¢opmupoBaHue Peectpa kubepyueHni ana KazaxcTraHCKUX
opraHu3auui, BKAOUYaa rocygapcrBeHHblie opraHbl Pecnybamkm
KaszaxcTtaH, MeCTHble UCMOJIHUTE/IbHbIE OpPraHbl U OpraHM3auuu
KBa3UrocyaapCcTBEHHOIO CEKTOpa.

OCHOBHAA LLEN1b MPOBEAEHUA KUBEPYYEHWIA B 2024 TOAY

Monynapusaumsa mep «kmbeprurmeHbl» 1 pas3suTme KyabTypbl MHGOPMALIMOHHOW be3-
OMacHOCTU B rOCYAAPCTBEHHbIX CTPYKTypax v opraHusaumsax. Jna AoOCTMXEHUA 3Ton
Lenav MeponpuAaTna Bblin opraHnM3oBaHbl B ABa 3Tana.

Ha nepsom smane y4acTHUKWM MPOXOAWAN MPOBEPKY
Ha NOABEPXEHHOCTb «PULLNHIY». ITO BKIAHOYANO Npak-
TMYyeckoe TeCTUPOBaHWE C MUCMOJb30BaHMEM UMUTaLMMU
PULIMHTOBbIX aTak: Pacchbliika 3N1eKTPOHHbIX MNCEM CO CCbil-
KaMWn Ha noaAenbHble pecypcbl AV BPejOHOCHbIe paui-
Nbl. Pe3ynbTaTbl NO3BONAIN OLLEHWTb, HACKOJbKO COTPYAHM-
K1 opraHv3aumi cnocobHbl pacno3HaTb W MNpeAoTBPaTUTb
Takue yrposbi.

Ha emopom smane peanvn3oBbiBanca TeopeTnyeckmin oby-

YaroLmi Kypc. Jlekumm oxBaTtbiBain KOYEBbIE TEMbI.

»  OcHOBHble acnekTbl UHPOPMALMOHHON He3onacHOCTK.

* AHann3 oCHOBHbIX BEKTOPOB aTak Ha KasaxcTtaH.

* AkTyanbHble BOMPOChI 1 NpakTuku B obnactn Mb.

« Pa3bop npoBeaeHHbIX KNOEPYUEHUI U PEKOMEHAALIUN
MO YAYYLIEHWIO 3aLUUTbI.

Ntoramu ctanv 36 npoBegeHHbIX NpakTUYeckux knbepyueHuii u 41 nekums, Hanpas-
JIeHHble Ha NOBbILLIEHNE OCBEAOMAEHHOCTN COTPYAHMNKOB, YKPenieHne 3HaHnin B obna-
ctn VIb n pa3eutmne obuwen knbepkyabTypbl B OpraHu3aLmsax.



KUBEPYYEHNA HA KWBEPIMOJZINTOHE ANA OLNB:

19-20 aBrycrta 2024 roga no numumnatnee AO «[TC» Bbian NpoBeseHbl kKnbepyyeHns
ana OUWB.

YueHus ctanu BaXKHbIM MepOnNpUATUEM AN OLLEHKU U Y1yULleHUsA HaBbIKOB
yuyacTHMKOB B 06nactyn kmbep3awmTbl C UMUTaLMEN peasibHbIX CL,eHapueB
aTaK u 3alunTbl MHPOPMALMOHHBIX CUCTEM.

YyacTHuKn 6binn pasgeneHbl Ha aBe rpynnbl: Red Team (komaHOer amakyroujux) v Blue
Team (komaHObI 3aujumMHUKO8) 1 Kaxaas rpynna paboTtana Ha OAHOW 13 ABYX MHpa-
CTPYKTYp - «IT-koMnaHusa» n «MUHNCTEPCTBO 06pa3oBaHUA».

OcHoBHOM 3agayen 6bIN10 co3gaHMe YCI0BUM ANA NPaKTUYECKOM
TPEHUPOBKU B YCIOBUAX, NPUOAMKEHHBIX K peasibHOW yrpose
kmbepaTtak.

YueHusa npoBoAMAUCh Ha ABYX MHPPACTPYKTypax, Kakaas u3 KoTopbix bbiaa crnpo-
eKTUpOBaHa C YYeTOM Pas/InyHbIX Yrpo3 1 yA3BUMOCTeN. Tak, A5 NPOBEepPKM HaBbl-
KOB KOMaHZ 3aLLu1Tbl, KaXaas n3 MHGPacTpyKTyp BKArOYaNa B cebsi CerMeHTMPOBaHHYHO
ceTb ¢ 30HaMn DMZ n Corp, a Takxke nmena 3apaHee 3a710XXeHHble YA3BUMOCTU pas-
NNYHbIX TUNOB, Takmx kak Web un Local Privilege Escalation (LPE). B pamkax 3Tux ycno-
BMW KOMaHAbl Red Team f0/>KHbI 6blM NOMbITAaTbCA NMPOHUKHYTb B MHPPACTPYKTYpYy
N NONYYNTb AOCTYN K YYBCTBUTE/bHbIM AaHHbIM, TaKUM KakK NepcoHanbHas nHpopma-
LS nonb3oBaTenen n GuHaHCOBbIE AOKYMEHTbI, B TO BpeMs Kak KoMaHZabl Blue Team
AOKHBI BblIM CBOEBPEMEHHO GMKCMPOBATb M pearmpoBaTtb Ha MHLMAEHTbI He3onac-
HocTw, nepegasas otyet B HKLIWB B TeueHne 15 MUHYT ¢ MOMeHTa NoATBEpPXKAEHMA
MHUMAEHTA.

Kaxxgon komaHae npefocTaBAsINCb HEOH6XOANMbBIE MHCTPYMEHTbI U pecypcbl Ans
pabotbl. Ana komaHg Red Team 310 6611 VPN-KOHOUrypaumm, a ans Blue Team -
orpaHuyeHHsbIn goctyn k SIEM-cuctemam (Arkime u Splunk), koTopble ncnonb3oBanmnchb
AN MOHUTOPWHIa N aHanmn3a UHUMAEHTOB. Bca nHdopmauma o xoae yueHnin nepesa-
Banacb yepes naatpopmy MISP, uto obecneumBano 3dPekTUBHYO KOMMYHMKALMIO
MeXJy y4YacTHUKaMUN 1 opraHm3aTopaMu. TeXHUYECKYHO MNOAAEPKKY YHACTHUKOB OCYy-
wectBaaam yepes Telegram-60Tbl, a pe3ynbTathl paboTbl KOMaHA MOXHO 66110 HabJto-
AaTb Ha OH/MAMH-Jawbopae.

Mpouecc oueHKN BbINONHEHUA 3aAaHUIK 6bin oveHb cTporum. KomaHabl Red Team
nonyyann 6annbl 3a ycnewHoe BbINOJHEHNE PUCKOB, NpuyeM 6annbl Ans Kaxaoun
nocneAyroLLLen KOMaHAOW, peasn3oBaBLUEN TOT XXe PUCK, CHUXanuCb. Hanpumep, nep-
Bas KOMaHAa, yCnewHo peanv3oBasLas puck, nosydana 100% ot BO3MOXHbIX 6an-
/0B, a KaxkAas nocneyroas kKoMmaHaa Ha 5% mMeHbLue. AHanornyHas cCMctemMa OLEeHKM
6blna npyMeHeHa n ana Blue Team: 6annbl npucy>aannck 3a ycnewwHoe obHapyXeHue
NHUMAEHTa 1 onepaTMBHYIO nepeaavy nHpopmaumu.



BaXkHO, UTO BCe OTUEeTbI OLEHMBANANCh HAa COOTBETCTBME 3apaHee YCTaHOBAEHHbIM Tpe-
6oBaHNAM 1 NyH6AMKOBaNNCh B peasbHOM BPEMEHW Ha CNeLnanm3npoBaHHOM UHTEpP-
HeT-pecypce HKUWB.

Kpome Toro, 6b1i onpeaeneHbl KOHKPETHbIE PUCKN A/ KaXXAOW U3 MHPPACTPYKTYP.
Hanpumep, ana «IT-komnaHum» 3To0 Moraa 6biTb yTeuka NepCcoOHaNbHbIX AaHHBIX K-
€HTOB, KOMMpoMeTauus cepeepoB Active Directory nnm BHeapeHue B npoLecc paspa-
60TkM 6aHKOBCKOro npoueccuHra. Ansa «MuHuctepcTea obpasoBaHuns» Cpean pUCKOB
Bbln yTeUKa KOHPUAEHLMANBHBIX AaHHbIX O CTYAEHTaX UAN KOMMPOMETaLMs CepBEPOB
MSSQL. BaxkHO OTMeTUTb, UTO BCE 3TN pUCKN TpeboBann OT KOMaHA BbICOKOW KBasu-
drKaLMmM N TOTOBHOCTM OMEPATUBHO AENCTBOBATb B YCIOBMSAX, KOTAa BPEMS Ha Npu-
HATME peLUeHNin Bbl10 OrpaHNYeHo.

YUeHuVsa npoLwam ycnewHo 1 nNo Utoram AByX AHEW 6binn onpeaeneHbl nobeantenw.
AO «Kcenn» n TOO «Digital Qalgan» npoaeMOHCTpUpPOBann BbICOKME pe3ybTaTbl Kak
B 3alLMTe, TaK U B aTake. TakXe OT/MYHble pe3yabTaTbl Nokasaanm KomaHabl 13 TOO
«MSSP.GL» n TOO «QazCloud», nonyumBLune BbICOKME OLEHKM 3a BbINOJHEHME CBO-
MX 3aau.

OT13bIBbI Y4aCTHUKOB TaKXXe cBuaeTesibCtBoBasii o BbICOKOM 3CI)CI)GKTVIBHOCTI/I
y‘-IEHI/II‘/'I, KOTOpble NO3BOJZINJIN HE TOJIbKO NMOBbICUTb YPOBEHb KI/I6€p3aLU,VITbI,
HO N 3HAUYUTENbHO YyAy4lUNTb NMOHUMaHUE npouecca pearmpoBaHnAa Ha UHUN-
AEHTbI B pe€aJibHbIX YC1OBUAX.

Takme meponpuATUA CTAaHOBATCA Ba>XHbIM 3/1€MEH-
TOM ANA NOBblWeHUA KBaandunkaumm cneumanncrton
B obnactm nipopmaymoHHon 6ezonacHOCTH, a Tak-
>Ke€ MOMOratoT OopraHM3aumamM ayuile NoAroToBUTbCA
K NOTEHUMa/IbHbIM Yrpo3aM, TeCTUPYA X CNOCOBHOCTYU
NPOTUBOCTOATb COBPEMEHHbIM Yrpo3am nHbopmaum-
OHHOM 6e3onacHoCTM.






2024 rop cTan 3HAYUMbIM 3TAMOM
B PA3BUTUN KN6EP6E3OMNACHOCTMH,
NPOAEMOHCTPUPOBAB KAK

HOBbI€ YrpoO3bl U BbI3OBbI,

TAK M Mporpecc B CO30aHUU
COBPEMEHHbIX METOAO0B 3ALLUTDI

MuipoBble 1 NoKanbHble COBbITUA MPOAEMOHCTPUPOBAAN, UTO YrPO3bl MHGOPMALMOH-
HoM 6e30MNacHOCTV NPOAOIKAIOT YCIOXKHATHCA U PACLLUMPATBLCA, YTpoXKas KpUTUUYECKOM
NMHOPaACTPYKTYpeE, roCyAapCTBEHHbBIM YUpEXAEeHNAM 1 BU3HeC-cekTopy.

KazaxcTtaH CTONKHYACA C pAAOM Cepbe3HbIX MHLMAEHTOB, KOTOPbIE BbIABUIM YA3BU-
Mble MeCTa B 3aLuTe LMdPOBbIX CUCTEM, OL4HOBPEMEHHO MNPEAOCTAaBMB BaXKHbIV OMbIT
1 OCO3HaHMe 3HaYMMOCTM KOMMIEKCHOTO NoAxoza k obecneyeHmto MHGOPMALMOHHOM
6e3onacHocT. Pa3BuTHE KMBEPTrUrMeHbl U MPOrpaMM NOBbILEHNS OCBEAOMAEHHOCTH
Nosb30BaTe/Ie Ka3axCTaHCKOro cermeHTa VIHTepHeTa NpogoxkaeT urpatb KoUeByHO
pOJib B NPEAOTBPALLEHNN YTPO3 MHPOPMALMOHHOM He30MacHOCTY, FAe YenoBeYeCKui
bakTOp OCTaeTCs OAHUM U3 CaMbiX 3HAYNMBbIX.

MexxayHapogHasa apeHa B 2024 roay BHOBb NPOAEMOHCTPUPOBa-
na, uTo KnbepnpecTtynHUKN He NPOCTO COBEPLUEHCTBYHOT TaKTUKM
aTak, HO N aKTUBHO OCBaMBatloT HOBblE TEXHOJIOTUM, BKJHOYasA BO3-
MO>XHOCTM NCKYCCTBEHHOTO MHTEIJIEKTA U IKCMJIONTbI ANA YA3BU-
MOCTEeN aBTOMaTU3MPOBaHHbIX CUCTEM YrpaBJeHUA, UTO noguep-
KMBaeT Heob6XxoAMMOCTb MOCTOAHHOFO MOHUTOPWHIA, Pa3BUTUA
afanTUBHbIX CTPATErni 3aWnTbl U YKPENIeHMa MeXAyHapoaHOro
COTPYAHMYECTBA AN1A CAep>XXMBaHNA rNobanbHbIX yrpos.

Kpome Toro, HemanoBaXkHbIM acrnekToM CTano ycuaeHve 3aKkoHoAaTe/IbHOro peryam-
pOBaHMsA, NO3BOIAOLLErO CO34aTb YCIOBUA ANA 3ODEKTUBHOWN 3aLUThl AAHHbIX U KPU-
TUYECKN BaXKHbIX 0OBEKTOB MHGOPMALMOHHO-KOMMYHUKALMOHHOM MHPPACTPYKTYpPbI.
BHegpeHne nepeaoBbiX TEXHONIOTMYECKUX PELLIEHUN, Takmx kak Bug Bounty npo-
rPaMmbl, MO3BOJIMNO HE TONbKO BbIABUTb YA3BUMOCTU B MHPOPMALIMOHHbBIX CUCTEMAX,
HO M YKpenuTb NO31LMK OpraHnsaumnin B 6opbbe ¢ aTakamu HOBOTO MOKOJIEHUS.
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KoHuenuwna pa3sutma AO «locysapcTBeHHas TeXHW-
yeckas cnyxba» Ha 2025-2027 roabl

JTabopatopus Kacnepckoro

Positive Technologies

Gartner

Shadowserver Foundation

Check Point Research

OpenAl

Microsoft

Juniper Networks

Apache

CVE-2024-36401: https://nvd.nist.gov/vuln/detail/
CVE-2024-36401 https://cve.mitre.org/cgi-bin/
cvename.cgi?name=CVE-2024-36401
CVE-2024-21683: https://nvd.nist.gov/
vuln/detail/CVE-2024-21683 https://www.
monitorapp.com/2024-08-vulnerability-report-
atlassian-confluence-remote-code-execution-
cve-2024-21683/

CVE-2024-21762: https://www.rapid7.com/blog/
post/2024/02/12/etr-critical-fortinet-fortios-cve-
2024-21762-exploited/ https://nvd.nist.gov/vuln/
detail/CVE-2024-21762

CVE-2024-24919: https://support.checkpoint.com/
results/sk/sk182336
https://nvd.nist.gov/vuln/detail/CVE-2024-24919
CVE-2024-21378: https://www.netspi.com/blog/
technical-blog/red-team-operations/microsoft-
outlook-remote-code-execution-cve-2024-21378/
https://nvd.nist.gov/vuln/detail/CVE-2024-21378
https://global.ptsecurity.com/analytics

MITRE ATT&CK Framework: https://attack.mitre.org/
https://redcanary.com/blog/blog/lolbins-abuse/
https://www.kaspersky.com/blog/top-mitre-attack-
techniques-2023-stats-and-protection-tips/51231/
https://blog.usecure.io/top-10-cybersecurity-threats
https://community.trustcloud.ai/article/cyber-
security-tools-discover-the-top-18-must-know-
tools-of-2024/
https://www.sisainfosec.com/blogs/top-10-
cybersecurity-tools-you-should-be-aware-of-
in-2024/
https://cybermagazine.com/top10/top-10-biggest-
cyber-threats

Check Point - «2025 Cyber Security Predictions: The
Rise of Al-Driven Attacks, Quantum Threats, and
Social Media Exploitation.» https://blog.checkpoint.
com/security/2025-cyber-security-predictions-the-
rise-of-ai-driven-attacks-quantum-threats-and-
social-media-exploitation/
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Cloud Security by Google - «Cybersecurity Forecast
2025» (PDF) https://cloud.google.com/blog/topics/
threat-intelligence/cybersecurity-forecast-2025
Forbes — «Six Cybersecurity Trends Heating
Up in 2025» https://www.forbes.com/councils/
forbestechcouncil/2024/11/22/six-cybersecurity-
trends-heating-up-in-2025/

Fortinet - «Threat Predictions for 2025: Get Ready for
Bigger, Bolder Attacks» (PDF) https://www.fortinet.
com/blog/threat-research/threat-predictions-for-
2025-get-ready-for-bigger-bolder-attacks
Kaspersky Security Bulletin — «Advanced Threat
Predictions for 2025» https://securelist.com/ksb-apt-
predictions-2025/114582/

Gartner-«Global Information Security Spending
to Grow 15% in 2025» https://www.gartner.com/
en/newsroom/press-releases/2024-08-28-gartner-
forecasts-global-information-security-spending-to-
grow-15-percent-in-2025

Palo Alto Networks - «2025 Predictions: How
One Year Will Redefine the Cybersecurity
Industry» https://www.paloaltonetworks.com/
blog/2024/11/2025-predictions-redefine-the-
cybersecurity-industry/

Trend Micro-«The Artificial Future: Trend Micro
Security Predictions for 2025» https://www.
trendmicro.com/vinfo/us/security/news/security-
predictions/the-artificial-future-trend-micro-
security-predictions-for-2025
Darktrace-«Preparing for 2025: Top Al and
Cybersecurity Predictions» - https://darktrace.com/
blog/ai-and-cybersecurity-predictions-for-2025
Splunk — «Ransomware & Extortionware in 2025:
Stats & Trends» https://www.splunk.com/en_us/
blog/learn/ransomware-trends.html

Palo Alto Networks - «The Convergence
of Cybersecurity and Al: 7 Game-Changing
Predictions for 2025» https://www.paloaltonetworks.
com/why-paloaltonetworks/cyber-predictions
https://huntsmansecurity.com/blog/cyber-security-
predictions-for-2025/
https://blog.checkpoint.com/security/2025-cyber-
security-predictions-the-rise-of-ai-driven-attacks-
quantum-threats-and-social-media-exploitation/
https://www.itweek.ru/security/article/detail.
php?ID=231153
https://expertnw.com/ekspertnoe-mnenie/
prognozy-ot-kiberdeda-na-2025-god/




