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AKLMOHEpPHOE 0BLLECTBO «[OCYOAPCTBEHHAS TeXHUUYeckasa cnyx6a» (AO «[TC»)



Knéepkopn 2025: BbI30BbI LiGPOBOM 3MOXM

Yea>kaemwbie yumamenu!

Monb3ysacb BO3MOXHOCTbK BbiXOJa B CBeT O4YepeAHO-
ro Bbinycka Knbepaangxecta, xoTenocb 6bl OCBETUTb HEKOTO-
pble akTyaibHble NpobseMbl obecneyeHns MHGOPMALMOHHON Hes-
OMacHOCTW, MNOAENUTbCSA OTAENbHbIMW peasbHbIMKU Kelicamuy,
¢ koTopbiMu cTankmsaetca AO «[TC» B xoge obecneveHuns knbepbeso-
MacHOCTW CTPaHbl.

Kak Bam nssectHo, AO «[TC» gBnsercs Kirode-
BbIM 3B€HOM B o6ecrie4eHnn Kné6ep6e3onacHo-
ctm KasaxcrtaHa. Mel 3awmujaem ungppoBoe rpo-
CTPAHCTBO CTPAHbI, KOOPOAUHUPYEM OENCTBUS
rocynapCcTBeHHbIX OPraHoB U OPraHn3auunm
rno npoTMBOAENCTBUIO KN6EepPyrpO3aM.

Yrpo3bl nHGopMaLMOHHON 6e30MacHOCTM C KaXkbIM AHEM CTaHOBATCA BCE
Honee CNOXKHBbIMU U M30LLPEHHBIMY, YTO TPebyeT OT HaC NPUMEHEHNA HOBbIX
addekTnBHbIX Noaxoa0B. OagHako H6aarogapsa 3TOMy Mbl CTAHOBUMCS CUJIb-
Hee 1 MyJpee: He TOIbKO BHeApPAeM MHCTPYMEHTbI, MO3BOIAIOLLME OTpa-
XaTb aTaku, HO 1, aHaAn3Mpys yrpo3bl, MPUHUMAEM yrnpexaatoLine Mepbl.

B nocnesHee Bpems JOBOJIbHO YacTO BbIABAAKOTCA MHLMAEHTbI, CONPSAXKEH-
Hble C YyTEUKON NepPCOHasbHbIX AaHHbIX, HECYLLME, B TOM UYNC/IE, CEPbE3HbIe
penyTaLMOHHbIe PUCKM ANs BM3HeCa, UTO Bbi3blBaeT HEOOXOAMMOCTb BHe-
APEHMS MHOTOYPOBHEBbIX CUCTEM 3alUWThI, @ TaKKe MOBbILLEHNS OTBET-
CTBEHHOCTW OpraHM3aumii 3a COXPaHHOCTb NEPCOHa/IbHbIX AaHHbIX. Takoro
poAa NHLMAEHTbI - HAaMOMWHaHKeE O BaXXHOCTU LmdpoBon 6e3onacHoCTH
1 BHUMATENbHOIO OTHOLLEHUS K CBOUM @HHbIM B OHNAMH-NPOCTPaHCTBE.



B pamkax komneTteHuun, onpegeneHHon 3akoHoM «O6 nHPopmaTmia-
umn», AO «IF'TC» npoBoAUT UcnbiTaHMA 06bekTOB MHpOpMmaTU3a-
U411, MHPOPMaLMOHHO-KOMMYHMNKALLMOHHON niaTtPopMbl «d/1eK-
TPOHHOTO MpaBUTE/IbCTBa» U NAAaTPOPMEHHbIX NMPOrpamMMHbIX
NpoAyKToB. BBOA B NpOMbIWNEHHYIO 3KCMAyaTaumio obbekta nHbop-
MaTu3aunmM OCyLLeCcTBASETCA MPW YCAOBUM HaAMumMs MNPOTOKONOB
C NONOXMUTENbHBbIMW pe3yabTaTaMu UCMbITAHUIM Ha COOTBETCTBME Tpebo-
BaHMAM MHPOPMaLIMOHHOWN B6e3oMnacHOCTH.

[JanbHewnwee pa3BmTNEe 06BEKTOB MHPOPMATU3ALUN OCYLLLECTBASETCA MO
YCMOTPeHUIo cobCTBEHHMKA UK BAazenbua. MNpu 3TOM, OTCYyTCTBUE KOH-
TPO/IA 33 U3MEHEHUAMM MOC/E NPOBEAEHNS UCMbITAHWUI MOXET NPUBECTU
K Cepbe3HbIM HeraTUBHbIM NMOCAEACTBUAM: MOSBAEHWNIO YA3BMMOCTEN, yTeu-
Ke AaHHbIX, HECAaHKLMOHMPOBaHHOMY A0CTyny, cbosM B paboTe cucTembl
NUAY ee KOMMpPOMETaLUN.

Tak, paHee nybsaukoeasace uHgopmayus
0 mMaccosol ymeyke OAHHbIX NAYUEH-
moe meduyuHckol cucmemsl Damumed,
8 pe3ysbmame komopol MeduyuHCKas
UHopmMayus comeH meoica4 NAYUeH-
moe cemu kauHuk Damumed nonasna e
cemeo. THyudeHm 6611 ogpuyuasbHoO noo-
meepx0eH NOCMoM coomeemcmayrouje-
20 codepxxaHus Ha oguyuansHol cmpa-
Huye Facebook meduyuHckoli KOMnaHuu.

SkcmpaopduHapHocme 0aHHoOU cumyayuu
8 Hemasiol cmeneHu obycnoeneHa mem
¢dakmom, umo paHee mMobusbHOe npu-
JloXkeHuUe 018 nayueHmos Damumed
noJsy4yuso0 ompuyamesbHsil pe3y/b-
mam no pe3yaemamam ucnelmaHud.

N3BecTHO, uTo B KazaxcTtaHe MHOrve rocysapcTtBeHHble 1 baHKOBCKMeE
yCNyrv NpeaocTaBAstoTCs C NPUMEHEHNEM BUOMETPUYECKON NAEHTUN-
Kaumn. B xoze paboTbl Mbl CTONKHYAUCH C NpobieMamun B peannsaumm
OopraHu3auMaMmn 3TOro MHCTPYMEHTA, KOTOPbIe UCMOb3YHOT €ro Ans npe-
AOCTaBNEHNA CBOUX YCAYT.



Hanpumep, o0Ha u3 mesnekoMMyHUKa-
YUOHHbIX komnaHuli KazaxcmaHa ese-
na buomempudyeckyro udeHmuguka-
yuro ona peeucmpayuu SIM-kapm.
Kazanoce 6bi, npumeHeHue mexHoJ10-
2uu 00/IKHO nosslluame 6e30nacHocMe.
Ho paspabomuukamu 6eina donyuwjeHa
owubka: nocse ycnewHo20 CKaAHUpPOBa-
HUSA lUuya KJaueHmMa pesynemam Kawiu-
poeasica (coxpaHsascda) Ha 15 mMuHym.

To ecmb, 8 meyeHue 3mozo gpeme-
HU MOXHO 6bl10 3ape2ucmpuposame
HOB8bIU HOMep, UCNo163ysa OaHHble Opy-
2020 nNosib308amMend. 3/10yMblUIeHHUKU
HAwWAU 3my yAa38UMOCMSb, 3KCNAyad-
muposanu ee, 0b6xo0s buomempuye-
CKYH npogepky, U peaucmpuposanu
mesiechoHHble HOMepa Ha 4dyxue VVIH.

TOT cnyyaii AeMOHCTPUPYeET, HACKO/IbKO Ba)KHO YYUTbIBaTb BCE BO3-
MO)XKHbI€ PUCKU NPU BHEAAPEHWN HOBbIX TEXHOJIOTUIA: OT CO3AaHUA
CTaHAapTOB 3alMTbl GUOMeTpUUECKNX AaHHbIX A0 paboTbl ¢ npeve-
AE€HTaMM, CBA3aHHbIMU C UX YTEUKOIA.

Kak y>e ynoMunHanocb BbllLEe, TEXHONOTMM CTPEMUTENBHO Pa3BMBAkOTCH,
CNeKTp yrpo3 HGopmMaLMOHHON 6e30NacHOCTN MNOCTOSHHO PacLINPAETCS,
4TO TPebyeT OT HaC CBOEBPEMEHHOTO pearnpoBaHms U MOCTOAHHOMN TPaHC-
dopmanmn. NMprHUMas BO BHUMaHWE CKNaAblBatOLWMECs peannm, Mbl 3any-
CTUAW gesTenbHoCTb LieHTpa nccnegoBaHns BpeAOHOCHOTO KOZa - Halero
dopnocrta B 6opbbe ¢ HOBbIMYM TUNaMK aTak, rae KaXAbll MHUMAEHT CTaHO-
BUTCA YPOKOM, a Kaxkas yrpo3a - BO3MOXHOCTbIO A1 COBEPLUEHCTBOBAHMS.

MbI cTpeMumcs He nNpocCTo pearupoBaTb HA UHLN-
LAEeHTbl, HO M1 MPOrHO3MpPOBATb UX, PA3PA6ATLIBAS
Mepbl, KOTOpble CRENAIOT HALLY LnPpOBYIO UHPPA-
CTPYKTYPY HENMPUCTYNHOM.



C yuetom BbisiBAsieMbiX TeHAaeHUuuin AO «I'TC» npuHu-
MaeT opraHM3aLMOHHO-NpaKTUYecKne mepbl, No3Bo-
nAaowme cooTBeTCTBOBaTb MUPOBBLIM CTaHAapTam
1 6bITb KOHKYPEHTOCNOCO6HbIM UFPOKOM, B TOM Uncae
M Ha MeXXAYHapOoAHOM apeHe.

B yacTHOCTW, Hamu co3aaH LLeHTp KoMneTeHUMIn, KOTOPbIN
B NepcrnekTBe BUAWUTCA SAPOM MHHOBALMM U NMOArOTOB-
KW CneLuanncToB HOBOFO MOKOJ/IEHWS, CMOCOBHbBIX NPo-
TUBOCTOATb YrpO3aM 3aBTpaLLHEro AHA. Tak, naaHupyeTcs
NONYyYNTb A/1A HErO CTaTyC aBTOPV30BAHHOIO LIeHTPa NOA-
rOTOBKM CNELNaancToB No NporpamMmmMam BeAyLmx M1po-
BbIX VIT-npoun3soguTtenein. 3To No3BOANT HaM He TOJIbKO
pa3BMBaTb BHYTPEHHWI MNOTEHLManN, HO N Npeanaratb oby-
YeHVe Ha MeXAyHapOAHOM YypPOBHe, rOTOBA KaApbl, Co-
CcOobHble peLlaTb CaMble CI0XKHbIe 3aga4m B obnactn obe-
cneyeHns knbepbesonacHoOCTU.

AO «[TC» aKTMBHO pa3BMBaeT COTPYAHNYECTBO C 3apy-
H6eXHbIMWM NapTHEPaMK, YTO MO3BOASET HaM CBOEeBpe-
MEHHO Mojy4aTb akTyasbHYr0 MHPOPMaLIMIO O HOBbIX
yrpo3sax 1 ornepatmBHO Ha HUX pearnpoBsaTb. Takoe B3au-
MOZENCTBNE ABNAETCA OAHUM N3 HEMANOBaXHbIX 31eMeH-
TOB obecneyeHna HafeXHOW 3anTbl HaWNX LMOPOBbIX
pecypcoB. Mbl yBepeHbl, UTO COBMeCTHas paboTta no3Bo-
JINT 3HAYNTENBHO MOBLICUTb YPOBEHb 3aLLUMTBI HALLNX Lind-
POBbIX aKTMBOB U cO3aaTb bonee 6e3onacHyro LMGPOBYHO
cpesy Ana BCex rpaxkaaH.

Be3 N0>XHOW CKPOMHOCTU MOXHO OTMETUTb, UTO W Ka3ax-
CTaHCKMe peweHunsa n ycayrn B cbepe MHbOpMaLMOH-
HOM 6€30MacHOCTN BbI3bIBAtOT 3HAUUTE/IbHBIA UHTEpPEC
Ha MeXAyHapOoAHOW apeHe.

Mbl FOTOBbl COBMECTHO pa3BMBaTb MOTEHUMaN CheLn-
aNnNCTOB yepes NporpamMmmbl 0byUyeHns n KnbepyyeHums
B paMKax Hawero LleHTpa koMneTeHuun, opraHumsys Tpe-
HUHIM U MPaKTUUYeCKMe 3aHATUSA A1 NOBbIWEHMWS YPOB-
HA MOArOTOBKM KOMaHZ, K COBPeMEHHbIM Knbepyrposam.
Haww onbIT B 061aCT NOCTPOEHMUs 6e30nacHbIX XPaHUANLL,
60NbWNX AAHHbIX U BHEAPEHNA UHCTPYMEHTOB UCKYC-
CTBEHHOTO WHTENIEKTAa MOXET ObITb NONE3eH ANA ONTu-
MU3aumm BusHec-npoLeccoB N obecrneyeHns BbICOKOM
CTEMEeHU 3aLUTbl JaHHbIX.



Henb3s 0601V BHMMaHWEM TaKyr CTPEMUTENIbHO Pa3BMBatOLLY-
roCst 061aCTb, KaK MCKYCCTBEHHbIN NHTENNEKT, KOTOPbIA, C OA4HOM
CTOPOHbI, OTKPbIBAET Nepes HaMn HEBEPOATHbIE BO3MOXHOCTH,
TpaHchoOpMUMpya pasanyHblie chepbl Haweu Xxu3Hun. C apyrom -
OH CTAHOBUTCS CEPbE3HbIM UHCTPYMEHTOM B pyKax 3/10yMblLL-
JIEHHUKOB.

Hapo npusHaTh, YTO CKOPOCTb COBPEMEHHbIX aTak W 3KCMOHEH-
LManbHbIA POCT 06bEMOB AaHHbIX, KOTOPble HEOBXOANMO aHaNM-
3MpoBaTb, MPEBbLILLAOT BO3MOXHOCTM YENOBEYECKOTO aHaum3a.
MOCTOAHHO 3BOIFOLMOHMPYHOLLME YIPO3bl, TaKMe Kak NoAnMop-
dHble BPeAOHOCHbIE NPOrpaMMbl U LiefieHanpaBaeHHble GULLNH-
roBble aTtaku, TpebytoT 6onee NPOABUHYTLIX N afanTUBHbIX
peweHnin. IMeHHO NO3TOMY MCMONb30BaHNE UCKYCCTBEHHOTO
nutennekta (M) B obecneueHmnn knbepbeszonacHOCTM nepecTa-
N0 6bITb MPOCTO OMLMEN M CTaN0 HACYLLHON HEOHBXOANMOCTLHO.

UUN cTtaHoBUTCS cTpaQTern4yeckom OCHOBOM AJis
nepexona oT PeaKkTUBHOM K MPOAKTUBHOU Kné6ep-
3awmTe, oéecrneynBasl yCTOMYUBOCTb LUPPOBOIro
o6LyecTBa.

B 3TOM CBA3W, A Monarako, N5 BCEX NPeACTaBASET MHTepeC npak-
TUYECKNIN OMbIT NCNOAb30BaHMA BO3MOXHOCTeN I He Tonbko
B MHbOpMaTM3aLmm, HO 1 B BOnNpocax MHGOpMaLMOHHOW He3-
OMacHOCTW, BKAtOYana 3awuty camux NN-moaenen ot atak 310-
YMbILLNEHHNKOB.

B 3ak/ntoueHme Xxouy OTMETUTb, UTO MOCKOJIbKY Mbl XXMBEM B 3MO-
Xy CTpemMuTenbHon LmdpoBon TpaHchopMaLLMK, O4Ha U3 OCHOB-
HbIX HaLLWX Liesiel 1 3a4ad - caenatb Tak, YToObl 3Ta TpaHcop-
Maumnsa Oblna 6e3onacHON ANA KaXAoro rpaxzaHuHa, Kaxzaowu
KOMMaHMM 1 KaXA0ro rocyapCcTBEHHOro opraHa.

C ysaxeHuewm,
lMpedcedamenes MNMpaeneHuss AO «I'TC»
A. XyHicbek
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WcnonHumeneHoe pestome codepxxum krodesgsle 8bi800bl U meHOeHyuu 20008020
kubepdatioxecma. B Hém 060buweHbl pe3ynemamel aHaauza kubepuHyuodeHmos, 1aHO-
wagma y2pos, peasbHbix amak, a makxe eausHue VI Ha yposeHo kubeppuckos. Pazden
npedHa3sHa4yeH 018 6bIcmpo2o 03HakoMaeHUs ¢ mekyujel kubepobcmaHoskoul u npuo-
pumemamu kubepycmouiqueocmu no umoaam 2025 2o0a.

KnroueBble Te3nchbl

1. Knbeppuckm B 2025 roay nepewunv B cTpatermueckyro nJaocKocTb

KnbepuHumaeHTbl HaNnpsAMYH BAUAKOT HA YCTOMUMBOCTb yrnpaBe-
HWA, HENPEPbLIBHOCTb OKa3aHWs YCAYr 1 JOBEpUE rpaXaaH n Kauv-
eHToB. MacwTab yuwepba onpegensetca He TOAbKO aTakaMu, HO
M FOTOBHOCTbHO OpraHun3aLmii K 06Hapy>KEHMHO 1 BOCCTaHOBJ/IEHUIHO.

2. ®opmanbHoe cooTBeTCTBME TpeboBaHNAM 60/iblue He CHMKaeT PUCKU

YcuneHve perynmpoBaHus U OTBETCTBEHHOCTM 3@ YTEUKM AaHHbIX
NOBbIWAaeT GMHAHCOBbIE M penyTaLMOHHble NOTePU NPU UHLMAEH-
Tax. KomnnaeHc 6e3 nHxxeHepHown peanmsaummn mep Vb He obecne-
UMBaEeT 3aLUUTY U He CHUXKAET BEPOATHOCTb WTPahOB 1 MPOCTOEB.

3. OcHOBHbIe norepu cBA3aHbl C yTeukaMun AaHHbIX U I.IJMq)pOBaI'IbI.U,VIKaMVI

NHumaeHTbl MpMBOAAT K NPAMbIM GUHAHCOBBIM YbbITKaM, 3aTpa-
TaM Ha BOCCTAHOBJ/IEHWE, IOPUANYECKUM NMOCAEACTBUAM U peny-
TaumoHHoMYy yuepby. KntoueBbiMn dakTopamm prcka OCTaroTCs
CKOMMPOMETUPOBAHHbIE YUYETHbIE 3anncK, MHCanaepbl 1 C1abbin
KOHTPOJIb Pe3ePBHOr0 KOMMPOBAHWA.

4. MCKYCCTBeHHbII‘;I UHTEJI/IEKT YCUW/INBaeT KaK aTaKu, TakK U 3alluty

VW cHuxxaeT nopor Bxoaa Ans 3/10yMbILUJEHHUKOB W NOBbILWA-
€T TOYHOCTb aTaK, O4HOBPEMEHHO CTaHOBSACb HEOBXOANMBIM
MHCTPYMeHTOM ansa aBToMaTtmsaunm SOC, CHMXeHMa onepaum-
OHHbIX 3aTpaT N YCKOPEHNS pearmpoBaHNA Ha MHLNAEHTbI.

5. Kputunueckasa nneppacrpykrypa un ACY Tl TpebyroT NpoakTUBHOM 3alUTbI

Ana KBOUNKW knrouesbiMu aBaatotca cermeHTauma IT/OT, Henpe-
PbIBHbIN MOHUTOPWHT 1 Threat Hunting. OTka3 OT peakTMBHOWM
MOZENN CHUXXaeT PUCK OCTaHOBKW MPOLLeCCOB, aBapui 1 CUCTEM-
HbIX MOCNEACTBUI A8 3KOHOMUKN 1 Be3onacHoCTH
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NanpwaéT yrpos B uudpax

10 CTp.

Cratnctnka geMoHcTpupyet JOMUHUpPOBaHMe ¢uwmnHra, DDoS-aTak,
60oTHeT-akTMBHOCTU 1 BpegoHocHoro [10. Mpun 3ToOM MaccoBble aTaku
BCE uallle MCNOoJb3yrOTCA Kak GOH ANA LieNeHanpaBaeHHbIX onepaLui.
BOTHeTbl HOBOro NOKONEHMSA, MEPCOHANIN3NPOBAHHbBIN GULLIMHT YKa3bl-
BalOT Ha CUCTEMHble MpobaemMbl KNb6eprurmeHbl 1 ynpaBieHNsa KOHeY-
HbIMUW YCTPOWCTBaMMU.

NMpodunb yrposbi: paséopbl UHLUAEHTOB

27 CTp.

TUNOBOW CLieHapUIi yYCreLwwHbIX aTak BKAOYaeT KOMMNPOMETALUIo YUET-
HbIX 3amnuncer, 3aKpenieHre C UCMNOb30BaHNEM NEMMTUMHBIX UHCTPY-
MEHTOB U A/NNTENbHOE CKpbIToe npucytcTtBme. MacwTtab yuwepba
OT WNPPOBANBLLMKOB M yTEUEK AaHHbIX OOYCNOBNAEH B MEPBYHO oUepesb
OpraHM3auMoHHbIMK NpobenaMu: ycTapeBLINMK CUCTEMAMM, OTCYT-
CTBMEM MOHWTOPMHIA, C1abbiM KOHTPONIEM PE3epPBHOrO KOMMPOBaHUS
N MHCAUAEPCKUMUN PUCKAMMU.

MU n knéep6esonacHoOCTb

49 CTp.

W ctan dakTopom ackanaumm yrpos, CHU3MB NOPOr BXoZa ANS 3/10YMblLL-
NEHHWKOB M MOBbLICMB TOYHOCTb aTak. O4HOBPEMEHHO OH MpeBpaLLaeTCs
B 0b6s3aTenbHbIV 3neMeHT 3awmTbl. Knaccnueckme SOC-mopenm ncuep-
nanv 3ddekTMBHOCTL — 6€3 aBToMaTn3aL My, NoBeAEeHYEeCKOro aHaansa
1 OpKecTpaLmmn pearnpoBaHnsa YCTOUYMBOCTb CTAaHOBUTCA HEAOCTUMXXKMMOW.

O630p 3aKoHOpATENbCTBA B chepe obecnevyeHuUs
MHPopMaALMOHHON 6e3onacHocTU KasaxcTaHa

74 oo

YcuneHune perynmpoBaHua 1 OTBETCTBEHHOCTM 3@ YTeUKM AaHHbIX NOBbI-
cuno GMHaHCOBbIE W penyTauMOHHble pUCKK. pakTiKa nokasana, uto
bopManbHbIV KOMNIaeHC 6e3 nHxeHepHoW peannsauumn mep Vb He cHu-
XaeT yrpo3 un He obecneymBaeT yCTONUNBOCTb. LlONOAHUTENBHBIM Orpa-
HUYMBaKOLWMM GaKTOPOM cTan AeduUnT KBaATUPULIMPOBAHHBIX KajpOB.

Kommepueckue ycnyru F'TC u MexpyHapogHoe COTPYAHUUYECTBO

85 CTp.

PocT 3penoctu yrpo3s ycuamn cnpoc Ha npakTUKo-OpPUEHTUPOBAHHbIE
CepBUCbI: MOHUTOPWHT, pearnpoBaHue, Threat Hunting n BocctaHoB-
NleHVe nocsie MHUNAEHTOB. PbIHOK CMeLLaeTcs OT pa3oBbiX BHEAPEHWUIA
K JONTOCPOYHBIM MOZENAM KNOepyCTOMUYMBOCTA U yNpaBAsieMblx cep-
BMCOB 6e30MacHOCTW.



KnéepycrtoinumsocTtb 6ypyuwiero:
NPOAKTUBHASA 3ALWMUTA U PUCKU KPUTUUECKOA UHPPACTPYKTYPbI

98 e

KoopaunHauynoHHasa ponb HKLIVB n passutmne otpacneBbix
OLIMboB cTaHOBATCA K/AHOUEBBLIMUW 31€EMEHTAMM HALMOHANIbHOM
kKnbepyctonumsoctun. B ycnosusax pocta APT-yrpo3 n -atak
npuopuTeT CMeLLaeTca K NPOrHO3MpPOBaHUIO, COBMECTHOMY
0OMeHy AaHHbIMU U MPEBEHTUBHbLIM MepaM 3aLLuThl.

ACY TI n kpuTHueckasa MHPpPACTPYKTYypa:
3aWmTa, KOTOPAs He MOXEeT YNAacTb

12 o

KBOWIKW n ACY TI1 ocTaroTcs 30HOM MOBbILLEHHOTO pyUcka M3-3a
yazsumocten OT-cpes, yCTapeBLUMX CUCTEM U OFPaHUYEHHbIX
MexaHM3MOB 3aLuTbl. Knaccnyeckoro MOHUTOPUHIa HefoCcTaTou-
HO — nepexog Kk Threat Hunting, cermeHTtauun IT/OT u Henpe-
PbIBHOMY KOHTPOJIHO ABASAETCA HEOOXOAMMbIM YCNIOBMEM NPEeAOT-
BpaLLEeHNs CMCTeMHbIX cOOeB 1 aBapui.

MporHo3sbl kKM6ep6e3onacHOCTHU

126 crp.

2025 roa noatBepann: knbepbezonacHOCTb — 3TO BOMPOC apXu-
TEeKTypbl, MPOLLECCOB 1 FOTOBHOCTN KOMaHA. OpraHu3aumm, orpa-
HUYMBatoLWmMeca GopmanbHbIM COOTBETCTBMEM TpeboBaHUAM,
OCTatoTCA YA3BUMbBIMU.

KnioueBbie npuopurteThbl:

YnpaBneHve naeHTuduKaumaMmm n NpUBUAErNaMu;
AsTtomatmsaumsa SOC n npumeHeHne V;

3awmTa oT WndpPOBaNbLLMKOB U TOTOBHOCTb K BOCCTAHOBJ/IEHMIO;
MpesoTBpalleHre yTeuek U MHCaNAEePCKMX Yrpos;

BesonacHoe BHeapeHve NI,

Mepexoa OT KOMMNAaeHca K MHXEHEPHOU KNbepyCcTonumBoCTL.



10 Brnok 1

NanpwadT yrpos -
B LMdPpax

« CraTmucTvka nHUnAeHToB MHGopmMaLMoHHOW 6e3onacHoCTH

» AxtyanbHble yrpo3ssl Vb B PK

¢ 2Onoxa WndpoBanbLUNKOB: aTaky Ha KPUTUYECKMEe CeKTOopbl

*  JlaHawadT yrpos: aHann3 KpUTUYECKUX YA3BMMOCTEN 1N BEKTOPbI aTak
* Ot pearnpoBaHua K onepexeHuto: ntoru roga aeatenbHoctn HKLINB




1
CTATUCTUKA MHUUOEHTOB

MHOOPMALMOHHOMN 6E€30MACHOCTMU

32 851 11

KomnbtoTepHble BUpPYChI, Otkas B 0b6cny>xmBaHum

ceTeBble YUepBU, TPOAHbDI (DoS/DDoS- ataka)
NMNo COCTOAHUIO

HecaHKLMOHNPOBaHHbIN
Aoctyn v moandukauymsa
copep>KaHus

HA 2025 Iroj

269

NHumaeHTbI Apyrux TMMNOB

1141

®uwmHr B cetn NHTepHeT

OrtcytctBure goctyna K VP

61 067

NHUWAEHTbI VB 26 772

BoTHeThbl

B nepuod c 1 aHeaps no 31 dekabps 2025 200a

Cnyx60u KZ-CERT 3adpurkcmpoBaHo 1 oTpabo-
TaHoO cBbiwe 61 067 yrpo3s u nHuuaeHros Ub
B Ka3axCTaHCKOM cermeHTe VIHTepHerTa. 5 8

Llenoukmn atak
B LIO

KoanuectBo BbIAB/IEHHbIX
APT-atak
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AKTyanbHble yrpo3bl VIb B PK

BoTtHeT

B Hauane Tekyuiero roga Ha obopyaoBaHum AO «TC» Bbln 3adprKcMpoBaHbl Mac-
coBble cobbITMA, cBA3aHHbIe C 6oTHeTOM Phorpiex — ogHOW 13 Hanbonee yCTONUMBBIX

N aKTMBHbIX Knbepyrpo3 Ha CerogHAWHNNA aeHb (okos10 90% om obuwjezo kosudecmesa
3aghukcuposaHHsix bomHemos).

AKTUBHOCTL 60THETOB
8487 go29
: . B aHsapb 2025
6149 :

B . W Qespans 2025

OTHeT | 5388 panb
— 3Mo cemo 3APAXEHHbLIX _ B mapt 2025
ycmpoticmg, KomopeiMu ' ® anpens 2025
3/10YMbIWACHHUK YNpaess- : 1683 '
em ydanéHHo ONis 8bINOJIHe- - m maid 2025
HUA 8pedoHOCHbIx Oelicmaull.

[aHHoe BpesoHocHoe 1O ncnonb3yerca Ana KpaXxKm KpUnToBaNtOTHBIX KOLLENbKOB,
paccbiNkM cnama, sextortion-atak u pacnpocTpaHeHUs NporpamMmM-BbIMOraTeneu.

Mo AaHHBIM MEXAYHAPOAHbIX U BHYTPEHHUX UCTOUYHUKOB, B A€ATENbHOCTU HOTHe-
Ta 661 0603HaueHbl 6onee ThicAuM KasaxcTraHckux IP-agpecoB, UTo ykasbiBaeT
Ha BbICOKYHO CTEMEHb €ro PacnpoOCTPaHEHHOCTU B HALLMOHANbHOM CEerMeHTe CeTw.



e 6 6 6 o o o o o o o o o o ©o °o oo ©°o O©o ©o ©o © oo © ©o ©o ©o ©°o ©o ©o ©o ©°o ©°o ©°o ©o o°o ©o o o o o
13

«[lpumeHeHue P2P-apxumekmypebl no3goJjissem
6omHemy Twizt pyHKyuoHUposame 6e3 eQUHO20
YeHmpasau3oeaHHO20 ynpassisou,e2o cepgepa»

Phorpiex.Botnet

7638 7428
M AHBapb )

N peBpank . 2676
4876
M MapT
M anpens
. 1483

B psge opraHu3aunin rocysapCcTBEHHOro cektopa 3apMKcMpoBaHO o6HapyXxeHue
BPeAOHOCHbIX pausioB, B 4acTHOCTU «voldriver.exe», KOTOpPble OTHOCATCA K HOBOW
Bapuauun 6oTHeTa Twizt. 3Ta MoandMKaLMa NpeacTaBaAAeT COOON CepPbE3HYHO Yrpos3y,
NOCKOJIbKY UCnob3yeT peer-to-peer (P2P) apxutekTypy.

MNpumeHeHne P2P-apxutekTypbl no3BonseT 60THeTy Twizt pyHKLMOHUpOBaTL 6e3
€/AVHOTO LIeHTPaJIN30BaHHOrO yrNpasB/iAloLEero cepeepa. Takasa AeLleHTpannsaumns
Aenaert yrposy NCKAKUYUTENbHO CTOMKOW 1 3HAaUUTENBHO 3aTPyAHAET eé obHapy>KeHne
N HerTpanmnsaumio.

CoxpaHsAmoLwanca akTMBHOCTb 60THETOB B Lien oM 06yCnoB-
NleHa ABYMA Kto4eBbIMUN dpakTopamm:

+ Komnpometauusa HoBbIX 06beKTOB MHpOpMaTH3aL UK

+ TMocTrosiHHOe coBepLIEeHCTBOBaHME METOAOB U aNropuT-
MOB YMpaB/JIeHNA 3apaXXEHHbIMWN YCTPONCTBaMMU

[aHHas cuTyauma 4ETKo ykasblBaeT Ha HEO6XOAMMOCTb HEMeAJIEHHOro YCuieHUA
Mep 3alMTbl, NOBbILIEHMA YPOBHA KNOEprpamMoTHOCTN Cpeamn COTPYAHUKOB rocyaap-
CTBEHHbIX OPraHOB N BHEAPEHMUA AOMONHUTENbHbIX MEXaHM3MOB MOHUTOPVWHIA 1 One-
PaTMBHOTO pearvMpoBaHus.
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Ana 3ddPekTMBHOro NpoTMBOAENCTBNSA BOTHET-Yrpo3aM, TakuMm kak Phorpiex n ero
Moandukaunsa Twizt, KpUTUYECKM BaXkHa peannsaums MHOTOYPOBHEBOIO MOAXOAA
K 3aWwmTe MHGOPMaLMOHHOW MHOPACTPYKTYPbI.

« KomnnekcHoe o6Hapy>keHue:
ObecneyeHre NOKPLITUA BCEX CETEBLIX MOPTOB M MPO-
TOKOJIOB CPeACTBaMM OBHapy>XXeHWs 1 NpeAoTBpaLLEHMS
aTak (IDS/IPS).

»  Yrny6bnéHHbIN aHaNn3:

cnonb3oBaHMe noBegeHYeCckoro aHanmsa Tpaduka
ANA BbIABNEHNA aHOMaAUN, a TakXKe pacliMpeHne BO3-
MOXHOCTEW CUTHATYPHOTO AETEKTUPOBAHNSA 3a Npesebl
CTaHAAPTHBIX MPaBuU.

« BHeppeHue SIEM-cucrem:
Pa3BépTbiBaHWE CUCTEM ynpaBaeHua MHopmaLmnen
n cobbiTnamn 6esonacHoctu (SIEM) ans ueHTpanns3oBaH-
Horo cbopa, aHanmn3a 1 KOpPenALnn JaHHbIX O COBbITUAX.

. CBOEBPEMEHHbIe UHAUKATOPbI:

OnepaTtnBHOE MoJiy4YeHne N BHeAPEHNE UHAVUKATOpPOB
komnpometaumm (lIoC) ot HafEé>KHbIX MCTOYHUKOB.

o« CeTeBas rurueHa:

ObecneyeHne cerMeHTaLn CeTel, OrpaHNYeHe MapLL-
pyTU3aLMmM ANs NOTEHLMANBHO CKOMMPOMETUPOBAHHBIX
y3710B 1 610KMpOBKa obpawieHui K peer-to-peer-ce-
TAM, aKTVBHO MCMOJ/b3yeMbIM BpeAoHOCHbIM 0.

Zna agpcpekmusHo20 npomugodeucmeaus... Kpumuyecku
8AXXKHA peanu3ayus MHO20ypo8He8020 Nooxoda K 3awjume
UHGOOPMAYUOHHOU UHPBpAacmpykmypei.

Ocoboe sHumaHue cnedyem ydenume y0anéHHeIM paboyum
mecmam u pabo4yum CmaHyusam, ¢ KOmopbix goUKCUpyrOMCcs
maccosele obpaujeHus, cxoxue ¢ NPU3HAKamMu 3apaxKeHus.
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2noxa wudpoBANbLLNKOB:
ATOKWM HO KPUTUYECKME CEKTOPDI

B nepsom kBapTane 2025 roga 3apuKcMpoBaH pag MHUMAEHTOB, CBA3AHHbIX C LUMPPO-
BaHVEM JaHHbIX B IT-MHGpacTpyKType pa3iyHbIX opraHm3aumni. AHann3 nokasan, uto
3/10yMbILLWIEHHUKM aKTUBHO WCMOJIb3YHOT Kak COBPeMeHHble BUPYCbI-lun¢poBanb-
WMKKM (Hanpumep, Mimic), Tak 1 BCTPOEHHble cpeacTBa WwngpoBaHua (Hanpumep,
BitLocker).

O630p PE30OHAHCHbIX MHUUOEHTOB

®uvHaHCOBbIN ceKTop: B3/1oM uepe3 RDP

B opraHuzaunm dmnHaHcoBoro cektopa 12 aHBapa 2025 roga 6biamn 3awmdpoBa-
Hbl cepBepbl ¢ ncnonb3oBaHnemM BitLocker B pesynbtate B310Ma MHPpPACTPYKTYpPbI.
[lononHnTenbHO 3admKCMPOBaH B3/OM MHTEPHET-pecypca C nepeHanpaBieHNEM Ha
CTOPOHHWI CcauT.

BekTop aTtakm « HauanbHbIN goCTYN:
u cnocobcTByloLMe OcywectBnéH vepe3s RDP-pgocTyn ckoMnpomeTMpoBaH-
¢dakTOpbI: HOW YYETHOW 3anncy afMUHUCTpaTopa.

« Wcnonb3oBaHue ysa3Bumocrei:

MonyueH AOCTYN K afMUH-NaHeNN caliTa, pa3MeLLEHHOro
BHYTPW KOPMOPATUBHOW CETU, KOTOPbI He UMen aKTy-
aNbHbIX OGHOBNIEHNI N COAEPIKaN OTKPLITYHO YSA3BU-
MOCTb B ncnonbsyemon CMS.

+  Ycyrybnsawuime ¢pakropbi:
HepocTtaTouHbI KOHTpOab Vb, Hannume yctapeBLimnx
onepaunoHHbix cuctem (Windows Server 2003/2012, Red
Hat Linux 4), oTcyTcTBMEe MOHUTOpPUHra Ha 6a3e SIEM
N HeCTpyKTypupoBaHHaa noautuka Wb.



MecTHbIV UCNONHNTE/IbHDbIU OpraH: KoMnpomMeTaLuua yepes nogpaauumka

28 anpens 2025 roga B MHPPACTPYKType MECTHOrO UCMONHUTENBHOTO OpraHa 6biau
3aWwndpoBaHbl MHOrOUNCAEHHbIE BUPTYaJibHble MalUWHbI, BKIHOUYAA KPUTUUYECKM
BaxkHble cepBuchl (AD, DHCP, DNS). BpegoHocHoe MO napannsosano paboTty cmucrtem,
6b11 nonyyeH dann ¢ TpebosBaHVeM Bbikyna. PesepBHble KOnNuK OoTCyTCTBOBaNAN nbo

6b1/IN HEAOCTYNHbI.

HauanbHbIV gocTyn:

MonyyeH yepe3 CKOMMPOMETUPOBAHHYIO YYETHYIO
3anucb COTPYAHUKA OpraHu3aLmm, OCyLLEeCTBASABLUEN
CONpOBOXAeHMe (BEKTOP YAaNEéHHOro A0CTyna).

Mcnonb3oBaHue ya3BMMOCTEN:

Yepes yaanéHHoe nogkatoyeHne RDP npoHukan Ha cep-
BEpP KOHTPOJ/Iepa AOMEHA, MPOU3BENN OUUCTKY XKYpHa-
noB cobbITUiA, a 3aTeEM MHULMMPOBaAM LWUNPPOBaAHME.

Ycyrybnsarowme ¢pakropbi:
Micnonb3oBaHMe ycTapeBlueWn U YA3BUMOUW BepCcuun
CMS Ha 04HOM M3 NHTEPHET-PeCcypCOB OpraHM3aumm.
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Cdepa o6paszoBaHNA: NONAUTUKA N KOHTPO/Ib

7 deBpana 2025 roga B opraHusauum cdepbl 06paszoBaHna WNdpPoBaHME AaHHbIX NPU-
BE/IO K HapYLUEHWNO LITaTHOW paboTbl NHPOPMALIMOHHBIX CUCTEM.

OtcyTtcrBue noautukm Ub:

He 6blna chopmmpoBaHa 1 BHeAPEHa CTPYKTYPUpPOBaH-
HafA nosMTUKa MHopMaLMoHHON 6e30nacHoCTL.

CeteBas yA3BUMOCTb:

Hannuune OTKPbITbIX CETEBbIX MOPTOB.

HEAOCTaTOHHbI " KOHTPO/Jib:

OTcyTCTBME PEryisipHOro ayAmTa YYETHbIX 3anuncen
Nonb30oBaTeNeN N afMUHNCTPATOPOB.

Mpo6nembl c pesepBupoBaHneM:

HekoppexkTHaa opraHu3auua XpaHeHUA pe3epBHbIX
KOMWM, UTO CYLLLECTBEHHO OCIOXHWUIO BOCCTaHOB/IEHME.

Hu3kas KoHTpoaupyemocTb Tpaduka:

He Bce 3azerictBoBaHHble IP-agpeca 6bian noaknroye-
Hbl K LLleHTPaZn30BaHHOMY LWIIO3Y AOCTyNa K CeTu
WNHTepHer.
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«YcnewHas peasnusayuda amak cmasna 803MoxXHou 6snazodapa cucmem-
HeIM npobesam, eka4Yas omcymcmeaue chopmMupo8aHHoU noaumu-
KU UHgopmayuoHHou b6e3onacHocmu, Haau4ue ycmapegwezo 10 u
OMKpbIMbIX Cemeabix Nopmos, a makxe HedocmMamoy4Hsil KOHMPO/ib
U MOHUMopuHe IT-uHgpacmpykmypol».

KomnnexcHblie BbIBOAbI MO WKPpPOBanbLiUKaM

COBOKyI'IHOCTb 3ATUX NHUMNAEHTOB HaArnagHoO AEMOHCTPUPYET, UTO K/KoUEeBbIMU q)aK-
TOpaMM yCNnewHOCTU aTakK lI.IVIquOBaIIbI.I.I,MKOB ABNAKOTCA HE TOJIbKO VI3OLLI,péHHOCTb
CaMoro BpeadoOHOCHOrIO MO, HO 1 cuCcTeMHble npoGenbl B OpraHusauyum 3alluUTbl:

Ycrapesuwwne OC n MO Cnabbin nnu

C OTKPbITbIMMU CKOMMPOMETMPOBAHHbIN
YyA3BMMOCTAMM RDP-goctyn

(CMS, RDP) aAMVHNCTPATOPOB

OrtcytctBue SIEM-
MOHUTOpPMHra

N CTPYKTYPUPOBaHHOW
noantunkum Nb

Mpobaemsbl C pe3epBHbIM
KOMMpOBaHNEM
 LOCTYNOMm

K pe3epBHbIM KOMUsAM

«/lna npedomepaweHUs Kpumu4ecku 8a>XHO 8HeOpeHuUe CmpyKmypupo-
s8aHHoU nosnumuku Wb, pe2ynspHoe obHoeseHue cucmem, 3akpoimue u3bbi-
MOYHbIX Cemeabix NOpMOo8 U 0P2aHU3ayuUa HaA0EXHO20 XPaHeHUs pe3epaHbIxX
Konuu, NoOKpenaeéHHas yeHmpaau3o8aHHbIM MOHUMOPUH20M Ha ba3ze SIEM»
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B TeueHune rosa MOHUTOPUHI MHGOPMALMOHHOIO NPOCTPaAHCTBA 3apuKcAPoBan
PAL KPUTUYECKMX YS3BUMOCTEN, 3aTPOHYBLUMX KaK MHOPACTPYKTYPHbIE 3/IEMEHTHI,
TaK M NpUKIajHOe NporpaMmMHoe obecneyeHme.

NNanpwaoT yrpoas:
AHANN3 KPUTUYECKUX
YA3BMMOCTEN N BEKTOPbLI ATAK

Huxe npedcmaeneH demanvHbili 0630p
y2po3, 0bHapyxeHHbIX 8 mekywem nepuode.



1. CeTeBasa UHPpPACTPYKTYpPA
M NPOTOKOJbl WWMPPOBAHMUS

NMpo6nema ycrapeBuwero SSLv2

MacwTabHbin aHann3 BbisiBU cBbiwie 130 TbiC. yCTPOUCTB C aKTUBHBLIM NMPOTOKOIOM
SSLv2, npenmyLLecTBeHHO B MHGpacTpyKType onepatopoBs cBa3n. Cutyaumsa ycyrybns-
eTca ncnosb3oBaHnem Beb-cepeepoB GoAhead 1 oTcyTCTBMEM O6HOB/IEHMI MPOLLUMBOK.

BexTop yrposbi:

NHpacTpykTypa ya3Buma K atakam knaccos DROWN,
POODLE n CRIME. 210 co3aaét yciioBua ansa paclindpoBKm
TLS-ceccunin n kKOMNpoOMeTaLuUn nepesaBaeMor MHGopMaLuu.

ConyTtcTByloume npobaembi:

O6Hapy>eHbl pecypcbl € MOHbIM OTCYTCTBMEM TLS, npocpo-
YEHHbIMUW WA CaMOMOANMUCaHHBIMU cepTUdUKaTaMK, a TakxKe
HekoppekTHbiIM CN (Common Name).

Puck:

Mepexsat v paclmdpposka Tpadbuka, aTakn «4es0BeK noce-
peanHe» (MitM).

OTKpbITbie meTpukn Prometheus

B ka3axcTtaHckom cermeHTe MIHTepHeTa obHapyxeH 341 cepsep Prometheus ¢ oTkpbl-
TbIMU UHTepdencamm v [EEISeE| YacTb 3KCMOPTEPOB GYHKLMOHUPYET 6e3

ayTeHTUdMKaLnu.

Puck:

OTtkas B obcnyxmBaHum (DoS), packpbiTne BHYyTpeHHeM
apPXUTEKTYPbl CETU, HECAHKLMOHMPOBAHHbIE MaHUMNYAALUN
C MOHUTOPWHIOM.

PekomeHpauuns:

3akpbITre Ny6IMYHOrO AOCTYNa, BHEAPEHMEe ayTeHTUdMKaLMK
n ncnonb3osaHne VPN gna ynpasieHus.
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2.besonacHocTb Be6-pecypcos u CMS

MaccoBble ysa3Bumoctu Joomla

Ha 5022 vHTepHeT-pecypcax nog ynpasneHnem CMS Joomla BbiABJIEHO CBbile
256 Tbic. yasBnmocTen (175 yHukanbHbix CVE).

» Xapakrtep yrpos:
XSS, SQL-MHBbeKUNM N BO3MOXKHOCTb BbINOJIHEHUA MPOUN3-
BOJIbHOrO KoZAa.

¢ Puck:

MNonHas koMNpomeTaums pecypca, NoAMeEHa KOHTEHTa, XMLLe-
Hne 6a3 AaHHbIX MNOb30BaTeNEN.

Mnarmi W3 Total Cache
WordPress

Bonee 300 pecypcoB B JOMEHHOM 30He .KzZ NCMNOAb3YHOT YCTapeBLLYO BEPCUIO M1arnHa
W3 Total Cache, nogsep>eHHyto yazsmumoctn CVE-2024-12365.

o Cytb:
MNonb3oBaTenn C HU3KMMWU NpaBaMun (NOAMNUCYUMKN) MOTYT
BbINOJIHATb MPUBUAETMPOBAHHbIE AENCTBUA.

Ownbkn KoHPpUrypauum

.git n IDOR
« My6nnuHasa anpekTopmsa .git (CWE-527):

Mo3BonseT 310yMblLUNEHHWKaM BblKayaTb BECb PEMO3UTOPUIA
NpoeKTa, BKAKYasA NCTOPUIO U3MEHEHWNIA N XKECTKO 3aKOoAM-
pOBaHHbIe NapoIN/KNHOUN.

« IDOR (CWE-639):
HekoppekTHas npoBepka npaB JOCTyna NO3BOAAET U3MEHATb
napameTpbl 3aNpOCOB M NOAyYaTb AOCTYM K AaHHbIM UY>XKMNX
aKKayHTOB.



3.Kputnuyeckmne yassumoctun kopnopatmusHoro MO

High/Critical

,ﬂ'flﬂ yAO6CTBa aHanun3a Hambosee onacHble YA3BUMOCTMH,
BbiABJIEHHbIE B KOPMNOPATUBHbIX CUCTEMAX, CBEAEHDLI B Ta6m/|u,y:

Cucrema / MO

Microsoft
SharePoint

WSUS

Kerio Control

Roundcube
Webmail

Apache Superset

CVE /
Ya3BMMOCTb

CVE-2025-53770
(ToolShell)

CVE-2025-59287

CVE-2024-52875

CVE-2025-49113

CVE-2023-27524

CyTb yrposbl 1 NOCNeACTBUSA

Kputnueckas.

YpanéHHoe BbINONAHEHME Koa Yepes
Hebe3onacHyto fecepuranmsaLnio.
MNo3Bonset ykpactb MachineKey,
noasenatb TOKeHbl U aTakoBaTb OneDrive/
Exchange/Teams.

Kputnueckas.

YaanéHHoe BbINOJHEHME KOAa C NpaBaMu
SYSTEM HeayTeHTUPULMPOBaHHbIM
nonb3oBarteneM. [osHbIN KOHTPO/b

HaZ cepBepoM OOHOBNEHUN.

RCE uepe3 CRLF-uHbekuuto.

JoctyneH ny6anYHbIN 3KCNAONT. Prck
MONHOTO 3axBaTa LWt03a

M MPOHWKHOBEHWA BO BHYTPEHHIOKO CETb.

BbinonHeHne nponssosbHoro PHP-koza
Yyepes crneynanbHo cGopMUPOBaHHOE
email-coobueHune. Yrposa
KOMMNpOMeTaLnmM NOYTOBbIX CEPBEPOB.

Vicnonb3oBaHve gedonTHOro

SECRET_ KEY. [103BOAAET 3/10yMblLUNEHHM-
Ky CreHepupoBaTb TOKEH agMMHa

M 3axBaTUTb yrpaBaeHne 6aszaMu JaHHbIX.
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4.CtpaterMs MUHUMM3ALUN PUCKOB

Ans obecneyeHns yCTOMUMBOCTU MHOOPMALMOHHBIX PECYPCOB U MUHUMM3ALUM
PUCKOB 3KCMJyaTaL My OMUCaHHbIX YA3BUMOCTEA HEOHXOAMMO MPUAEPXKMBATHCA
KOMMNEKCHOTO NoAxo4a:

* YnpaBneHue o6HOBAEHUAMMN:

ObecneunTtb perynapHoe obHOBAEHME BCEX KOMMOHEHTOB
(CMS, nnaruHbl, FW, cpeactBa MOHUTOPUHIA) 4O aKTyasb-
HbIX BEPCUN.

« 3awwmta uHtep¢encos:

OTKAOUNTL UM OTPaHUYUTL JOCTYN K OTAAAOYHbBIM NaHeNsm
N aAMUHNCTPATUBHBIM MHTepdelicaMm. Vicnonb3osatb VPN n
dunbTpaumio no IP gna goctyna K KPUTUYECKUM CErMeHTaMm.

« Kpwunrorpagunueckas sawmra:

OTkasatbcsa oT SSLv2 mn yctapeBlwux WNPOB, BHEAPUTH
ob6s3aTenbHbIn TLS.

+ AyAWUT N MOHUTOPMWHT:

PerynapHo NpoBOANTb TeCTbl Ha MPOHWKHOBEHMWE, aHaAN3
KOHOUrypaLmn 1 ckaHMpoBaHMe YA3BUMOCTEN.

o AKTMBHasA 3awuTa:

BHeapeHne Web Application Firewall (WAF) n cucrtem
NOTMPOBAHMA ANA CBOEBPEMEHHOIO OOHapy>XeHMs aTak.

«BblsgneHHbIl cnekmp y2po3 — om Maccog8ozo UcNno/16308aHUS ycmapesuwiux NPomoKo/108
wiugbposarus u ysazsumelx CMS 0o kpumuueckux bpeweli 8 KopnopamusgHelx N1amgopmax
U 0mkpbimelx c/1y>ebHbix dupekmopul — ykasslgaem Ha cucmemHsolie npobesiel 8 3au4u-

me, denaroujue uHgpacmpykmypy ya3eumol Kak 014 nepexeama KOH@HUOeHYUANbHbIX
0aHHbIX, Mak u 0/19 NOJIHO20 3aX8aMa ynpasseHus Kpumu4ecku 8aXXHbIMU cepaucamu».
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OT pearnpoBaHna K OrnepexxeHuto:
ntoru roga gearenbHoct HKLANb

CynerimeHoB Angoc Xymarengiynbl | Pykosogutens Ltaba HKLIB

Yearxaemvie konezau, napmHépsl, yumamenu!

2025 roa ctan ans KasaxctaHa BpeMeHeM CEPbE3HOWN Neperpyskn 1 o4HO-
BPEMEHHO 3aMeTHOro B3pocneHus. Lindposas nosecTka B cTpaHe pacLuu-
psaeTcs, MHOPaCTPyKTypa YCAOXKHAETCS, @ BMECTE C HEW PacTéT OTBETCTBEH-
HOCTb TeX, KTO CTOUT Ha pybexxe knbepbezonacHoCTU. B 3Tnx ycnoBmax
HaunoHanbHbIN KOOPAMHALMOHHBIV LLEeHTP MHOPMaLMOoHHOM He3onac-
HOCTM He TONIbKO COXPaHWA YCTOMYMBOCTb, HO U NMPOAEMOHCTPUPOBAN
roToBHOCTb paboTaTb Ha onepexeHune, GOpMMpPys HOBble CTaHAAPTbI pea-
rMpOBaHMA 1 B3aUMOAENCTBUA.

Lingpposas noBecTka pacLumnpsieTcsi, MHPPACTPYK-
TYPQ YC/IOXHSIETCS, d BMECTE C HEH PACTET OTBET-
CTBEHHOCTb TEX, KTO CTOUT HA pybexe kuébepbes-
OrnacHoCTH

B TeueHue roga 3apernctpmpoBaHo n ob6paboTaHo CBbilwe 63 TbICAY
COBbITUA U MHUMAEHTOB MHPOPMaLMOHHOW Be3onacHocTu. Yepes
Beb-nnatdpopmy MISP HanpaBneHo 6onee 56 TbiCAY OMOBELLEHWN.
MapannenbHo 6bin OpraHnM3oBaH yCTOMYMBBLIA 0H6MeH C 3apybHeXkHbl-
MW NapTHEPaMW — HanpaB/ieHbl ThICAYN YBEAOMIEHNN MO yrpo3am u
WHUMAEHTaM, MONyYeHbl COTHM OTBETHbIX cOObLLeHnI. Takor MaclTab
B3aMMOZENCTBMNA OTpa>kaeT He TOJIbKO WHTEHCUMBHOCTb aTak, HO 1 ypo-
BEHb AOBEPUA K LLEHTPY Kak K HaLMOHa/lbHOW TOUKE KOOPAUHALMW.



[ns 4yacT NHUNAEHTOB OPraHN30BbIBAIMCh Bble3bl MOBUIBHOW rpynnbl
C NpoBeseHVEM Pa3bopoB «Ha MecTe» U MePBMYHOIO aHaan3a, BKLO-
yas cbop MaTepranos A4 NOCAeAYHOLLEro paccaesoBaHNs 1 BbipaboTku
pekomeHaaumun. Takon popmat Blanmogenctama mexay HKUWMB v opra-
Hu3aumnamm Pecnybamkn KaszaxctaH cnocobCTByeT yKpenieHno AoBepus
1 NOBbILIEHWNIO 3PeNoCTN Cy6bEeKTOB MOHUTOPUHTA.

OTzenbHOro BHUMaHMA 3acny>KmBaeT pacciefoBaHune 14 KpynHbIX KencoB
BbICOKOTO YPOBHS KPUTUYHOCTU. OHM BKAKOYANN YTEUKM JaHHbIX B FOCY-
AAPCTBEHHbIX 1 KOMMEPYECKMX OpraHm3aLmsx, UNI0MaTUYeckoM npea-
CTaBUTENbCTBE, CEPBUCAX ANA HACeNIeHUs N KOPMOPaTUBHbIX CUCTEMAX,
3NN304bl 3apaXkeHns BMpycaMu-wmndpoBanblimkamm B GUHAHCOBbIX U
obpazoBaTesbHbIX YUPEXAEHUSAX, @ TAKKe MOMbITKM HECAaHKLMOHUPOBAaH-
HOro A4oCTyna K rocyAapCTBeHHbIM pecypcaM. o KaxaoMy MHUMAEHTY
NPOBOAMACA AeTaNbHbIA TEXHNUYECKNIA aHaAn3, BbiCTpaMBanach Lienoyka
aTaky, GOpMMPOBaANNCh BbIBOAbI U MePbl MO HEAOMYLLLEHWNIO MOBTOPEHWS.

Mo KaxgoMmy UHLUMOEHTY NpoBOANIICS AETANbHbIA
TeXHUYECKNIA aHANnU3 nu popMUPOBAJINCb MEPbI
Mo HegonyLeHno NOBTOPEHMUS

Pa3zButne aHanutuyeckon cuctembl HKLUWBE no3soanno BbiABUTHL ©
NoApPOOBHO M3YyUUTb CAOXHbIE CLLeHAapUN BPEAOHOCHOM aKTUBHOCTH,
BKJ/IFOUAs HECAHKLMOHUPOBAHHbIA JOCTYN K MHOPACTPYKTypaM ropos-
CKUX CEPBUCHbIX LEHTPOB, LEeHTPaNbHbIX OPraHOB rocyAapCTBEHHO-
ro yrnpaB/ieHUs U OTAENbHbIX FOCYAapPCTBEHHbIX OpraHn3aunii. AHaamns
apTedakToB, KaHaNOB NMPOHUKHOBEHUA N MOMbITOK 3aKpenaeHus 3/10-
YMbILW/EHHNKOB NEepPeBOANT pearmpoBaHue 13 NA0CKOCTU TOYEYHOro
yCTpaHeHus NocieaCcTBUN B 061aCTb CUCTEMHOW paboTbl C yrpo3amMu.

PearnposaHune nepexoquT OT «TYLLEHUS MOXAPOB»
K nonHoueHHoMy Threat Hunting



3HauMMbIA pe3ysnbTaT Jan MOHWUTOPWHI Ka3axCTaHCKOro CermeH-
Ta VIHTepHeTa. bbinn BbiABAEHbI yA3BUMOCTM Hoslee yeM Ha 15 Tbicauax
IP-aapecoB — OT OTKPbITbIX CEPBEPOB MOHUTOPUHIA Y MEXCETEBbIX 3Kpa-
HOB A0 MOMNY/AAPHbIX CUCTEM YMPaBAEHNS cakTaMun U CNeLnanm3npoBaH-
HbIX MHGOPMALIMOHHBIX cucTem. 1o pe3ynbTataM MOHUTOPUHIa NPOBO-
ANNOCb NHPOPMUPOBAHME BAajENbLIEB PECYPCOB N B3aUMOAENCTBME C
onepaTopamu CBA3M, YTO NMO3BONNIO CHU3UTb PUCK KOMMPOMETaLUN 3Ha-
YMMOW YacTN HaLMOHaNbHOW NMHDPACTPYKTYpPbI.

MOHUTOPUHI KA3AXCTAHCKOro cerMeHTa IHTepHeTta
MO3BONIIET CHUXATb PUCKN KOMIMPOMETALUU Kpn-
TUYECKU BAXXHON MHPPACTPYKTYPbI

NMoMnMo maccoBbIx Npobaem, BbiABAEHbI YA3BUMOCTM BbICOKOTO YPOB-
HA KPUTUYHOCTM Ha 13 MHDOPMALMOHHBIX pecypcax pasinyHOro npo-
buna, Bkarovaa obpasoBaTtenbHble NAaTGOPMbl, CEPBUCHI OTKPbITbIX
AaHHbIX, cNeuraan3npoBaHHble NopTanbl 1 MOBMIbHOE MPUNOXKEHNE
B chepe 3apaBooxpaHeHns. Takon Noaxos no3BoaseT BUAETb KapTu-
Hy LIMpe OTAeNbHOro MHUMAEHTa 1 GOpMMpPOBaTb MOHMMaHME TUMOBbIX
OLWMBOK M apXUTEKTYPHbIX PUCKOB, XapaKTEPHbIX ANS LeNblX OTpac/ien.

dbopmMupyetTcss NMOHUMAHNE TUMOBbIX OLUMGOK
N APXUTEKTYPHbIX PUCKOB, XAPAKTEPHbIX A4S
LersnbixX oTpacren

MeTogonornyeckas n HopmatuBHas pabota dopmupyeT pyHAaMeHT
AONTOCPOYHOrO pa3BuTUA. NOATrOTOBNEHbI NPEANOXEHNA MO BKAO-
YEHWIO YCNYr MOHUTOPWUHIAa B HOPMaTMBHbIE akTbl, yHUdMUKaLMK Tpe-
60BaHWI K 3KCnAyaTaLuMM CPeACTB 3alunTbl U Pa3BUTUKO COBPEMEH-
HbIX MOAXOAOB K obecrneyeHuto nMHPopmaymoHHoOM Be3onacHOCTHW.



Kné6ep6e3ornacHoOCTb — 3TO HEe HA60P PA3PO3HEH-
HbIX Mep, O CUCTEeMHAS! PYHKLUMNS yrpaB/IeHUs

OTaenbHOe BHMMaHWe yAenanocb Pa3BUTUIO TexHUYeckou MHopa-
CTPYKTYypbl 1 TexHosornn. B nnaHel Ha 2026-2027 roabl 3anoxe-
HO MacwTabupoBaHMWe LEHTPaJN30BaHHOW CUCTEMbl MOHUTO-
PUHra, MOZEpHM3aLNA apxXUTEeKTypbl N pa3BUTME aHAJIUTUYECKUX
WMHCTPYMEHTOB, BKNtoYas gawwbopabl Ha ocHose maTpuubl MITRE ATT&CK.

Ocoboe 3HaueHne nmeet yenoBeyecknin kanutan. lNosblleHNe KBa-
fII/Iq)I/IKaLIII/II/I COTPYAHUKOB, y4YacTne B K|/|6epyt-|eH|/|;|x, TeEXHNYeCKnxX
TPEHMPOBKAX N MeXAYHAPO4HbIX COPEBHOBaAHMAX MOATBEPXKAAHOT
BbICOKWNI YPOBEHb NMOAroTOBKM Cneynaamctos N NpNMeEHNMOCTb BHY-
TPEHHUX METOAUMK B YCNOBUAX, I'IpI/I6J'II/I)KéHHbIX K peanbHbIM aTakKaM.

Jlrogn M nx KoOMrneTeHUnn OCTAKTCS KIIKOYEeBbIM
3/1eMeHTOM YCTONYNBOCTH

MpuopuTeTbl Ha CneAyrOWNA Nepuos BKAKOYAOT pa3BuUTMeE cue-
HapueB pearvpoBaHuda, knbeppasBeaku, MacwTabupoBaHue
MOHWUTOPWHra, BHEAPEHWEe TEeXHOJIOTMA WMCKYCCTBEHHOTrO WHTEN-
NeKTa U ycuneHvne npeBeHTUBHOW paboTbl. CGOpMMPOBaHHBIN yH-
AaMeHT MO3BOJIfeT yBEPEHHO CMOTpeTb BMNepéa W naaHomep-
HO yCMAMBATb 3aWMLLEHHOCTb LMPPOBOro MPOCTPaHCTBA CTPaHbI.

10T 0630p NOABOAUT UTOT roAy Hanps>KEHHOW U BO MHOFOM He3a-
MeTHOI paboTtbl. Bnepean — HoBble BbI30Bbl U 60/1€€ CNoXKHbIe cLe-
Hapuu, Ho 2025 roa nokasan: cuctema BbICTOS/1a, CTasla B3pocsiee
M rotoBa ABUraTbCA Aablue.



27 Brok 2

N
[Toodunb yrpo3sbl:
PA360pPbl MHUUOEHTOB

Tenun APT: HoBble aTaku B 2025 roay

Ataka c 20+ TexHnkamu MITRE ATT&CK:

' YPOKM ANA 3awmnTbl MHGPACTPYKTYpPbI

KntoueBble yassmmoctn KasHeTa v 30Hbl KZ —
MacliTabHble yTeukn 2025
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Tenu APT: T oL

HoBble aTtaku B 2025 roay

C kaxabIM rogom ctpemseHne APT-rpynnnpoBoOK aTa-
KOBaTb KPUTUYECKWN BaXKHble 06beKTbI MHGOPMaTH3aLLUN
CTpaHbl PacTer.

PaHee Mbl cO0BLWaNN O HECKONBKMX FPYNNUPOBKaX, NPo-
BOAALLMX onepaunmn kmbepLinnmoHaxa. B nx nHcrpymen-
Tapuun npeobnasaet NermTUMHbIE NPOorpaMmHble obe-
cneyveHuns v NybanyHble, HO MasIOU3BECTHbIE 3KCMIOUTBI.

Ce200HA1 N02080OPUM NPO 2pYyNNUPOBKY, OMAUYAU,YHOCH
om npedbidyujux cgoeli OpU2UHANILHOCMbIO U MexHOJ10-
2u4eckol hpod8UHYMOCMbIO.

B aBrycre 2025 roga B 0iHOM M3 rocyjapCTBEHHbIX Opra-
HOB CpeACcTBaMM 3aLLnTbl UHGOPMaL MK 3aPUKCUPOBaHDI
aHOMaJibHble 1 NOJO3PUTEJIbHbIE CETEBbIE aKTMBHOCTH, B
NocneACcTBUMN KNacCUPULIMPOBaHHbIE KaK HECAHKLMOHWN-
pOBaHHOe JeicTBue. ®

B pe3ynbTate npoBeseHHOro Nccae0BaHNA YyCTaHOBIEHO,
YTO LeneBan kmbepaTaka OCyLLEeCTBAANACh ABYMA XaKep-
ckuMn APT-rpynnmupoBKamu, MO BHYTPEHHEN aTpmbyumnm
«STA-2404» n «STA-2405», ocywecTBaarowmx «kmbep- ®
wnuoHax». Mpwn 3ToM, 3apaxeHune cepsepa 3/10yMblLL-
NIeHHVKaMM OCyLLeCTB/IAIOCh B HECKOJ/IbKO 3Tarnos..




Ha nepBom 3Tane ocyuwiecTBasnacb pa3Beaka
N NepBMUYHOE NPOHUKHOBEHME.

3noymblwneHHnkam «STA-2404» ypanocb Noay4ynTb
AOCTyN K cepBepy 4yepes yAaneHHbln cepBmuc «RDP» ¢
MCNONb30BaHNEM NETMTUMHOM YYETHOW 3anncu NpuBmuae-
rmpoBaHHOro nosb3oBatens (T1078.002 - Valid Accounts:
Domain Accounts).

MNocne 3akpensieHNs Ha NepBOHaYasbHO CKOMMpPOMe-
TUPOBAHHOM CepBepe, 310YMbILUNEHHUKN MPUCTYNNAN
K BOKOBOMY MepeMeLLeHNIo MO KOPMOpPaTUBHON CeTu.
Ncnonb3ys TexHunkmn «Pass-the-Hash» (T1550.002 - Use . .
Alternate Authentication Material: Pass the Hash) n ytnan-
Ty «PsExec» (T1021.002 - Remote Services: SMB/Windows )
Admin Shares), aTakytoLime nocaeAoBaTesIbHO MOAYYNAN ]
AOCTYN K APYrMM paboymM CTaHLMAM. {

B npouecce nepemeleHna NpoBOANACA aKTUBHbBIN
cbop yueTHbIX AaHHbIX U3 namatu npoueccos (T1003 -
OS Credential Dumping) n pa3Begka CTpyKTypbl «Active
Directory» ana BbIIBA€HWNA BbICOKO MPUBUAETMPOBAH-
HbIX y4eTHbIx 3anucen (T1087.002 - Account Discovery:
Domain Account) n kputuyeckun BaxHbix cuctem (T1018 .
- Remote System Discovery).

Mocne peannsaunmn mep No nepBMYHOMY 3aKpenJe-
HUI0 3apMKCMpPOBaHa aKTUBHOCTb BTOPOW rpynnupoB-
Kkn «STA-2405», pericTBOoBaBLUEN BONlee METOAUYHO U
C UCnoJsib30BaHNeM NHOro Habopa NHCTPYMEHTOB.

Ha paHHOM 3Tane, ¢ NOMOLLBI BbIMONHEHUA KOMaHA,
6blM NpOaHaNM3nMpoBaHbl akTUBHbIE MPOLLECChl Yepes
YTUAUTY U 3aHATble ceTeBble NopThl (T1049 — System
Network Connections Discovery), Heobxoaumble ans
aBTOMaTM3aLUMN TOPU3OHTANbHOIO NepemMeLLeHna BHY-

TPV MHPPACTPYKTYPbI.

[LOoNOAHNTENBHO NOCPEACTBOM YTUAUTBI «fscan» BbINO-
HEHO CKaHMPOBaHWe TEKYLLLEro KOHTypa C OXxBaToOM bonee
40 y3noB. cetn (T1046 — Network Service Discovery).

29

F3



CnycTa HeCKOJIbKO MecsALLeB NMoc/e nepBoHa4albHOro
NPOHUKHOBEHWSA, 3/10yMbILUNEHHUKN NepeLunun K cie-
Ayrouien pase ataku.

Ha ckomnpomeTpoBaHHble cUCTeMbl Bblan 3arpyxe-
Hbl NETUTUMHbIE MHCTPYMEHTblI aAMUHUCTPUPOBAHMUS
(PsExec, PowerShell, T1105 — Ingress Tool Transfer),
ncrnosb3oBaBLINECA AN MAaCKUPOBKW BPEeAOHOCHOM
aKTUBHOCTW NOJA ObblUHbIe aAMUHUCTPATMBHbIE 3ajauu
(T1036.004 - Masquerading: Masquerade Task or Service).
MapannenbHO 6bINO pPa3BEPHYTO TPOSHCKOE BPEOHOC-
Hoe 1O cemenctBa «PlugX».

30

I_ _I KntoueBown OTAMYNTENBHON OCOBEHHOCTBIO 3TOM
o . o Mogundukaumm asasetca peanmsauyma «P2P»-
ynpasneHus (peer-to-peer), npn KOTOPOM 3apa-

>KEHHbIe y3/bl HANPAMYO 0BMeHNBatOTCA KOMaH-

[aHHoe BpeaoHocHoe MO npea- AaMW U JaHHBIMW Yepes 3awmndpoBaHHble KaHasbl,
CTaB/IfAeT COBOW YYULLEHHYO U bopmupys yctonumeyro «mesh»-ceTb 6€3 Heobxo-
MOANDULUPOBAHHYO BEPCUID AMMOCTWN MOCTOSAHHOTO MOAKNKOYEHNA K LeHTPab-
6a30Boro BapumaHTta «PlugX». HOMY cepBepy KOHTpoAA 1 ynpasaeHus (C2).

Takasa apxuTekTypa 3HauMTeNbHO MOBbILLAET OTKa-
I ° ° ° I 30yCTONYMBOCTb BPEAOHOCHOW MHPPACTPYKTYpPbI 1

3aTpyAHAeT eé obHapy>XeHwue.

Ncnonb3yemble TyHHebHblE MOAYAM, paboTatoLLme yepes
npotokonbl «<HTTPS» n «DNS» (T1071.001 — Application
Layer Protocol: Web Protocols (HTTPS), T1071.004 —
Application Layer Protocol: DNS), no3BossitoT cKpbIT-
HO nepegaBaTb 6osblune 06bembl AaHHbIX (T1041 —
Exfiltration Over C2 Channel, T1048 — Exfiltration Over
Alternative Protocol) ¢ MMHMManbHbIM puckom obHa-
PY>XeHUA c1McTeMaMy MOHUTOPWHIa CeTeBOro Tpaduka.

B pe3ynbTaTte npoBeseHHOW KnbepaTtaki 310yMblLUIEeH-
HUKaMK NOy4YeHbl AOCTYMbl K HECKOAbKUM OBbekTam
nHbopmaTM3aLMM MHGPACTPYKTYPbI M IKCPUNBTPOBaHbI
HECKOJ/IbKO COTEH C/IYy>Ke6HbIX AaHHbIX.
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Ataka ¢ 20+ TexHUuKamum
MITRE ATT&CK:

YPOKM 0N 3ALWUTbl MHOPACTPYKTYPbI

Hauanom 3TOro pacciegoBaHua UHUMAEHTa CcTano obpalle-
Hne kK AO «['TC» OoT mocTpagaBLuen OpraHn3auunm, CToNKHYB-
Wenca C NocneaCcTBMAMMN aTtakm Bupyca-wndpoBanbLymka.

3ap,aua COCTOANa B TOM, yYTOObI BbISBUTb KOPEHHbIE NMPUNYUHDI
NPOHUKHOBEHUA N MPOaHaNN3NPOBATb MNOCAEACTBUAA MHUNAEHTA. <~7
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CotpyaHukm AO «[TC» He3ameannTenbHO Havanun paboTy ¢ npe-
A,0CTaB/NEeHHbIMY LMdPOBbIMKN 0bpa3amu. AHann3y NoABEPrANCh
KPUTUYECKN BaXKHble CUCTeMbl: paboume CTaHLMK, CepBepbl,
KOHTPOAIEPbI AJOMEHA, a TakXe XXYPHasbl CPeACTB MOHUTOPWHTA.

B pe3ynemame aHanuza 6ei1 cobpaH obwupHseil «nopmgbesb»
8pe0OHOCHbIX halizios, BKAOYAA:

« [lBa ak3emnaapa MCVR100.dll

« 3anucka o Bbikyne (Nilson_Help.txt)

*  Wcnonnaemobie dannbl E.exe n Sphers.exe

*  WHcTpymeHThl yaaneHHoro goctyna rdpwrap.dll n RDPWinst.exe

Bonee TOro, B ogHOM 13 0bHapy>XeHHbIX $parinos Hbian BbiAB-
neHbl naeHTndumkaTopbl knbepnpectynHuka — ero Telegram-
aKKayHT W ajpec 3/1eKTPOHHOW MouThbl, KOTOpble paHee
yxe durypnposann B ApPYromMm BpPeAOHOCHOM KOHTeKCTe.

Bce 3T KOMNOHEHTbI H6bIIM NepeAaHbl B CNeLMann3vpoBaHHbIM
LleHTp aHanm3a BpesoHOCHOro MO v 3arpy>eHbl B U30AMPOBaH-
HYH MccnefoBaTeNbCKyt0 MHPPACTPYKTYPY ANA AaNbHelLwero
AEeTaNbHOrO M3yYeHus.

. i
Ble Edt Format Wew Help

k11 ¥our Files has Been Locked =
viou will have (o Pay 1o Gel them hatk 1o Get Decrypl ion app + key

The Price is mot static and changes based on each Case Data Type Size And importance

vou have 72 bwwrs Mor contacting and asking your guest ions ahout guarantees amnd Test amnd Doing Paymern
After Payment you will Recive an Decryption app and instruction to how to Decrypt your Files yourselt
conact us with telegram : @ jamesshaw junion

BackupMail in Case of no Answer @ james.shaw. junior@gmail. com
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Mo pe3ynbTaTaM aHann3a 6biAn yCTaHOBAEHbI CieaytoLime GakTbl: )
+ E.exe
obpasel, wndposanbLinka cemenctea Limbozar, paciwmndposka davinos
6e3 Np1BaTHOroO KAHYa HEBO3MOXKHA;

« Nilson_Help.txt
3anuncka o Bbikyrne WndpPOoBabLLMKa;

« ®aunnbl c paclumpenuavm euaa *.Nilson
nNpUMepbI JaHHbIX, 3aWNPPOBAHHBIX 3TUM LINGPOBAbLLMKOM;

« Sphers.exe
WHCTPYMEHT A1 OYUCTKN CBOHOAHOrO AMCKOBOrO NPOCTPAHCTBa;

« MCVR100.dll
TeKCTOBble OTHETHI O paboTe WndpoBanbLLMKa.

JonosHumesnbHo 6bl10 ycmaHosaeHo, Ymo E.exe makxxe coomeem-
cmayem wiugposansujuky, komopsili dobassisem K 3auUPpPO8AHHbLIM
¢gatinam cneyuguyeckoe pacuwiupeHue ¢ udeHMuU@dUKaMopoM xepmebl
U ucnosib3yem cobcmeeHHy hopMy 8bIKYNHO20 COOBUEeHUS.

AHann3 NoNyYeHHbIX aHHbIX MOKa3as, YTO aKTUBHOCTb 3/10YMbILLIEHHN-
Ka Hayanacb C OAHOWN 13 paboumx cTaHUUN MHOPACTPYKTYpPbI, rae Guk-
CUPOBANUNCH 3aMyCKM BCTPOEHHbIX YTUANUT, MaHMHIoBoro MO n MHCTpy-
MEHTOB CETEBOro CKaHMPOBaHUA.

O6Hapy>keHHble BcTpoeHHble yTuantbl Windows, KOTopble 3/10yMbILUNEHHUKM
4acTo UCMOL3YHOT AN Pa3BeAkM UK BbinoaHeHus koMaHrz (living-off-the-land);

Bpems Bpems 5
(UTC+0) (UTC+5) MyTb AencTtBne

2025-04-19 | 2025-04-19 | C:\ranse\Prefetch\PSEXEC. 33MVCK NDOIDAMMEL
17:19:44 22:19:44 | EXE-60D1A2C5.pf ycknporp

2025-04-19 | 2025-04-20 | C:\ranse\Prefetch\PSEXESVC. 3aMVeK NDOrBAMMbL
20:02:59 01:02:59 | EXE-7F956DAF.pf yck nporp

2025-04-19 | 2025-04-20 | Ciranse\Prefetch\PSEXESVC. | , .
20:02:59 01:02:59 | EXE-7F956DAF.pf ycknporp
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¥Ypooesn Java u pema Herounuk Koaco. Kareropwa 3agaqud

I JCBeaEHWA 20042025 ec31:27 Service Control Manager 045  Orgmoreyer

i Crefernn 20004 2025 &:19:13 GroupPolicy (Microsait-Windows-GroupP_ 1307 OveyToreyer
&Y Ownbxa 20042025 & 1513 GroupPalicy (Microsoft-Windows-GroupP. 1030 OroToreyer

1 Npeaynpesa- 20042025 &19:13 LEA (LsaSmy) 40970 OroyrormyeT |
i LRpefsHuA 2042025 e 1910 GroupFolicy (Micrasoft-Windows-Groupr_ 1503  OroyTerayer

i) CRpenenun 20004 2025 &19:09 GroupPolicy (Microsoft-Windows-GroupP.. 1501 Ovgyroreyer
Cotermae 7043, Service Control Manager »

Ofwre  MogpofiHocre

|B cucreme yeravonneHa caywba;

Ima coyxcber: PSEXESVC

Wima dadna caykbel 9aSysten RootW\PREXESYC . exa
Tin cayxbe: caywba pexwma nonsaosaTenn

Twn aanycea caywbe: Bpyduuyeo

YuerHan Z/NUCE CyEDL LacalSvs:eml

O6Hapy>xeHHoe
MmauHuHrosoe MO

Peer2Profit.exe, iproyal
pawns

— 3TO yKa3blBaeT Ha
MOMbITKY MOHETN3aLMM
pecypcoB XepTBbl;

MHcTpymeHTbl ceTeBoM pa3Beakun — Advanced IP Scanner, NetScan.exe — npume-
HAOTCA ANA:

Tabauya 2. Vicnose308aHHbIe UHCMpYyMeHMbl cemesoli passedku

Bpems Bpemsa

(UTC+0) (UTC+5) MyTb [Hencrene

3anyck netscan.exe c pabo-
yero cTona — yTuauTa Ans
CKaHWPOBaHWA CeTu

2025-04-19 | 2025-04-20 | netscan.exe
22:17:16 03:17:16 | c pabouero ctona (4)

3anyck netscan.exe 13 nari-
kv Documents — nosTop-
HOe NCNoNb30BaHNe

2025-04-19 | 2025-04-19 | netscan.exe
01:04:59 06:04:59 | n3 Documents (1)

3anyck ycTaHOBLUMKa
Advanced IP Scanner —
BEPOATHO, A/1f CETEBOW
pa3Beaku

Advanced_IP_
Scanner_2.5.4594.1.exe

(M)

2025-04-19 | 2025-04-19
01:04:29 06:04:29
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Takke 13 XypHanoB cObbITUI YCTAHOBAEHO, YTO 3/10YMblLL-
JIEHHVK MbITaNCA 3arpy3nTb U 3anyCcTUTb eLé oAuH Wwndpo-
Ba/IbLLMK chn.exe C yAanéHHOro pecypca, O4HaKo BbINMOAHEHWE
66110 3a610KMPOBAHO CPeACTBaMM 3aLLMUTI.

nodpobHsIli aHanusz cobeimul 8 mabauye
«XpoHosoeus delicmaul 3/10yMbILUNEHHUKG»

X X X X X E EEEEEREEEENEIE SO i

Bpems
(UTC+0)

Bpemsa
(UTC+5)

[lenctBre 310yMbIlLNEHHMKA

19.04.2025 20.04.2025 | 3anyuweH chn.exe c ceteBoro pecypca \\10.0.0.***\
23:45 4:45 | vaeem\...

19.04.2025 | 20.04.2025 | 3anyuweH ycraHoBLMK systeminformer-3.0.7660-
23:43 4:43 | release-setup.exe ¢ pabouero cTona

19.04.2025 | 20.04.2025 o
23:43 4:43 MoBTopHbIN 3anyck chn.exe ¢ UNC-nyTtn

19.04.2025 | 20.04.2025 | 3anyck nHTepdenca nposogHmka Windows
23:42 4:42 | (explorer.exe)

19.04.2025 | 20.04.2025 | 3anyweH dControl.exe 13 anpektopum Defender.
23:42 4:42 | Control.2.1 Ha pabouem cTone

19.04.2025 1 20.04.2025 BbinonHeH 3anyck powershell.exe
23:40 4:40 yekp '

19.04.2025 | 20.04.2025 | 3anyck BCTpOeHHbIx npuaoxeHnin: Calculator, Sticky
23:36 4:36 | Notes, Paint, Snipping Tool n ap.



36

[aTa
n Bpems

ID cobbiTma Aetann

Threat: Trojan:Win32/MammonRansom.YAN!MTB B|

2925__04_20 Severity: Severe B! Type: Trojan B! User: *OCAL\veeam B!
04:40:24.839 1116 el e |
+05:00 Path: file:_\\10.0.0.***\vaaeem\chn.exe B;
' Proc: C:\Windows\explorer.exe
2025-04-20 Threat: Trojan:Win32/MammonRansom.YAN!MTB B|
04:41:42.260 1116 Severity: Severe B| Type: Trojan B} User: *_LOCAL\veeam B|
+05:00 Path: file:_\\10.0.0.***\vaaeem\chn.exe
Threat: Trojan:Win32/MammonRansom.YAN!MTB B|
2025-04-20 o | . | e |
e Severity: Severe B} Type: Trojan B} User: *_LOCAL\veeam B,
04:40:24.839 1116 el i :
+05:00 Path: file:_\\10.0.0.***\vaaeem\chn.exe B;
' Proc: C:\Windows\explorer.exe
2025-04-20 Threat: Trojan:Win32/MammonRansom.YAN!MTB B|
04:41:42.260 1116 Severity: Severe B| Type: Trojan B} User: *_LOCAL\veeam B|
+05:00 Path: file:_\\10.0.0.***\vaaeem\chn.exe

®OuHanbHaa cTagnsa aHaan3a NOATBEPAMAA BbICOKNMA YPOBEHb NMOArOTOBKM
3/I0YMbILLI/IEHHMKA 1 KOMIMJIEKCHOCTb Pea/INn30BaHHOWN aTaku.

Kak 6b1n 4OCTUTHYT MNONHBIN KOHTPO/Ib

B xoze BTOp>KeHUs Hbi CKOMNPOMETUPOBaHbl HECKOJIbKO YUETHbIX 3anu-
cel, KOTopble CTaau NiausapMoM NS AaNbHENLWNX BPEAOHOCHbIX AEUCTBUN.
Ncnonb3ys 3T CKOMNPOMETUPOBaHHbIE NPUBUIETNK, aTakyoLWMA NOCcaes0-
BaTeNbHO pa3BMBas ataky, nepemMeLLascb Mexay pabounmMm ctaHumaMu, cep-
BEpaMM 1, UTO KPUTUYECKN BaXKHO, KOHTPOJIJIepaMun AOMeHa.

N




Ana pazsumus amaku 61 3ad0eticmeosaH obwWUupHsIU
Habop UHCMpYMeHmMo8 U Makmuk:

. FopusoHTaanoe nepemewjeHmne n ncnoJiHeHune:

icnonb3oBanncb MHCTPYMEHTbI YAANEHHOIO BbIMOJHE-
HMA KOMaHZ, a Takoke npotokon SMB ans 6eicTporo pac-
NPOCTPaHeHNA BPeJOHOCHbIX KOMMOHEHTOB MO CeTW.

« 3akpenieHue u 06xop 3aWNTbI:

Bbiin 3anyLeHbl 63KkA0pbI, U3MEHEHbI MpaBa AOCTyNa,
a Taikoke 3a4eMCTBOBaHbl MexaHM3Mbl 06xoaa cpeacTB
3alUunThl (BKAHOYas nepeonpeseneHne nermTuMHbIX dai-
nos Windows 1 oTKNtoUEHNE aHTUBUPYCHBIX CY>KO).

Ha KOHTpOJ/I/1IepaxX 4OMEHa 3N10yMblLUNEHHUK AeIZCTBOBaﬂ LeneHaripaBNeHHO: yCTaHaB-
JinBasa BpesOHOCHbIE CJ'Iy>K6bI, NCnonb3oBasl NeErTMTMMHbIE CUCTEMHbBIE KOMIMOHEHTDI
A1 MaCKMPOBKKW, 3CKaavpoBai npuBuiernm n npoYvyHo 3akpenwuica B A4pe |/|Hc|>pa—

CTPYKTYpBbI.

Bce atn AGVICTBI/Iﬂ OT/INYANINCL BbICOKOW CTerneHbio aBTOMaTn-
3aunn, YTo NO3BOJINJIO obecneunTb oxBaT Kak KJIMEHTCKUX, TakK
N KPUTUYECKN Ba>KHbIX C€pPBEPHbIX Yy3/10B AOMEHHOVI cpeabl

BbiBOAbI N ypokn ana knbepbesonacHocTu

O6Hapy>eHO, UTo B NpoLiecce ataku 6b110 3a4eNCTBOBAHO
6onee 20 TexHUK, onucaHHbIX B maTtpuue MITRE ATT&CK

Takaa nocnesoBaTeNbHOCTb AEWCTBUM, BKAKOYAlOLWas NpUMeHeHe nerun-
TUMHbIX CUCTEMHbIX MHCTPYMEHTOB, aBTOMaTU3aLMIo 1 LeneHanpaBaeHHoe
BO3/eNCTBME Ha KOHTPONNEepbl JOMeHa, NO3BOAMAA aTakyrolweMy A06UTb-
CA NMOJIHOTO KOHTPOAA Haj MHOPACTPYKTYPOW, YCNELHO BbIMOAHUTL LWNd-
pOBaHWMe JaHHbIX U MaKCMManbHO CKPbITb CJ/iefibl CBOEro NMPUCYTCTBUA.

7O BKAFOYAET LieNieHanpaBAeHHYH OUMCTKY KJIOUEBbIX XXYPHAN0B COObITUIA
(Application, Security, Audit) B drHanbHOM Pase, UTO CyLLECTBEHHO 3aTPYAHM-
J10 BOCCTAHOB/IEHME MOJIHOM KaPTUHbI MHLMAEHTA.
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MonyyeHHble pe3yabTaTbl ABASOTCA SPKUM CBUAETENLCTBOM TOTO,
YTO TeKyLLMe Mepbl 3aLuUTbl TPEOYOT HEMeANEHHOTO NepecMoTpa.

Ocoboe BH1MaHne HeobXxoAMMO YAeNNTb YCUIeHUIO MOHUTOPUH-
ra NpMBU/IerMpoBaHHbIX AeUCTBUMWA U BHegpeHunto 6onee cTpo-
rMX MexXaHU3MoOB KOHTPO/IA B AOMEHHOU cpeae.

PekomeHaauunmn

O6Hapy>xeHO, UTo B npouecce atakm 6b110 3a4eMCTBOBaHO
6onee 20 TexHUK, onucaHHbIX B maTtpuue MITRE ATT&CK

Mo nToram BceCTopoHHero aHanusa, cneynannctoel AO «['TC» n nogpasgene-
Hue KZ-CERT noarotoBman KOMMNieKCHble pekoOMeHAaunmn. T Mepbl Hanpas-

JiIeHbl HE TOJIbKO Ha YyCTpaHeHUe TeKyLlnx I'IOCJ'IG,D,CTBI/IVI, HO N Ha CO34aHKne
HajgeXHoro 6apbepa NPOTUB NMOBTOPHbIX MHUMNAEHTOB.

Knrouyessle pekomeHOayuu ekaouarom:

YcnneHne KOHTPOA 3a BCEMU NPUBUNETMPOBAHHbBIMU JEeACTBUAMM.
KoppekTpoBka HacTpoek 3alnTbl Ha NEPUMETPE N BHYTPU CETW.

[MoBbiWweHWe YPOBHA XYPHa/MpPOBaHUNA ANA obecneyeHnsi NONHOTbI
AaHHbIX MTPpK 6yﬂ,yLIJ,MX paccnegoBaHUAX.

s YnyudweHune NpoueccoB pearmpoBaHusa U MOHUTOPUHTA
B MaclTabe Bcei MHPPaCTPYKTyPbl OpPraHM3aLmu.




KrtoueBble ya3BMMOCTH
KasHeTa n 30HbI KZ:
MACLUTA6HbIe yTeukn 2025

B TeueHune 2025 rosa yTeukm AaHHbIX CTann OAHOW 13 Hanbosee akTyanbHbIX U Macco-
BbIX Yrpo3 nHdGopmaLMoHHon 6ezonacHocTv B KasaxcraHe. bbinn 3a10KyMeHTMPOBaHbI
MHOTFOUYNCEHHbIE KPYMHblE MHLMAEHTbI, 3aTPOHYBLUME KaK roCyAapCTBEHHbIE CTPYKTY-
Pbl, TaK W YaCTHble KOMMAaHUMW.

CoBoKynHblIli 06EM cKOMNpoMemupoeaHHoU UHEop-
Mayuu ucqHucasaaca decamkamu MUiJlUOHO8 CMPOK,
npu smom e psade c/iy4aee 0aHHble nybaukKoeanuco
8 omkpeimom docmyne nubo pachpocmpaHaauce
Yyepe3 MecceHO)Kepbl U cheyuaiu3upoeaHHbie hopymol.

Ha sTom doHe HaumnoHanbHas cnyxxba pearmpoBaHma Ha KOMMbIOTEPHbBIE UHLIMAEHTbI
KZ-CERT B TeueHune 2025 roga Bena akTMBHYHO pa3BefKy B Ka3aXCTaHCKOM CermeHTe
WHTEPHETA, BbIABAAA W NMpeaynpexaan Kputmyeckme yasBmMmocCTy.



Huxe npedcmasneHa c800ka kro4egbix 06HapyxeHul U y2pos3.

OTtpacnb

Konnuectso
3anvcen

XapakTtep
KOMMNpomMeTaumu
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Puckn n ocobeHHoCTU

3apaBooxpaHeHme

DNeKTPOHHasn
KoMMepums

n Unopposblie
cepBuChI

DKCTpeHHasn
MeaMLMHCKan
MOMOLLb

CpeactBa MaccoBoM
NHPopmMaLnn

®rHaHCcoBbIE
ycnyrm

CrpoutensHas
oTpac/b

TpaHcnopTHas
oTpacib

~16 MAIH
3anucen

~4.5 MNH 3anuvcen

~800 ThIC. 3anKn-
cen

>5,3 MAH 3anuvcent

228 682
CTPOKM

~294 762 3anucu

HecaHkuoHMpo-
BaHHbIN NepeHoc
CNY>KeBHbIX
[OKYMEHTOB

MNpesnonoXnUTENbHO U3 KPYMHOW
NC. Maccus purypmposan
B Npogaxe ¢ gekabpa 2024 roga

Komnpometauns nHtepHet-
pecypca. [laHHble cBA3aHbI

C TeNeKOMMyHMKaumnamm, obpaso-
BaHWEM N KOHTaKTHbIMM
cepBucamm

YTeuka 6a3bl gaHHbIX VIC sKCTpeH-
HOW MOMOLLW. 310YMbILLNEHHWKM
AEMOHCTPUPOBaNM BblIOOPKM

no 10 Teic. 3anucew

JanHble ¢ 2016 no 2025 rog;: cay-
XebHasa nHPpopmaLma n nepco-
Ha/bHble AaHHble No/b30BaTeNen

®ain ¢ NnepcoHanbHbIMWN AaHHbIMK,
BK/IFOYAA YaCTUYHO 3aMacKMpo-
BaHHble HOMepa 6aHKOBCKMX KapT,
®UO 1 TenedoHbl

KomnpomeTaumsa KOHTaKTHbIX
N NAEHTUOULMPYHOLLNX AaH-

HbIX XXUTeNen n opraHvsaumnn
KasaxcTtaHa

AHann3 cncteMHblx apTedakTos
yKa3aJl Ha BO3MOXHYH npuyact-
HOCTb COTPYAHWUKOB. JOKyMeHT
onybankoBaH B Telegram

AnVTenbHbIN XapakTep
KoMMpomeTaLmu,
PYCK MHOTOKpaTHOW
nepenpoaaxm

BkntoueHne cBepeHui
0 rpaxgaHax Pecnybanku
KasaxcraH, co3gaHve Haum-
OHa/NbHbIX PUCKOB

Haanume nonHomacLuTab-
HOro A0CTyna K AaHHbIM
CTAHLUMI CKOPOWN MOMOLLLM

3HauYNTENbHbIVM OBBEM
noTeHLUManbHOro yuiepba
n3-3a AJANTENbHOCTU
HaKomnaeHns

Bbicokmi puck peanusa-
UMM GMHAHCOBOTO MOLLEH-
HW4YecTBa N TapreTMpoBaH-
HbIX QULLNHTOBbIX aTak

YTeuka cneumduyeckmnx
pervoHaNbHbIX AaHHbIX

Puck LeneHanpaBaeHHOM
NHCaNAEePCKON yTeUKM
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MpopbiB NepuMeTpa:
MexceTeBble aKpaHbl 1 VPN

1. Yazeumoctb Kerio Control
CVE-2024-52875

Aata obHapy>xeHua: 14 suBaps 2025 roaa.

Haxopka: c nomowbto OSINT-pa3Beakun (nonckosas cnctema Shodan) 6bi10 naeHTH-
durumposaHo 120 mexceTeBbix 3kpaHoB Kerio Control B Ka3HeTe, koTOpble Oka3anncb
YyA3BUMBI.

OnacHoctb: ya3sumMocTb (CVSS 8.8) no3sosifeT yaasieHHOMY 310yMbILLIEHHWKY BbINOJI-
HUTb MPOM3BOJIbHBIN KOZA C root-npuBMaErnamMmn yepes oTnpasky crneymansHoro HTTP-
3anpoca. 3T0 PaBHOCU/IbHO NOJHOMY 3axBaTy CETeBOro nepumMeTpa opraHusaumm.

2. Ataka Ha Cisco VPN
ArcaneDoor

[ata o6HapyxeHus: ceHTabpb 2025 roga (mocne packpbitna Cisco).

Haxopaka: KZ-CERT BbisiBua 185 noteHuUmanbHO ya3BuMbIX ycTpoicTe Cisco ¢ akTuB-
HbiIM Web-VPN B Ka3HeTe, Bktouasa 18 kamnentos ELLUAN.

OnacHOCTb: YCTPOWCTBA NOABEP>KEHBI LLeNnoyke 13 ABYX YA3BMMOCTEN HYNEBOTO AHS
(CVE-2025-20333 n CVE-2025-20362). 311 yA3BUMOCTM BbIAN aKTUBHO 3KCMIyaTUPOBaHbI
nssectHou APT-rpynnuposkoi (UAT4356/STORM-1849) B pamkax kamnaHumm ArcaneDoor
ANA YCTaHOBKM MOCTOAHHOIO A0OCTyNna v BHeapeHns 6ytkmToB (Raylnitiator n LINE VIPER).

Cnaéble 3BeHbs BE6-peCcypCcoB:
CMS v noyTOBbBIE CEPBUCHI

3. MaccoBoe 3apa)xeHne WordPress:
NaarvHbl N BpeJoHOCHbIE KaMMNaHNK

« W3 Total Cache
CVE-2024-12365

21 anuBapa 2025 roga obHapyxeHo 323 nHTepHeT-pecypca Ha CMS WordPress,
NCMNONb3YHOLLMX YA3BUMbIV NAATMH. YA3BUMOCTb NO3BO/IAET ayTEHTUDULMPOBAHHBIM
3/I0yMbILLNIEHHUKAM (Aaxe C NpaBamMu MOAMMNCUYMNKA) BbIMOAHATb HECAHKLMOHNPO-
BaHHblEe AEACTBUA, UTO MOXET MPUBECTU K PacKpbITUIO MHPOPMaLMK 1 3anpocy AaH-
HbIX 13 BHYTPEHHWX CEPBUCOB (Hanpumep, MeTajaHHbIX 06a4HbIX MPUNOXKEHWIA).

« WP3.XYZ
ATaka Ha aAMMHNCTPATOPOB

23 aHBaps 2025 roza BbisiBJIEH CKOMNPOMETUPOBAHHbIA Pecypc, aTakOBaHHbI Bpe-
AOHOCHOW KaMmnaHunern wp3[.]xyz. Llenbto aTakm SBASETCA CO34aHMeE YUETHBIX 3anncen
aAMVHUCTPATOPOB, YCTaHOBKA BPEAOHOCHbIX MJIarMHOB 1 KpaXa AaHHbIX.



4. Kputnueckum nposan B Roundcube Webmail
CVE-2025-49113

Haxopaka: o6Hapy>xeHo 149 Beb6-uHtepdencos Roundcube Webmail, cpeam koTopbix
5 knvenToB ELLUJN, noTeHumnanbHO noaBep>KeHHbIX kKputnueckon RCE-ya3BMMOCTW.

OnacHoOCTb: yA3BMMOCTb CyllecTBOBasia bosiee aecaTn net BO BCeX aKTyalbHbIX BEpP-
cnax. OHa cBA3aHa C 10rMyeckon owmnbKour, NO3BOAAIOLLEN NepesaTb Cepuann3oBaH-
Hble JaHHble, KOTOpble gecepuannsyrotca PHP Ha cepsepe, NprBOAA K BbINOJAHEHUIO
NpPOn3BOJIbLHOIO Koga C npaBaMu Beb-npouecca.

5. YazBumoctu B Joomla un SharePoint

« Joomla
MaccoBas npobaema

O6Hapy>xxeHo 5022 ya3BUMbIX MHTEPHET-pecypca Ha H6aze CMS Joomla ¢ 256 093
yA3BUMOCTAMU, UMeroLwnMn 175 yHUKanbHbIX nAeHTUGUKATOPOB. ITOT MacLluTab
yKa3blBaeT Ha XPOHMYECKOe OTCTaBaHWe B OOHOBAEHNN NOMYASPHOWN CUCTEMBI.

o Microsoft SharePoint
CVE-2025-53770 / ToolShell

BoisiBneHo 7 IP-agpecoB, NOTeHLMaNbHO YA3BUMbIX K KpuTudeckon RCE-
yazsumocTtn (CVSS 9.8). ATaka He TpebyeT ayTeHTUdMKaLMK 1 3aTparmBaet
nokanbHble Bepcumn SharePoint Server, uTo genaeT ee KpaHe ONacHOW ANs KOp-
NMOPaTUBHbIX CUCTEM.

HeoxunpaHHag uenb:
NPOMbILWIEHHOCTb M SHEpPreTmnka

6. YasBnmoctb cuctem ATG
Automated Tank Gauges

Haxopka: B xone OSINT-MoHUTOpUHra obHapyxeHo 15 IP-agpecos, ncnonbsyto-
Wwmx oTkpbIThId nopT 10001 ana cucteM namepeHns ypoBHS Tonamea B bake (ATG).

OnacHoctb: ATG NCMOJIb3YHOTCA Ha 3alrpaBKaXx U TOMJAMBHbIX CK/1aAaX A4 MOHUTOPWHTa
pe3epByapoOB. OTKprTbII‘/’I A4OCTYyMN K TaKUM CncTeMaM MOXKET NMO3BOJINTb 3/I0YMbILLUNEH-
H/KaM He TOJIbKO NOJIy4YnTb YyBCTBUTENBbHYHO VIHCI)OpMaLI,I/II-O O 3anacax Tonanea, HO U
noTeHuMasibHO BMeELLaTbCA B UX pa60Ty.
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AHanns TLS/SSL-6e3onacHocTH
Xpomatrowas kpuntorpadus

KZ-CERT npoaHanun3unposan 6onee 180 000 nHtepHeT-pecyp-
coB B 30He KZ ana oueHkun KayectBa wupposaHua (SSL/TLS-
KoHurypauunm). PesynbraTtbl BbISBUJIM MHOTOUYMUC/IEHHbIE
npo6siembl c 6€30MacHOCTbIO, KOTOPbIE MOAPbLIBAIOT JOBEPME
K 3aLMLLEHHBIM COeMHEHNAM:

Kateropus npo6nembi OnucaHue n puck

NP He noasep>KvBaeT 3allMLIEHHOE COeMHEeHNe

Orcytcteue TLS HTTPS. (wndposaHme TLS He npuMeHseTcs BoBce)

SSL/TLS-cepTudukaT MHTEPHET-pecypca NPOCPOYEH,

UcTtekwnn ceptndpukat <
CPOK ero AencTBMA 3aKOHYMACA

CepTndukat He COOTBETCTBYET JOMEHY: UMA XOCTa He

HecoBnageHne nmeHun
coBnajaeT C UMeHeM, Ha KOTopoe BbigaH cepTudukar

CamonoanucaHHbIN CepTndukat He nognmcaH JOBEPEHHbBIM LIEHTPOM
ceptnoukar ceptudmkaumm (CA), a ABageTca caMonoAnmcaHHbIM

CoueTaHue BblLLIEeYyNOMSAHYTbIX YA3BUMOCTEN Ha
OZHOM VHTEPHET-pecypce (HanpvMep, camonognu-
CaHHbIV cepTUdUKAT, Yel CPOK y>Ke UCTeK, 1 Ap.)

KombuHmnpoBaHHble
npo6aembl

KoppekTHbin SSL/TLS-cepTrndumkaT 6e3 ob6Hapy>KeH-
HbIX NPOBAEM (AEUCTBYHOLLMIA, COOTBETCTBYHOLLNI
AOMeHy, noanucaH goBepeHHbIM YL, cpok aenctBus
6onee 30 aHeN)

BannaHbii ceptnumkar

LLinpokoe pacnpocTpaHeHne ycTapeBLUUX WA HEKOPPEKTHO HAaCTPOEHHbIX cepTndu-
KaTOB W MeTOAOB LIMPPOBaAHNA NpesCTaBAseT COOON CUMCTEMHBbINA PUCK ANA BCETO
Ka3aXCTaHCKOro cerMmeHTa MHTepHeTa.
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YcTapeBWwWUn WUT:
TpesoxHas ctatuctuka WordPress B KasHeTe

KZ-CERT npoBen mMacwtabHbi ayamut 6onee 180 000 uHTepHeT-pecypcoB B
AOMEHHOW 30He .kz, cocpesoTOUuMB BHMMaHME Ha MNOMYASPHON CUCTEME yrnpaB-
neHna koHTeHToM WordPress. Pe3ynbTaTbl BbI3biBAlOT Cepbe3HY 0becnoko-
€HHOCTb, MOCKOJIbKY 3HauuUTeNbHasA 4YacTb PecypcosB ncnosb3yeT ycrapesuee [10.

Macuwrab: naeHtnouumnposaHo cebiwe 19 000 pecypcos Ha 6a3e WordPress.
OnacHbI apxan3m: 13 13 869 pecypcoB, A48 KOTOPbIX YAaN0Ch ONPeAENNTb BEPCUIO,
5117 ncnonb3yroT ycTapesBLUne BEPCUN.

loHKa 3a 06HOBAEHUAMMN:
nouemy ctapbii WordPress — 310 puck

Mo cocTtoAHuMto Ha okTAbpb 2025 roga, eAMHCTBEHHOMW aKTyaNbHOW N aKTUBHO MOA-
aep>xneaemon Bepcuen apnaetca WordPress 6.8.x.

KZ-CERT BbISIBU MHOXECTBO peCypCcoB, paboTaroLLMX Ha CEMENCTBAX BEPCUM:
«  WordPress 4.x (Hanpuwmep, 4.7-4.9)

« WordPress 5.x (5.0-5.9)

e PaHHuMe 6.x (6.0-6.7)

Knrouesble pucku:

« OTcyTcTBME NMOJIHOW 3alUTbI: XOTA ANA HEKOTOPbIX
ctapbix Bepcui (4.7-4.9 n 5.0-5.9) no 30 ceHTabps 2025
roga Bbinyckanncb GrHanbHble 06HOBAEHMS He3onacHo-
CTW, OHM He NOoAy4YatoT HOBble GYHKLIMKN M OCTaroTCA Ha
yCTapeBLUueyn nporpaMmHou base.

« [MonHoe npekpalieHne NOAAEPIKKN: A1 CaMbIX CTa-
pbix Bepcui (4.1-4.6) obHoBNEeHMA He3onacHOCTU He
BbiNyckatoTcs ¢ ntona 2025 roga, uto genaet ux KpanHe
YA3BUMbBIMW.

+ TexHonornueckoe orcraBaHue: BEPCUN HMXKe 6.8 He
BKIFOYAIOT JOMONHUTEIbHbIE MEXaHW3MbI 3aLMTbl, pea-
NIN30BaHHble B aKTyalbHOW Bepcun 6.8.3, 1 He B nos-
HOW Mepe NoAJepP>XMBatOT COBPEMEHHOE NPOrpaMMHoe
OKpYy>XeHue (Hanpumep, aktyasbHble Bepcun PHP).

Mcnonb3oBaHue ycTapeBLUMX BEPCUN, AaXKe eC/IN ANIA HUX eLle BbIXO-
AAT peAKue naTtuu, CTaBUT pecypcbl Noj NOCTOAHHYIO Yrpo3y u3-3a
OTCYTCTBUA KOMIJIEKCHOW 3alUThbl.
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Kputnueckas 6pewsb B FortiWeb:
06X04 AYTEHTUPUKALMNM

B xoze MOHUTOPWHIa OTKpPbITbIX MCTOUHUKOB (OSINT-mHCTpyMeHThl Shodan, ZoomEye)
KZ-CERT o0bHapy>un KpUTUYeCKyr yrpo3y, HaueneHHy Ha CUCTEMbl CETEBOW 3aLLUTbI:

« Haxopaka: BbisBneHo 148 IP-agpecos, noTeHUManbHO
noaBep>XeHHbIX ya3Bumoctu Fortinet FortiWeb (CVE-
2025-64446).

« MacwTtab yrposbi: yA3BUMOCTb MMEET KPUTUUYECKNM
peuTtuHr CVSS 9.8 n3 10.

« MexaHu3Mm aTaku: ya3BMMOCTb CBSi3aHa C 06X0OA0M
ayTeHTUdMKaLMm 1 TpaccmpoBkon nyTn (path traversal)
B npoaykte FortiWeb.

. nOCJ'IEACTBVIﬂ: ycnewHaa akcnayatauna no3BondeT
HEABTOPM3OBaHHOMY yAaN€HHOMY 3/I0YMbILWUNEHHUKY
BbIMOJHNTb aAMUWHNCTPATNBHbIE KOMaHAbl N CO34aTb
y4yeTHblIE 3anncn C NpaBaMn agMUHNCTPATOpPa.

JTa YA3BUMOCTb Aa€T XakKepam NONHbIN KOHTPOJIb Haj 3alUNTHbIM Be6-I'IpVIJ'IO>KeHVIeM,
UTO AENa€eT ee O,D,HOI\/’I M3 CaMbIX OMNaCHbIX Ha O6Hapy)|(eHHbIX B 3TOT nepunoa.

KZ-CERT HacToATenbHO pekoMeHayeT BaajenbuamM MHTEepHET-pecyp-
COB 1 ceTeBOro 0bopyaoBaHVa He3aMeA/IMTe/IbHO NPOBEPUTb CBOY
CUCTEMbI Ha HaMUMeE YKa3aHHbIX YA3BMMOCTEW, MPUMEHNTb COOTBET-
CTBYHOLLIME NMaTUM U HAaCTPOUTb KOPPEKTHOE LWndpoBaHue.

‘



Co3paHue CeTtn o6MeHa
UHTEPHEeT-TPAPUKOM:

LLIAr K YCTOMYMBOMY M ABTOHOMHOMY KO3HETY

B ycnoBuAx gMHamMmnuHON MeXAyHapOAHOW OH6CTaHOBKM BOMPOCHI YCTOMYMBOCTU
M HE3aBUCMMOCTN HALMOHaNbHON UHTEPHET-MHPPACTPYKTypPbl CTAHOBATCA OCObEeH-
HO akTyanbHbIMMK. Ka3zaxcTtaH npogoskaeT pa3BuBaTbh COBCTBEHHbIE LIMPpPOBbIE Cep-
BUCbI, N YKpenaeHne BHYTPEHHEN CeTEBOW apXUTEKTypbl — BaXXHbI 31€MEeHT NOBbI-
WeHWsA YPOBHA MHGOPMaLMOHHOM 6e30MacHOCTM 1 TEXHOIOTMYECKOTrO CyBepeHnTeTa.

OaHUM 13 GakTopoB, NOAUEPKMBAIOLLMX HEOOXOANMMOCTb MOAEPHM3ALNN, ABAAETCA
CyLLLeCTBYIOLLIEE pacrpeseneHne MeXAyHapOAHbIX KaHa0B CBA3W. 3HaunTeNbHasa YacTb
Tpaduka TPagMLMOHHO MPOXOANUT Yepe3 CcocesHMe roCyAapcTBa, YTO MNOTEHLMANbHO
NPUBOANT K TEXHONOTMYECKUM PUCKaM M BAUSAET Ha AOCTYNMHOCTb MHTEPHET-PECYPCOB.
PaHee durKcmpoBannch cnyyam, Korga o6MeH AaHHbIMU MEXAY Ka3axCTaHCKMMK onepa-
TOpaMu CBA3M NPOXOAMA Uepes 3apybexkHble MapLLPYThl, UTO YBEANUMBANO 3a4EPXKKN
M cO3ZaBano AOMNONHUTE/bHbIE TOYKM BO3MOXHOW HECTabUIbHOCTH.

Ponb Toukn obmeHa uHTtepHet-Tpadpukom (TOUT) B ykpenneHummn
YCTOMUMBOCTU HaLlMOHabHOro cermeHTa MiHTepHeTa

[ns NoBbILWEHNA aBTOHOMHOCTU 1 OTKa3oycTonumBocTu KasHeTa 6biam co3gaHbl rocy-
AapctBeHHble TOWIT. 3Tv naowaaky No3BOAAKOT onepaTopam CBA3M 06MeHnBaTbCA Tpa-
dVKOM BHYTPU CTpaHbl, COKpaLLas 3aBUCUMOCTb OT BHELUHEW MHOPaCTPYKTYpbl U yyu-
LLana CKOPOCTb AOCTaBKN AaHHbIX.

B 2025 rogy y3nbl TOUT dyHKUmoOHMpYOT B 18 ropogax cTpaHbl: AcTaHa, Anmarsl,
AxT0be, ATbipay, AkTay, KaparaHaa, Kei3binopaa, MNasnoagap, Cemen, Ypanbck, LLbiMKeHT,
KokweTtay, KoctaHan, MNMeTponaBnoBck, YcTb-KameHoropck, Tapas, TangblkopraH
n XeskasraH. K TOUT noakntoueHbl 31 onepatop CBA3M, CyMMapHbI 06BEM nepe-
fasaemoro Tpadmka npesbiwaeT 300 M6ut/c. Ha naowagkax TOUT pasmeue-
Hbl DNS-cepBepbl KZ-Root coBmectHO ¢ KazNIC, a Takxxe K-Root cepsep ot RIPE
B ACTaHe, 4TO CyL,eCTBEHHO MOBbILLAET YCTOMYMBOCTb HALMOHANbHON JOMEHHOM 30HbI.

Coszganve TOUT 3aMeTHO yay4dLInIO CBA3AHHOCTb U AOCTYMHOCTb NIOKalbHbIX NHTEpP-
HeT-pecypcoB, NO3BOIMAO MepepacnpesennTb Harpysky 1 MOBbICUIO YCTOMUYMBOCTb
cepBucoB, paboTarowmx Ana Nofb3oBaTenert BHyTpU CTpaHbl.




Ponb TOUT B ykpenneHnn yCTOMUMBOCTU HaLMOHA/IbHOrO CermMeHTa
MHTepHeTa

HecmoTpsa Ha wmpokoe nokpbitve TOUT, x y3/1bl NOKa HE COeAMHEHbI MexXay Cobol
COBCTBEHHOW MarnucTpasbHON ceTbro. MexayropoaHnii 06MeH OCyLLLeCTBAAETCA Yepes
NHOPACTPYKTYPY MEXAYrOpOAHbIX ONepaTopoB CBA3M, UTO COXPaHAET OnpeAenEHHYHO
3aBUCMMOCTb OT UX KaHa/oB.

Mo3aToMy cneayroLMM NIOTUYHBIM LLaroM siBAseTcs co3saHne Cetu obmeHa UHTep-
HeT-Tpapukom (COUT) — eanHOM TPaHCMOPTHOM MHPPACTPYKTYpPbl, KOTOopas obe-
CNeynT NPAMYHO CBA3AHHOCTb MeXay pernoHanbHbiMy TOUT 1 NOBbICUT aBTOHOMHOCTb
HaLMOHaNAbHOro cermeHTa MIHTepHerTa.

Uro pact BHegpeHue COUT?

Co3zpaHne COUT cTtaHeT KaueCTBEHHbIM CKaUkOM B Pa3BUTUWN HaLMOHaAbHOMW CETEBOM
apxuTeKkTypbl. B uncne karoueBbix NpenmMyLLecTs:

¢ [loBbilleHHaa aBTOHOMHOCTb Ka3HeTa

[axke npn nepebosx Ha MeXAYHapPOAHbIX KaHanax BHyTPEHHWe
pecypcbl NpoAoaxaTt paboTtaTb B LUTaTHOM PeXUME.

« HapéXHoCTb 1 JOCTYNHOCTb rocycnyr

CepBUCbl 3N1EKTPOHHOIO NPaBUTENbCTBA U FOCYAapCTBEHHbIE
MHOOPMaLMOHHbIE CUCTEMbI BYAYT AOCTYMHbI Yepe3 perroHasb-
Hble Y3/ibl, PacnoioXXeHHble B 3kocucteme KasHeTa.

» CHM)KeHMe 3aBMCMMOCTU OT ONepPaTopCcKMX Marucrpasen

O6MmeH Tpadmkom ByseT NPONCXOANTb MO COBCTBEHHOW Bblje-
NeHHoW nHpacTpyKType.

« OnTMMM3auMa MapLIpPYTOB

MeHbLLU€e NPOMEXYTOUHbIX 3BEHbEB — HUXKE 3a4EeP>XKKMN U BbiLLe
CKOPOCTb AOCTyna.

« YkpenneHue un¢ppoBOro cyBepeHuTeTa

COWNT cTaHeT k/toYeBbIM 31EMEHTOM HaLMOHaNIbHOW MOZAenn
6e30nacHOCTN N YCTONUNBOCTU LMPOBOM Cpesbl.
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NHuppacTpykTypHblie acnekTbl co3gaHnua COUT u ponb AO «I'TC»

[nsa pabotel COUT HeobxoAMMbI COBCTBEHHbIE MArMcTpaabHble KaHabl, CBA3bIBatOLLME
pernoHanbHble Toukn. Ha aaHHbI MOMeHT AO «[TC» He pacrionaraet Bcen Heobxoanmon
MarmcTpanbHOM MHPPACTPYKTYpOKn, NO3STOMY paccCMaTpmMBaEeTCA MOAeNb NMapTHEPCTBA
C onepaTopamm CBA3N, KOTOPbIE Y>XXKe UMEHOT Pa3BEeTB/IEHHbIE MEXPErnOHaAbHbIE TNHNN.

TakoW NoaxoA WNPOKO MCMONb3yeTCs B MEXAYHapOAHOW NpaKTUKe: rocyAapCTBeH-
Hble M YaCTHble OpraHM3aLny COBMECTHO CO3Jat0T KPUTUUECKM BaXKHYH CETEBYHO
NHPPACTPYKTYPY, pacnpesensis pecypcbl 1 KOMMETEHLUN N YCKOPSAA 3aMyCK MPOEKTOB.

AO «I'TC» rotoBo Kk NpopaboTke pa3INYHbIX MOAENEN B3aMMOAENCTBUSA C onepaTopa-
MU CBA3WN Ha B3aMMOBbITOAHbIX yc10BMAX. OnepaTopsl, 3anHTEpecoBaHHbIe B Pa3BUTUM
HaLMOHaNbHOW LMGPOBOM 3KOCUCTEMbI, MOTYT CTaTb KNHOUYEBbIMU YyYaCTHUKAMM Mpo-
eKTa, YTO NO3BOJUT:

*  lcnonb3oBaTb MMEOLLYHOCA MarncTpanbHyt0 MHOGPaCTPYKTYpy;

» Cokpatutb cpoku 3anycka COUT;

+  OnTMmusmpoBaTb GMHAHCOBbIE N TEXHUYECKME 3aTpaThl;

« [loBbICUTb YCTONYMBOCTb BHYTPEHHEWN CETEBON apxmTekTypbl KasaxcraHa.

Takmum obpazom, CONT npeanonaraet napTHEPCKYO Mogenb, rae AO «[TC» BbinosHsAET
POJIb KOOPAMHATOPA M MHTErpaTopa, a ornepaTopbl CBA3N — MHPPACTPYKTYPHbIX NapTHE-
poB. Takon popmat ycKkopseT peannsaLmio NpoekTa U NoBbILIaeT ero 3PPeKTUBHOCTb.

3ak/iroueHue

Pazsutme cuctembl TOUT n cozgaHne CONT — 310 He NPOCTO MOAEPHM3ALMNSA CETEBOM
NHOPACTPYKTYpbl. ITO CTpaTErMyeckum Wwar K PopMmMpoBaHNIO HaZEXHOrO, HE3aBUCHK-
MOrO 1 ycTonumBoro umdpoBoro npoctpaHctea KasaxcraHa.

COWT noBbICUT FOTOBHOCTb HaLMOHaNbHOW MHMPACTPYKTYPbl K BHELHWUM BbI30-
BaM, YAYYLINT Ka4yeCTBO BHYTPEHHMUX MHTEpPHeT-ycayr, obecneunt ctabuabHOCTb
rocyfapCTBEHHbIX CEPBUCOB U YKPenuT MHPOPMaLMOHHYH 6e30MacHOCTb CTPaHblI.




bnok 3

NN +++
N KN6ep6e30rnacHOCTb

* VI kak rnaBHbIN MHCTPYMEHT BUpYyconucatenem

« «Opy>xune NN»: Kak HEMPOHKM MCNONb3YOTCA ANS aTak

» «<bpoHsa NW»: Kak ncnonbzosatb VI gns 3awnThbl

* NN-kankaHbl 1 aHTU-VIN-unTbI: Kysa 3BONOLNOHUPYET MCKYCCTBEHHbIV HaMnaaroLLmii
* Kak Mbl cO34aéM NHTENNEKTyaNnbHYO cucteMy, obaervarowyro pytnHy SOC-aHanntmkam
* [pakTnka BHeapeHuna NN B npoueccbl SOC

« ONTMKU3aums Noaaep>KKn B sts.support.kz



NN n knéep6e30nacHOCTb

MU Kak rnaBHbIN UHCTPYMEHT
BUpyconucarteneu P

3a nocnezHue rogbl KnbeprnpecTynHoCTb NpoLLaa TOUKy HeBo3BpaTa. Ecam paHblue
NW obcyxpaancs kak TeopeTmyeckas yrpo3a, To Tenepb OH CTas paboymm MHCTPYMEH-

TOM aTak.

OZHO W3 rNaBHbIX U3MEHEHWI - CHUXEHME Nopora Bxoza. Bam 6onblue He Hy>XHO
6bITb 3KCMEePTOM, UTODBI CO3aBaTb CIOXHOEe BpesoHocHoe 0. JocTaTouHOo ymMeTb
npaBuIbHO GOPMY/IMPOBaTh 3aMNpPOChl K HEMPOCETU.
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1. deHoMeH «Zero-Knowledge Threat Actor»
3N10OYMbILLUNTIEHHUK C HYNTEBBIMU 3HAHUSAMM

OfHO M3 onacHbIX NOCNAEACTBUN BHe-
aperHuna W asnaetca noasieHne «Zero-
Knowledge Threat Actor». 310 310yMbIL-
NeHHUKN, He obnagjarowime HaBblKamMu
nporpaMmMmMpoBaHunsa, KOTOpble NCMOb-
3ytoT I ana HanncaHua BpesoHOCHOro
Koza.

NccnepgoBatenm Cato CTRL gokasanm, uto
yesoBek 6e3 onbiTa MOXeT 3aCTaBUTb
ChatGPT, Copilot nan DeepSeek Hanun-
caTb MOJHOLLEHHO QYHKLMOHUPYHOLWNIA
nHdocTunep (BUPYC ANA Kpaxkv naponen),
MCMO/Ib3YA TEXHUKY «CHOXKETHOW MHXKeHe-
pvn». BMecTo npamoro 3anpoca «Hanvwm
BMPYC», aTaKyrLLWA CO3AaeT BblAYMaHHbIN
cueHapwi, rae VIV urpaet ponb aetektu-
Ba WM MepCcoHaxa Urpbl, A8 KOTOPOro
HanmcaHne Takoro KoAa ABAAETCA YacTbio
CHOXEeTa, @ He HapyLUeHMeM 3aKOHa.



ST

2. Dark LLM

Ha cmeHy nonbiTkam 06MaHyTb neraabHble MOAENN MPULLAN
cneumanm3npoBaHHble MHCTPYMEHTbI 418 MPeCTYNHUKOB Ha3BaH-
Hble kak Dark LLMs:

WormGPT u FraudGPT:

MepBble MaccoBble MoAenW, 0byyeHHble Ha AaHHbIX O ManBapu
N puwmHre. OHM No3mumoHupytotcs kak «ChatGPT 6e3 orpaHu-
YeHWI» 1 NO3BOAIOT reHepPMPOBaTh UAeanbHble GULLMHIOBbIE
MMCbMa M BPeAOHOCHbIe CKPUNTbI 6e3 3TMYecknx GuabTPoB.

Xanthorox:

Bonee npoaBuHyTLIA MHCTPYMeHT 2025 roga, cnocobHbI nucatb
CIOXHbBI CUCTEMHbIN Kog Ha C++ ana o6xoda COBPEMEHHbIX
aHTUBMPYCOB, BKNOYAs CO3AaHue ApaliBepoB 1 paboTy ¢ nams-
TbHO.

Mumukpusa:

YacTto nog BMAOM «yHWMKaNbHbIX XaKepPCKMUX HEMpOceTen» Npo-
AaroTca Npocto «0bepTkm» (wrappers) ans GPT-4 nan Claude,
KOTOPbIM MPUKPYYEHbI aBTOMaTUUeCKMe AXennbpenku.

3. Hesugpumasga yrposa

NN no3soann cosgatb ManBapb, KOTOpas MeHAeT caMy cebs BO
BpemMa paboTbl, genas TpaguLMOHHbIE aHTUBUPYCbl Hecnones-
HbIMW.

BlackMamba n MalGEN:

KoHuenuunu BpegoHocHoro MO, koTopoe He HeceT B cebe Bpe-
AOHOCHOro koga. Npu 3anycke nporpamma obpataercsa k API
(Hanpumep, OpenAl), npocuT creHeprpoBaTb KOJ ataku (Hanpu-
Mep, Kensorrep) n UCNOAHAET ero NPAMO B NaMATK.

PROMPTFLUX:

BpeaoHocHoe MO, koTopoe ncnonbyet W ana nonHon nepesa-
MWCK CBOEro KoAa Kaxapbl Yac. OHO co3aaeT 6€CKOHEUHbIN LKA
MyTaLuni, rae Kaxzaas HoBas BEPCUA MPOrpaMMbl YHUKaAbHA U He
MOX0Xa Ha MpeAblAyLLytO, HO BbINMOJHAET Ty Xe 3ajauy.



4. HoBbi BEKTOp aTak:
Hallucination Squatting

3/10YMbIWAEHHWUKN NCMONBL3YIOT CKNOHHOCTb N BbigyMbIBaTb
dakTbl. Mogenn yacto npegnaratot paspaboTumkam MCrnoab3o-
BaTb HeCyLlecTBytOWmMe bnbanoTekm Koaa. Xakepbl HaXOAAT 3TH
MOBTOPAOLMECA FaNOLMHALNN, CO34at0T peasibHble BPpeJoHOC-
Hble NakeTbl C TAKUMW MMEHaMU W1 3arpy>aroT UxX B peno3vtopum
(Hanpumep, npm waun PyPl). XXepTBa, foBepsa cosety VW, cama
yCTaHaBAMBaET BMPYC.

3aknwoyeHue

NHterpauna NN B nHcTpymeHTapuii
KnbepnpecTynHMKOB - He MPOCTO
3BOJIOLMA, @ PEBONOLNA, MEHALO-
Lwas npaswnaa urpbl.

MocneagHve roabl nmokasanu, 4To
nopor Bxoza B KnbepnpectynHocTb
NpakTNYecKn ncyes, a BOSMOXHOCTU
aBToMaTu3aumu AOCTUTIN YPOBHA,
NO3BONIANOLLErO CO34aBaTtb YHUKab-
Hoe BIMO B npoMbILAEHHbIX MacLuTa-
6ax.

MossneHune Dark LLM, TexHWK axen-
néperika, aBTOHOMHOIO MOJNMOp-
dr3Ma 1 atak Ha Lenoyku nocra-
BOK 4Yepes raiatounHauum tpebyet
OT 3alUUTHMKOB Nepexoia OT peak-
TUBHOW 3alMTbl K MPOAKTUBHOMY
ynpassieHuto puckamu VW.




NN n knéep6e30nacHOCTb

«Opyxune UN»:

KOK HEMPOHKU MCMOMb3YIOTCS A9 ATAK

B 2025 ropy knbepbe3onacHOCTb HAXOAUTCSH B COCTOSSHUU «TOHKW BOOPY>KEHWI», TAe
NCKYCCTBEHHbIN MHTennekT (UMW) ctan MOLHENLLNM MHCTPYMEHTOM B pyKaX 3/10yMbILL -
NEHHWNKOB. HeMpOHHble ceTn, 0cobeHHO bonblune A3bikoBble Mogenn (LLM) n reHe-
patuBHO-cocTa3aTenbHble ceTh (GAN), Nno3BoAAIOT cO3jaBaTb aBTOMATU3NPOBAHHbIE,
afanTMBHbIE N TPYAHOOBOHapPY>XXNMble aTaku.

1. TpaHcdopMAUUSA COLMNANTBHOM UHXEHEPUN

Ncnonb3oBaHune LLM no3soanno npectrynHnkKam I'Iepel7|TVI OT MacCCOBbIX pacCCblIOK
K CO34aHUIO TneppeaimctTmMyHOro KOHTEHTa.

« [uneppeanncTtuuHbIA GULLKHT:

LLM ckaHunpytoT LMPpoBON cnes >KepTBbl ANA CO34aHNA NePCOHANN3NPOBAHHbIX
coobueHnr 6e3 rpammatmyeckmx owmnbok. CTR (kankabenbHOCTb) TakMx MUCEM
pocturaet 54% npotue 12% y TeKCTOB, HaMMCaHHbIX JHOAbMW.

« Artakn Business Email Compromise (BEC-atakn):

Mogenn MMUTUPYIOT KOPMOPATUBHbIN CTUb Y TOH FO0Ca PYKOBOAUTENEN AN Kpa-
XN CPeACTB UAN AaHHbIX.

«  Anndenku:

B 2025 rogy uncno MHUMAEHTOB C ayAno- 1 BuaeonogMeHamu Bblpocao Ha 500%.
TexHonornm ncnonb3yroTca aAna obxosa GOMETPUN N MOLLEHHUYECTBA C UMUTALLN-
en pykosogactea (CEO Fraud).
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2. ABTOHOMHOE U apanTuBHoe BpepoHocHoe MO

Hanbonee onacHbIM TpeHAOM CTasa MHTErpaLmsa HeMpoceTen HEMOCPEACTBEHHO B TENO
BMpYyCa A1 obecrneyeHns ero aBTOHOMHOCTW.
o KoHuenuusa Just-in-Time Al (JIT-Al):

BpepoHocHoe MO ncnonbsyet APl HenpoceTen (Hanpumep, Gemini nav Hugging

Face) gns reHepaunu Koga NpaAMoO B NpoLecce ataku.

« Camoobyuarowminca Koa:

> PROMPTFLUX:

Aponnep, KOTOpbI NepenncbiBaeT CBON NCXOAHBIN KOA B MpoLiecce Ucnon-
HeHWs, YTOObl OCTaBaTbCS CKPbITbIM.

> PROMPTLOCK:

MporpamMma-BbIMOraTenb, KOTopas Ha IeTy peLuaeT, kakue dalibl LLMPpPoBaTh,
NCXOAA U3 aHann3a cpesbl.

« ABTOMaTM3aLMA KCNAyaTaLun:

NIN-60TbI CKaHNPYHOT CETU U pa3pa6aTb|Ba+0T BEKTOPbI aTakun C xmpyprmquKoﬁ TOY-
HOCTbHO.
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3. ATaKN NPOTUB CUCTEM MALIUHHOIO 06yyeHus
Adversarial ML

MNockonbky 3awmra cama nonaraetrca Ha W, 3noymblilieHHNKN Hayvaan aTakoBaTb
HenocpeACTBEHHO MoZenn 6e30nNacHOCTU.

« CocrasatenbHble npumepbl (Evasion):

B koA nan TekcT 06aBAAIOTCA HE3aMeTHbIe /1A YeNOBeKa «LUyMbl», 3aCTaBAsoLW e
HerpoceTb-AeTeKTop KaaccnduumpoBaTtb BpeJOHOCHbIN daii kak 6e3onacHbiu.

« OrtpaBneHune pgaHHbix (Data Poisoning):

BHeapeHWe NOXHbIX AaHHbIX Ha 3Tane obyyeHUs MOAenn 3aluTbl A8 CO34aHUA
«B3KA0POB» UNN CHUXEHUA €€ 0bLLEer TOYHOCTN.

4. UHTennekTyanbHble DDoS-aTtaku

VN n3meHnn xapaktep pacrnpeaeneHHbIX aTak, C4enaB Ux aganTMBHbIMU U MHOTOBEK-
TOPHbIMMU.

. 3MyI'IﬂIJ,I/|$I noseageHuAa:

BoTHeTbl UMUTUPYIOT genctBma Yenoseka ansa obxoga CAPTCHA n dbunbTpos.

« JvHamMuueckoe pacnpegesieHue:

HerpoceTn MeHsoT xapakTep Tpaduka B pexunumMe peaibHOro BpeMeHu, NoacTpaun-
BasCb NoJ KOHTpMepbI. [Mpumep — 3admkcmpoBaHHas 18-aHeBHas KamnaHma Npo-
TmB Cloudflare B Hauane 2025 rogaa.

« [lemokpaTu3aums yrpos:

MNosBneHune cepurcoB «DDoS-as-a-Service» ¢ M-nHtepdericamm nossonset gaxe
HEOMbITHbIM XakepaM NPOBOAUTb COXHbIe aTaku.

2025 rog 3akpenun nepexoa knbepnpecTtynHOCT K MOAENN «NPeCTyrnieHne Kak ycy-
ra» (Crime-as-a-Service), CyLeCTBEHHO CHU3MB MOPOT BXOZa ANS 3/10YMbILUNEHHN-
KoB. KntoueBbiM GakTOpOM BbIKMBaHUA cMcTeM 6€30MacHOCTN CTAHOBUTCA He TOJb-
KO pa3BuTME 3aLLMTHBIX HerMpoceTeur, HO 1 rybokoe NoHVMaHWe yA3BMMOCTEN CaMmX
W-mopenen.

=

\\\



«bpoHa UN»:

KOK mncnonb3oBaTtb NN ong 3awmThl

B 2025 rogy knbepbe3onacHOCTb OKOHYaTENbHO nepelna kK GopmaTy «npoTUBOCTOSA-
Hna U npotueB UN». TpagnumMoHHbIe CUrHaTypHble MeTOAbl CTann HeapPeKTUBHbLIMM
NPOTMB aTtak, MPOBOAMMbIX Ha «MaLUMHHOW CKOPOCTU». VICKYCCTBEHHbIV MHTENEKT npe-
BpaTU/ICA U3 BCNOMOraTeNbHOro MHCTPYMEHTa B LLEHTPasIbHYH apXUTEKTYPHYHO OCHOBY
NPOrHoCcTUYeckomn 6esonacHoCTU.

1. AreHTHbIn UU (Agentic Al):
QBTOHOMHbIN 3ALLUTHUK

AreHTHbIN I — 370 npoaBnHyTaa CUCTEMaA, cnocobHas NPUHNMaTb HE3aBUCMbIE
peweHna n agantmpoBaTbCA K HOBbIM Yrpo3aM C MMHUMaJIbHbIM y4acTneM 4esioBeKa.

« TpaHcpopmauusa SOC:

AHanutuk nepectaet ObITb UCMOAHUTENEM N CTAHOBUTCS apPXUTEKTOPOM U ayaunTO-
POM CUCTEMBI.

o KnroueBble BO3MOXXHOCTM:

MOHUTOPUHT MUIZIMOHOB TOUEK aHHbIX B peasibHOM BPEMEHM, CAMOCTOATENbHAsN
oLleHKa yrpo3 1 BblIbOp CLieHapuneB pearmpoBaHus.

e MrHoBeHHasn peakuyua:

MNpw 06Hapy>keH aHOManun (Hanpumep, BXoAa 13 HeobbIYHOW reonoKaLum) areHT
MO>ET CaMOCTOATE/IbHO N30AMPOBaTh YYETHYHO 3anunch 1 3anyCTUTb aHaAn3, Cokpa-
was spemsa pearnposaHma (MTTR) c yacoB A0 CeKyHA.
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2. O6HApYyXeHue yrpos3 «HyNneBoro gHa»

Zero-Day

N BbiaBnseT Hen3BeCTHble Yrpo3bl Yepes NMOBeAeHYECKUA aHan3, CTPOA AMHaMUYe-
CKunin 6a30BbIV YpoBeHb «HopMbI».

HekoHTpoanpyemoe obyueHue:

SddekTBHO Npotns noanmopoHoro MO u atak Tmna «living off the land».

Fny6okoe obyuenune (RNN):

BbiaBaseT cioXHble BPEMEHHbIE 3aBUCMMOCTN B CUCTEMHDbIX CcObbITUSX.

Hanpumep, obHapyxeHune akcnnonta LANDFALL (CVE-2025-21042), HaueneHHOro
Ha yCTpOMCTBa Samsung C NPUMEHEHNEM KPUTUYECKOW YA3BUMOCTU «HYJEBOTO AHA»
B bubanoteke 06paboTkm n3obpaxkeHnn cTano BO3MOXHbIM He No curHatype danna,
a uepes BblIiIBNEHME aHOMaJIbHbIX Lienoyek NpoLLeccoB (BbICOKOE BblAeseHne namsaTu
M HeobblUHble CeTEBbIE BbI30BbI).

3. LLM B cuctemax opkectpauum (SOAR)

bonblwne a3bikoBble Mogenn (LLM) aBToMaTn3npytoT KOrHUTUBHO-eMKME 3a4a4M B LieH-
Tpax 6e3onacHocTL.

Co3spaHue cueHapueB (Playbooks):

AHaANUTUK MOXXeT 3anpawmBaTtb CO34aHME CJTOXKHbIX LLeNnoYveK 3alinTbl Ha eCTeCTBEH-
HOM fA3blKe.

KOHTeKCTyaII bHOe obora ueHue:

LLM obbeannset saHHble SIEM n Threat Intelligence, npegocraBnas rotoByto cBoA-
Ky PVUCKOB MO NoAo3puTenbHbiM IP-agpecam nam nonb3oBaTensim.

ABTOMaTI/IBaLI‘VIﬂ OTUHETHOCTWU:

Mogenn MrHOBEHHO reHepupyrOT OTYeTbl 06 MHLMAEHTaX, COOTBETCTBYHOLLME CTaH-
aaptam NIST nan I1ISO 27001.



4. [IpOAKTUBHASA OXOTA 3A Yyrpo3amu
Threat Hunting

N TpaHchOopMMpyeT MOMCK CKPbITbIX YFPO3 B BbICOKOCKOPOCTHOW MPOLLECC KOPPEes-
LN JaHHBIX.

« Malware-free aTtaku:

CornacHo otyety CrowdStrike 3a 2025 roa, 81% BTOp>XeHM npoucxoaat bes
NCNONb30BaHUA BpegoHOCHOro 0O (4yepe3 nernTUMHbIE NHCTPYMEHTbLI CUCTEMBI).
N BbifaBASET Takne aTaky, aHanM3npysa HeobbluHble NOC/IeA0BaTENbHOCTM KOMaHA
(Hanpumep, B PowerShell).

. AMHaMVIl-IeCKafI npuoputnsayua YH3BMMOCTEF12

N npucBamBaet Risk-score ya3BMMOCTAM, yUnTbIBas X aKTUBHOCTb B AapKHETe U
YHUKaNbHYIO apXUTEKTYpPy CETW OpraHum3auunu, a He TOIbKO TEXHUYECKYH Cepbes-
HocTb CVSS.
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5. 3awmTta ot cocTta3artenbHoro U
Adversarial Al

Camm MoAaenn N cTtaHoBAaTCA NMOBEPXHOCTbHO aTaku, 4YTO Tpe6yeT BHEAPEHNA MEXa-
HMN3MOB 3allTbl.

Tun ataku OnwucaHwe MexaHun3m 3awmnTbl (2025)

CocTta3aTenbHble BHeceHne n3meHeHn B AaH- CocTta3aTtenbHoe o6yt-|eH|/|e

NCKaXXeH WS Hble AnA obxoAa AeTekTopa (Adversarial training)
MNpoBepka LLeN0CTHOCTM
OtpaBneHne BHeapeHWe NOXHbIX JaHHbIX
o AaHHbIX 1 obpaboTka
AAHHbIX B 0byyatomnm Habop o
aHOManuu
Jailbreaking MonbITkn 060NTU MOANTUKN YcnneHme oxpaHHbIX
LLMs 6e3onacHOCTM Mozenn nepumeTpos (guardrails)

Byayuwiee knbepbe3onacHOCT! 3aBUCUT OT CMOCOBHOCTM MOCTPOUTL YCTOUUMBYHO apXu-
TekTypy, rae W sBnsetcsa LeHTpasbHbIM 3BEHOM MPOAKTUBHOW 3aLLUTHI.



UN-kankaHbl U aHtu UA-uuThI:

Kyod 3BOJIIOLMOHUPYET
MCKYCCTBEHHbI HOMALAKOLWNN

B 2025 roay TeXHONOrMM NCKYCCTBEHHOTO UHTeanekrta (M), ocobeHHo 6onblume A3bI-
KoBble Mogenun (LLM), cTanm KpUTUUYECKMM aKTMBOM KakK A8 OpraHu3auuni, Tak u ans
knbepnpectynHukos. I cnpoBoumpoBan «kmbeproHky BOOPY>KEHWUA», TAe HacTyna-
Te/lbHble BO3MOXHOCTU Pa3BMBatOTCA ObICTpee TPaAMLMNOHHBIX MEXaHN3MOB 3aLLMUThI.

CoBpeMeHHble UHCTPYMEHTbI 4eMOKPATU3UPOBANHU
AOCTYN K CNOXHbIM ATAKAM, CHU3UB Nopor Bxoad
ONS 310YMbILWEHHUKOB.



1. UM-kKanKaHbI:
aBOoNtOUNA MCKYCCTBEHHOIO HaAnagawero

[naBHble OTAINYNA «NCKYCCTBEHHOIO Hamnagarowero» — KOHTEKCTYaJ/ibHad OCBe40OM1EH -
HOCTb, a4alNTUBHOCTb N CKOPOCTb.

1.1. l[eHepATUBHbIN YCKOPUTENDb COLMUANIBHOMN UHXEHEPUN

N npeBpatna coLManbHYO NHXXEHEPUIO B BbICOKOMACLLUTabupyembliin KOHBenep.

« TvnepnepcoHanusupoBaHHbIW ¢puwmHr n BEC:

3n0yMblwIeHHNKN ncnonbsytoT N ana aBTomatnyeckoro cbopa gaHHbix (OSINT)
N reHepauum CoobLEeHNNA, UMUTUPYIOWMX UHAMBUAYANbHbBIA CTUAb peun (style
mimicry) pykoBoguTenen. YcnewHocTb Takux atak B 2025 rogy Bbipocna Ha 45%.

+ Anndenk-MmolleHHNYeCcTBO:

lonocosble anndenkn (vishing) NO3BONAIOT KIOHNPOBATb FOI0C B peasbHOM Bpe-
MeHW ana obxoga ayteHTuburkaumm. B BuaeokoHdepeHUMAxX CUHTETMYECKNE N30-
BpakeHnsa NCNONb3YOTCA AN OTAAUMN NOXKHbIX PUHAHCOBBIX pacnopaxxeHuin. B 70%
C/lyYaeB XepTBbl HE MOTYT pacrno3HaTb NOAAENKY MPY MEPBOM KOHTAKTE.

1.2. ApanTuBHoe BpenoHocHoe O

« Monumop¢unsm n yknoHeHue:

N reHepupyeT KOA C yHUKaNbHbIMW CUTHaTypamu, Aefas KaacCuyeckme aHTMBUpPY-
cbl 6ecnonesHbiMn. BpegoHocHoe MO MoxeT camomoanduumpoBaTtbcs Nnpu obHa-
PY>KEHUN AN UMUTUPOBATb HOPMaJibHble CUCTEMHbIE MPOLLECChl (HanpuMep, Mes-
NeHHoe WndpoBaHne noa Bnaom H63kana).

 ABTOHOMHas pa3Bejaka:

NN-areHTbl CaMOCTOSATENbHO UCCEAYHOT CETh, BbIABASAIOT LIEHHbIE akTWBbI U BblOU-
patoT ONTUManbHbIV NyTb An8 6okoBoro nepemelleHus (lateral movement). «Bpems
npopbiBa» (breakout time) cokpaTnnock 4o MeHee yem 60 MUHYT.



2. leMOKpATU3ALUSA NPECTYNMHOCTH
N HOBblE YIpPpO3bl
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« Crime-as-a-Service:

MosiBneHne BpeaoHOCHbIX Mogenen Bpoge WormGPT 1 FraudGPT no3sonset gaxe
HEeOMbITHbIM Xakepam reHepMpoBaTh IKCMIONTbI U GULLMHIOBbIA KOHTEHT.

e ATtaku Ha camu UN-cuctembl:

o Bpaxpe6bHble ataku (Adversarial attacks):

Ncnonb3oBaHue nHbekumi 3anpoca (prompt injection) ana packpbiTns gaH-
HbIX. B cnctemMax KOMMNbIOTEPHOTO 3PEHNSA MUHUMaJbHbIV «LYM» 3acTaBAsieT
MOZe/b HEBEPHO KiaccnbunumpoBaTb 06beKTbl (Hanpumep, AOPOXKHbIE 3HAKW).

o 3apa)eHue aaHHbIX (Data poisoning):
BHeppeHune «H63kg0poB» B 0byyatowme Habopbl AaHHbIX, KOTOpble cpabaTbl-
BatOT TOIbKO NpW cneumdryeckom Tpurrepe.
o Tenesoin MW (Shadow Al):

CoTpyaHuku, ncnonbsyrowme nybanyHble LLM ana paboTbl, cO34at0T PUCKN YTEUKM
KOHPUAEHLMaNBbHOTO KoAa 1 GUHAHCOBbLIX OTYETOB.

3. AHTU UA-uThbI:

AQCUMMETPUYHbBIA OTBET 3ALWMTHUKOB

3au_|,|/|Ta nepexoant OT peakTUBHbIX Mep K I'IpoaKTI/IBHOI7I aBTOMaTn3aunn.

3.1. U B O6HAPYXEHNUN U pearnpoBAHUMU

o ABtomatusauyma SOC (XDR/SOAR):

NW arpernpyeT gaHHble 13 061aKOB, CeTelr N KOHEYHbIX TOYeK, OTCEMBAasn JIOXHbIE
cpabatbiBaHuA. Cnuctembl SOAR MOryT aBTOMaTUUECKM U30IMPOBATb CETMEHTbI CETH

nnn cbpacbiBaThb yUYETHbIE JaHHbIE 3a CEKYHAbl. BHeApEeHWe Takmx pelueHnn cokpa-
Tno Bpems pearnposaHuna Ha 40%.
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+ [peankTuBHOE ynpasBneHune:

N nporHosnpyeTt BEpOSATHOCTb 3KCMAyaTauMm yA3BUMOCTEN, NMO3BO/AS NPUOPH-
TU3MpPOBaTb NATUMHT. Takxke ncrnonbayrotcs VI-areHTbl 415 HenpepbIBHOW MMUTa-
umm atak (BAS).

3.2. CtpaTtermyeckue nogxonbl

o Zero Trust Architecture (ZTA):

Otka3 o1 AOBepUA BHYTPEHHEMY NEPUMETPY. MI/IKpOCGFMeHTaLl,I/IFI CETN 3anunpaet
BPEAOHOCHYHO LLM B Y3KOM CermMeHTe, He AaBas en PacnpoCTpaHATbCA.

 ldentity-first security:

Vcnonb3oBaHume agantueBHou MFA, koTopas TpebyeT AOMNONHUTENBHOW NPOBEPKMU
NpY ManenLx OTKJIOHEHUAX B MOBEAEHYECKOM Npodurae noab3oBaTess.

3.3. 3awmta mopenen (MLeC)

OpraHusauun BHeapstoT dperimBopkn Tuna MITRE ATLAS ans 3awmTbl oT prompt
injection n MoOHUTOpPUHra cmelleHuns (drift detection) TouHocTn Mmogenen. [Ana noBbl-
LWeHWsA YCTOMUYMBOCTM NPUMeHAeTCA obyuyeHre Mogenen Ha crneumnanbHO CreHepupo-
BaHHbIX BpaxzaebHbix Nnpumepax (adversarial training).

B 2025 roay knbepb6e3onacHOCTb OKOHUYaTeIbHO Nepelusa B ¢asy,
onpeaensemyto ckopoctbio MU. NMobeaa 3aBnCnT OT coueTtaHusn
TexHosornyeckoro npesocxoacrsa (asromarusauma XDR/SOAR)
M )KeCTKOro ynpassieH4Yeckoro KoHTpons (Al Governance). byayuiee
3a «<aBTOHOMHbIM MEHTECTUHIOM>» U CO3AaHUEM IKOCMCTEM AoBe-
PEHHbIX AaHHbIX.
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KAk Mbl CO300EM MHTENNEKTYASbHYIO
CUCTEMY, OONErYaLWYO PYTUHY

SOC-aHanuTukam

Pabota SOC-aHaAMTUKOB — OAHa M3 CaMbIX HACbILWEHHbIX N OTBETCTBEHHbIX B KOM-
naHuun. ExxeaHeBHO cneunanncTbl NPOCMaTPMUBAOT ThiCAUM COBLITUI, NIOrOB, yBe-
AOMIEHUA N aHOMaNWUK, NOCTynarLmnX B peasbHOM BpeMeHu. B ycnoBusx Bbico-
KOro Temna v MOCTOAHHOro0 MHPOPMALMOHHOIO LWYyMa Harpyska CTaHOBMTCS
KPUTUYHOW: TpebyeTca OAHOBPEMEHHO CAeAUTb 3a MHUWAEHTaMK, aHaaM3npoBaTb
npovcxogduiee 1 Npn 3Tom GopMMpoBaTb OTUETbI, KOTOPbIE AOKHbI OblTb TOYHbI-
MW, CTPYKTYPUPOBAHHBIMW N OCHOBaHHbIMW Ha AaHHbIX. [logroToBKa TakmMx marte-
pvanoB — oOTAe/NbHaa TPYAOEMKaA 3ajava: HY>XXHbl arperauunmn, BblIbOpkM, aHa-
N3 NMUKOB, WHTepnpeTaumsa AMHAMUKN U MPOBepKa Ha HENMPOTUBOPEUMBOCTb.

UT06bI CHATb YaCTb 3TOW Harpy3Kw, Mbl Ha4an Pa3paboTKy MHTENNEKTYalbHOTO aCCUCTEHTa
— CUCTeMbl, KOTOpas NMoHMMaeT 3anpocbl SOC-aHaMTMKOB B MPOM3BOJIbHON popme
¥ MrHOBeHHO popMMpYyeT OTBET Ha OCHOBe AaHHbIX U3 oborawéHHbIx noros SIEM-
CUCTeM. JTO He MPOCTO YaT-uHTepderc noBepx 6a3bl AaHHbIX. ITO NMOAHOLIEHHbIV aHaAn-
TUYECKMI MOAY /b, KOTOPbIV YMEET MHTEPMNPETMPOBaTb CMbICA 3aMpOCa, HAXOANTb HY>XXHble
AaHHble, pacCUnTbIBaTb arperatbl U NPeACTaBAATb Pe3yAbTaT B BUAE FOTOBOW aHaNUTUKM.
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«9TO He NPpOoCTO 4YaT-uHTEpdenc nosepx 6aa3bl
AOQHHbIX. OTO MOSIHOLUEHHbIA QHASINTUYECKMNIA MOLY/b,
KOTOPbIN yMeeT UHTepPnpeTUpPOBATb CMbICA 3Anpocda,
HOXOANTb HYXHble OAHHbIE, PACCYUTLIBATL QrperaTtsbl
M NPencTaBisTb PE3YILTAT B BUAE FOTOBOM QHAINTUKN»

v

FnaBHas naes NpocTa: NO3BOUTbL aHaNNTMKY paboTtaTb B GopmaTe «Cnpocun — noay-
ymn». Monb3oBaTtenb GOPMyANPYET BONPOC OObIYHBIM S3bIKOM: «[1OoKaX M MMKN COBBITUI
3a nocaesHuWe aBa Yaca», «Kakune atakv 66111 3a NOCNeAHUN Yac?», «Caenan CBOAKY» —
W NONy4YaeT TOUHbIN, CTPYKTYPUPOBAHHbIV U NOATBEPXKAEHHBIN AaHHbIMY OTBET. Bpemsa
Ha NOAroToBKY MaTepuasia COKpPaLLAeTCA C HECKOJIbKMX YacoB [0 HECKOJIbKUX MUHYT.

B ocHoBe cuctembl — LLM, paboTatoLas nckarounTebHO C BHYTPEHHUMMU UCTOYHMKA-
MW. Mogenb He NpuaymbiBaeT GakTbl: OHa ONMPAETCA Ha peasibHble JaHHble SIEM, ncto-
pUIO Ananora u NOATBEPXAEHHbIE COOBITUA. ITO KPUTUUECKM BaXKHO A/1a 6e3onacHo-
CTW, TAe HefOCTOBEPHOCTb HeaonycTuMa. HecmoTpa Ha HebobLUME BblUNCAUTENbHbIE
pecypchbl, cMcteMa CrnocobHa aHann3npoBaTb KOHTEKCT, NHTEPNPeTMPOBaTh CNOXHbIE
BOMPOCHI N POPMUPOBATL OTUETHI, BKIOYatOLLMe LN pbl, MUKW Harpy3ku, AUHaAMUKY U
ntobble BUABI arperayunm.

«Bpems Ha nogrotoBKy MQTepuMasid CoKpaLlaeTcs
C HEeCKOJIbKUX 4acoB O[O HECKOJIbKUX MHHYT...
MHCTPYMEHT 3KOHOMWUT He [pOoCTO BpeMd -—
OH coKpdawaeT KOrHUTUBHYIO HArpy3Ky v rnomoraert
QHAJIUMTUKAM COCPEefoOTOYUTbCH HA MPUHSATUN
peLeHunn»
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Ha cnepyrowem atane NnpoekT CTaHeT eLwé mowHee. Mbl naaHnpyeM paclumpaTb QyHK-
LMNOHaNbHOCTb, YTODbI CCTEMa He TOJ/IbKO M3BAEKana JaHHble U POPMMPOBaNa OTHETHI,
HO W NOMOrasa NPUHMMAaTb peLleHua: Npeaaaratb BapuaHTbl peakumm Ha UHUUAEHT,
BbIABNATb HETUMMYHOE NOBEeAEHME, PEKOMEHA0BaTb NPUOpUTETHI 06paboTKw.

Mo mepe pa3BUTMA aCCUCTEHT CTaHeT YacTbio NoBcesHeBHOW paboTbl SOC-kKOMaHAbI
— TaKUM >Ke MPMBbIYHBIM UHCTPYMEHTOM, Kak SIEM, HO 3HaunTenbHO 6onee rmbkum
N NHTENIeKTYaNbHbIM. ITO Lar K TOMy, 4Tobbl aHanuTukm pabotann beicTpee, TOUHee
N yBEpPEeHHee, a KOMMNaHWs nosiyvana Beirogy or 6onee 3pdekTMBHOro 1 COBpEMEHHO-
ro nogxoza Kk HGoOpmaLmMoHHOM B6e3onacHOCTW.



MpakTuka sHeppeHus UU
B npoueccol SOC

1. OnepAyUOHHDbIN TYNHUK:
nodyemy knaccuyeckaa mogeno SOC 6onblie
He paboTaeT

Mbl NOAOLLN K TOUKE, TAe TPAAVLMOHHBIN MOAXOA K MOHUTOPWUHTY 6e3onacHocTH (pyy-
How pa3bop noros SIEM) ctan dpusmnyeckn HeBo3moxxeH. CUTyaLms B OTpac/iv xapakTe-
pU3yeTca He MPOCTO Harpy3kow, a NOJHOLLEHHbIM KPU3MCOM BUANMOCTW.

Kpusnc macwraba

KpynHble nHdpactpyktypbl reHepupytoT cabiwe 10 000 aneptos
exxegHeBHo. [laxe ykomnaektoBaHHble KoMaHabl SOC (a Takmx
eavHuLbl) dU3nYeckn He CNOCobHbI KauecTBEHHO 0bpaboTaTtb
3TOT NOTOK — 66% KOMaHZ MPU3HAaKoT, YTO He CNPaBAArOTCA.

Mapanny aHannTUKOB

lnaBHas npobnema — katacTpoduyeckoe COOTHOLLEHNE CUTHA-
na K wymy. 1o 83% Bcex onoseLLeHnI — 3TO «MNyCTbIWKKn» (False
Positives). Mpwu 3ToM Ha pa3bop KaxA0ro Takoro «J0XHOro Bbl30-
Ba» aHa/NNUTMK TpaTuT B cpeaHeM 6onee 10 MUHYT. B ntore Bbico-
KoKBannbuLMpOBaHHbIe CNEeLMaanCTbl 3aHMMAKOTCA MexaHnye-
CKWM 3aKpbITUEM TUKETOB, NPOMYyCcKas peasbHble aTaku.

Cnenble 30HbI

YT06bl XOTb Kak-TO CHU3UTb Harpy3sky, SOC HauyMHaKT «OTKHO-
yaTb AaTumkun». TpeBOXHan cTatuCTuka: 34% LLEeHTPOB MOHUTO-
pUHra y>xe oTkasanucb ot nHcnekumm SSL/TLS-Tpaduka, npocTo
NOTOMY UTO Yy HUX HET PeCypCOB Ha ero pacndpoBKy 1 aHaAns.
3TO OTKPbIBAET 3/I0YMbILLIEHHMKAM NPAMOW TYHHENb B 3alymLLa-
eMbI neprmMeTp.

BoiBOA:

[danbHelwee MacwTabrvpoBaHMe WTaTa JMHENHbIX aHAaANTUKOB (L1) 3KOHOMMYeCKH
6eccMbICIeHHO. EANHCTBEHHbIN BbIXOA — CMEHa napagurmbl C CUTHaAaTypPHOroO aHaan3a
Ha nosegeHuyeckm (UEBA) n aBTOMaTM3MPOBAHHBIN.



2. OBONIOLUSA UHCTPYMEHTOB:
Tpown BonHbl U

BHeaperne NN B SOC — 310 He pa3oBas 3aKymnka «BoAWebHOM KOpobkm», a no3Tan-
HbI Npouecc. Ha pbiHKe cenyac YeTKo NPOCNEXMBAOTCA TPW TEXHONOTMYECKNE BOHbI.

Bonna 1:
UEBA (Otcekaem wym)

BmecTo Toro utobbl NmMcaTh ThiCAYM NpaBua Koppenaumn («ecam 5 owmbok Bxoaa, To
anepT»), Mbl BHeapaeM nosegeHuecknit aHaans (UEBA). Cuctema cama ctpout npodunb
HOPMbI AN KaXA0ro ro3epa 1 ysna.

Kak 3to pa6boraer:

eCNV aAMUHUCTPATOP, KOTOPbIA 0ObIYHO paboTaeT U3 AcTaHbl
B pabouee Bpems, BAPYT B 3 HOUM NOAKAOYaeTCA K 6a3e AaHHbIX
C He3Hakomoro |IP — 310 aHoOManus.

Pesynbrar:

Mbl mepecTtaem pearvpoBaTb Ha Kaxgoe cobbiTve OTAe/b-
Ho. Cnctema cama ckaevBaeT COTHWU NIOFOB B OAMH MHLUMWAEHT.
PeanbHbin kenc Golomt Bank nokasan cHukeHwme «wyma» Ha 60%
M yckopeHue pacciesoBaHum Ha 40%.

BonHa 2:
NLP B knbeppasseake (Ymtaem bbicTpee)

[lo 80% paHHbIx 06 yrpo3ax (Threat Intelligence) npuxoaaT B BUAE TEKCTOB: OTUYETOB
BEHJ0POB, cTaTen, bronneteHen. YenoBek He ycneBaeT UX YnTaTb M NEPEBOANUTL B Npa-
BMA 3aLLUTDI.

PeweHune:

NLP-mozenn (obpaboTka ecTeCcTBEHHOro fi3bika) aBTOMaTM4e-
CKWN «BbIYNTbIBAOT» 3TU OTYeTbl. OHM BbITAaCKMBAKOT HE TO/b-
Ko IP-agpeca (KoTopble XUMBYT Napy 4acoB), HO N TTPs (TakTuku
N TEXHUKM) 3N10YMbILLUNEHHWNKOB.

P dexr:

SOC nepexoanT oT peakTUBHOW BAOKMPOBKM K MPOAKTUBHOMY
MOWCKY Yrpo3, COKpaLlasi BpeMsi peakLuunn C HegeNb 40 MUHYT.
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BonHa 3:
GenAl n AreHTtbl (MeHsiem npouecc)

Cambivi CBEXMW TPEHA, MEHAIOLLNIA CaMy CyTb paboTbl aHaUTHKaA.

1. Co-pilot (MomowHuMK):

paboTaeT Kak «BTOPOU NUAOT». AHANUTUK MULLET 3anpocC Ha
yAOO6HOM eMy fi3bike («MOKaXu BCe BXOAbl aAMUHOB MUMO VPN»),
a M cam nepeBoAUT 3TO B CNOXHbIN KOZA 3anpoca k SIEM (KQL/
SPL). Takxke OTIMYHO CrpaBAAeTCsa C PYTUHOW — MULLET OTYeThb!
Nno MHUWAEHTaM.

2. Agentic Al (ABTOHOMHbIW COTPYAHUK):

3TO y>Xe 3aMeHa nepBon AnHuK (L1). B oTanume ot cTapbix
ckpunTtoB (nneribykos SOAR), koTopble iIoMaroTCA Npu Ar0bow
HecTaHaapTHoW cutyauumn, N-areHTbl ymeroT «paccy>kaatb». OHu
MOMHAT KOHTEKCT («3TOT cepBep Bcerga 63kanuntcs no Hoyam, 310
He ataka») 1 caMu NPUHUMAIOT peLleHme 3aKpbiTb MHUUAEHT.

3. DKOHOMUKA BHeapeHus:
Lndpbl n KPI

[na o60CHOBaHMA MHBECTULIMIA Mepes PyKOBOACTBOM CTOUT ONMPaTbCA Ha M3MeHe-
Hue katoueBbIX MeTpuK. I He npocTo «ynydliaet» paboTy, OH MeHAET e€ CTPYKTypy.

Cenyac B py4YHOM pexurme Mbl BUAUM NU1Lb BEPXYLLKY ancbep-
ra (~33% aneptoB), octanbHoe urHopupyetca. Il obecneunsaet
100% nepBUUHY 06paboTKy KaXKA0ro curHana.

Bpemsa Ha npuHATMe peweHns (MHUMAEHT UAN NOXHOEe
cpabatbiBaHne) nagaet ¢ 40 MuHyT Ao 3-10 MUHYT.

KomnaHumn ¢ passuteim I B 6e3onacHo-
CTW TEPSAIOT Ha yTeukax AaHHbIX B CPeAHEM
Ha $2.2 MAIH MeHbLUe, YeM Te, KTo paboTaet
Mo CTapuHKe.



CpaBHeHune 3¢pPeKTUBHOCTH:

Moka3artenb TpaanumoHHbin SOC SOC c WA
Ob6paboTka ~33% 100%
anepTos (ocmaneHoe 8 drop) (asmo-mpuax)
JloXHbIe
cpabaTbiBaHMA [lo 83% notoka CHuxxeHwne Ha 60-70%
(Ha pyuHom pasbope)

Bpems Bepavikra

(MTTC) 30-40 mMuH 3-11 MuH
JcKkanayms Ha -95%
Becb noTtok
yesioBeka (MOoJIbKO C/10XKHbIe)

4. Nvopy n Pucku:
«XONoOHbIV OYLLU»

He ctout nutath uanro3mim: MM — 310 He adBTOMWAOT, KOTOprI\/II MO>XHO BKJNKOUYUTb U yVITVI.

FnaBHble AP PekT «YepHoro awmka»

puvckn: HepoceTb MOXeT NPUHATb BEPHOE peLUeHNEe, HO HE CMOXeT
06bACHUTL NoYeMy. [Ana topranUeckn 3HauMMbIX Aencteuin (6no-
KMPOBKa, CyA) BCerja Hy>kHa BaavjaLmnsa 4enoBeKoM.

Ataku Ha cam A

Xakepbl y>xe yyatcs obMaHbIBaTb Mogenn. Knaccnueckunin npumep
— «OoTpasieHue jaHHbix» (Data Poisoning), koraa 310yMblLUNEeH-
HWK CneLunanbHO «CKapMAMBaeT» CMCTeMe MYCOpPHbIN Tpaduk,
4yTObbI NPUYUNTL €€ CUMTATL aTaky HOPMOW.

PazouapoBaHue

Onpocbl SANS 2024 noka3bliBarOT, UTO YA0BNETBOPEHHOCTb
oT BHegpeHua GenAl noka Hu3kasa (oueHka 1.8 n3 5). MpuunHa
nNpocCTa: NOAN MbITAOTCA MCNOAb30BaTh «Cbipble» Mozenn 6e3
0byYeHNs KOHTEKCTY.
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KaapoBas crparerus:

Mbl He HaAeM Ha pbIHKE rOTOBbIX CNELNAANCTOB
no 3awurte MM — nx npocto Her.

EAVHCTBEHHbBIV NYyTb — 3TO BHYTPEHHWUI anrpena. Hy>kHo 6paTb OMbITHbIX aHAIMTUKOB
L3 (koTopble 3HatoT cneunduky Hawwmx ceten) n 4oobyyatb nx paboTe ¢ gaHHbIMKU 1 ML.

NN He 3aMeHNT 3KCnepToB.

OH ybbeT pyTUHHbIE AOKHOCTM «KAnK-onepaTopoBs» (L1), HO co3aact ocTpyto noTpeb-
HOCTb B «@apXUTEKTOpax AeTeKTMPOBaHMA» N «TPeHepax HempoceTemn».
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/ NN n kKnéep6e30nacHOCTb +

OntTumMmusauyumuns noapnepXKHu
B support.sts.kz »

~

Korga peyb MAET O KOHCy/NbTaLMAX HAa OCHOBE HOPMAaTUBHO-MPAaBOBbIX JOKYMEH-
TOB, K/IFOYEBbIM CTAaHOBUTCA HE TOJIbKO MOAHOTa 6a3bl 3HaHWW, HO U CKOPOCTb
HaxoXJeHWs TOYHOro oTeBeTa. [Mosb3oBaTenn obpalatoTca C AecaTkamu BOMpPO-
COB: OT TPAKTOBKM MYHKTOB PernameHToOB A0 MpakTU4YeCKUX CUTyauui, CBA3aH-
HbIX C MPUMEHEHWEM HOPM. BpyuHyto oTcMaTpmBaTb AOKYMEHTbI, NCKaTb HYX-
Hble GOPMY/MPOBKKN, CBEPATb BEPCUN — ANUTENbHbIA U CNOXHbIA Npouecc.

UTobbl COKPaATUTb 3TO BPEMS M MOBbLICUTb KaYeCTBO KOHCYAbTaLuui, B npouecce pas-
paboTkn HaxoauTcsa YaT-60T B support.sts.kz — vHTennekTyanbHaa cucrema, KoTo-
pas NMOMOXeT OTBeYaTb MO/Nb30BaTENSM Ha OCHOBE YXe CyllecTBytolen H6a3bl HOp-
MaTMBHO-MPaBOBbIX AOKYMEHTOB W HaKOMJEHHbIX paHee BOMPOCOB W OTBETOB.

«2TO MO3BOJISET CPABHUBATDb
TE@KCTbl He MO KJK4YeBbIiM
C/10BAM, A MO CMbIC/IOBOM
6/IM30CTH... TAKON Nogxon
OQET BO3ZMOXHOCTb HAOXOOUTb
rnogxogsiLme MaTtepunassl gaxe
TorgqQ, korga ¢opMynmnMpoBKA
Bornpoca oTtanm4aercs OT

TEOLMUHOSIOT NN JOKYMEeHTA» / H

CucTema pa3pabaTbiBaeTcsi Ha OCHOBE BEKTOPHOrO noucka. Kaxablin JOKyMeHT — cTa-
Tbs, MYHKT, Pa3bsiCHEHME UM OTBET — Mpeobpa3yeTca B BEKTOPHOE MpescTaBieHMe.
3TO NO3BONSET CPaBHUBATb TEKCTbl HE MO K/IIOUEBbIM C/IOBaM, a MO CMbIC/I0BO
61m130CcTU. ATOPUTM BbIYNCAET KOCMHYCHOE CXOACTBO MEXAY BEKTOPOM MOJb30Ba-
Te/NIbCKOTO 3anpoca 1 BEKTOpPaMu JOKYMEHTOB 6a3bl, paHXMpys pe3ynbTaTbl MO CTENeHN
COOTBETCTBUSA. TakoW NOAXOJ AAET BO3MOXHOCTb HaxoAUTb NOAXOAALLME MaTepuabl
Aaxe Torga, korga GopMyanpoBKka Bonpoca OTANYaeTCst OT TEPMUHONOTMM AOKYMEHTA.

+

+

/




/
d

~

«[lonb3oBATEb MNOJYyYAET He MPOCTO MNepeckas +
HOPMATUBHOIO TEKCTA, O CTPYKTYPUPOBAHHOE
M KOHTEKCTHOe O6bsICHeHMe, OCHOBAHHOE
HQ MNPOBEPEHHbIX MCTOYHMKAX? b

+

Mocne otbopa peneBaHTHbIX GparMeHTOB cMcTemMa nepesaét ux LLM-mogenn, koto-
pas ¢opmupyeT GMHaNbHbIM OTBET. [1pn 3TOM MOZenb ONUPaeTCa UCKAOUYUTENBHO
Ha NpejocCTaB/ieHHble JOKYMEHTbI, YUTO UCKAKOYAET AOMbIC/bl U MOBbIWAET TOYHOCTb.

3a CYéT BeKTOpPHOro nomcka cmucrema byxet pabotaTtb HbICTPO Aaxke npu Hosbwon baze.
BmecTo Toro, utobbl 06palLaThCst K AOKYMEHTaM HanpsMyto, OHa CHavana MLLLEeT CMbIC/IO-
BOE COBMAaAEHME, a Y>Ke NOTOM nepesaéT COOTBETCTBYHOLME UCTOUHMKM Moaenu. Takas
MHOTroCTyneH4aTas cxeMa obecrneumBaeT CKOPOCTb, TOYHOCTb M MaclLTabupyemocTb.

\

MpeumyuiecTBO peleHns NposBAsAETCsA cpasy:

\
« Cokpalaetca BpemMsa Ha 06paboTky obpalleHmi
« [lonb3oBatenn NoayyaroT KOPPEKTHbIE U1 OOOCHOBaHHbIE OTBETHI

« CoTpyaHVKM NoaaepXKn n36aBAatoTCA OT PYTUHBI
« [loBbiwaeTca eanHoobpasvie GopMyaNPOBOK M TONKOBAHNIN HOPM
*  VckntovaroTcs owmnbKu, CBA3aHHbIEe C HEBEPHBIM TPAKTOBaHVMEM TeKCTa

/

B ntore support.sts.kz npeBpallaeTca B yHMBepCaabHbI MHCTPYMEHT, KOTOPbIN Aena-
eT paboTy ¢ HopmaTMBHO-NPaBoBoW 6a3on npolue, bbicTpee 1 NoHATHee. OH coeam-
HUT MOLLHOCTb BEKTOPHOIO MOMCKA, TOYHOCTb HOPUANYECKUX NCTOYHMKOB N TMBKOCTb
coBpeMeHHbIx LLM-Mogenen, cozgaBas akocucteMy, rae 3HaHMA CTaHOBATCA MO-HACTO-
AWemy AOCTYMHbIMU.

/

+

Takon nogxong He rMNPOCTO YCKOPSEeT OTBETbl —
OH PpopMUpPYyET eBUHbIA CTAH[APT O06pPA6OTKMU
o6paLyeHni, rnoBbILLIAET KOYECTBO CEPBMCA M CO3AAET
dyHOAOMeHT Ans AanbHeHwWwen ABTOMATU3IALUMU
npoyeccos. '

> v




DevSecOps:

3HAYMMOCTb U pPosib SAST

1.

Uro Takoe SAST n nouemy 3710 BbIrOAHO

SAST (Static Application Security Testing) — cTaTnuyeckunii aHanM3 UCXOAHOIO KoAa
N CBA3aHHbIX apTedakToB A0 3anycka npuaoxeHuna. OH nepeHocuT 6e30nacHOCTb
B Hauano SDLC (shift-left), koraa ncnpaeneHuns 6bicTpee n geliesne.

JNloBuTt pedekTbl A0 pennsa: MeHblle MHUUAEHTOB, WTPadOB N BHEMNAHOBLIX
«MOXaPHbIX» MaTyen.

Aenaer nonantnky 6e3onacHOCT U3MEPUMON: NpPaBuIa N KPUTEPUM AOMNycka
PUKCMPYIOTCA M UCMONHAROTCA aBTOMaTUUECKW.

Mepepacnpepenser OTBETCTBEHHOCTb: 6€30MacHOCTb CTAHOBUTCA 06SA3aHHOCTbIO
B/IAJE/IbLIEB CEPBUCOB, @ HE «ayAMTOM B KOHLE>.

Ponb SAST B DevSecOps-KoHBelepe
IDE/nokanbHO: ObICTPLIA PuadeK pa3paboTumky, MoKa KOHTEKCT CBEXMN.

Pull request: aHann3 kak yacTb peBbto, KOMMeHTapum npsamo B diff, eanHbI Npo-
Lecc noAaBAEHNIA/NCKAHOYEHNNA.

CI/CD: quality gate (warn — block noatanHo), 3anpet Ha BAMBaHWe Hebe30MnacHbIX
N3MEHEHWN.

Mepuoguueckume full-scan: KOHTPONb Texa0Nra 1 BbISIBAEHME YSA3BUMOCTEN BHE
akTnBHbIX PR.

Y10 MMeHHO nomoraeTr OGHE!pY)KVIBaTb

NHbekymm (SQL/NoSQL/command), Hebe3onacHas 06paboTka BXOAHbIX AaHHbIX, XSS.
Ownbkn aBTOpPU3aLMN/ayTEHTUDMKALNM, HEKOPPEKTHbIE MPOBEPKM MpaB AOCTyNa.

YTeukun cekpeToB, Hebe3zonacHasa kpuntorpaduma n HenpaBMabHOE UCMOAb30BaHNE
security API.

Hebe3onacHas cepuanmnsaums, path traversal n apyrne tunosblie knaccbl CWE/OWASP.



73
4. SAST m laC: cBa3Ka Koaa N MHPPaACTPYKTYpbI

MeTtpuka Y10 nokasbiBaet

PR pass rate [ons pull request 6e3 KPUTNUECKNX/BbICOKMX HAaXOA40K
MTTR critical CKOpOCTb yCTpaHeHUsA KPUTUYHBIX JedeKTOB

Age of vulns «Bo3pacT» ya3BMMOCTeN 1 AnHaMKKa CHUXeHUa 63kiora
False positives KauecTBo npaBu 1 HarpysKy Ha KOMaHZbl

|_|OKprTI/Ie peI'IO3I/ITOpI/IeB/$|3bIKOB/I'IaKeTOB npasuna

Coverage
W [ONK0 KOZa NOA KOHTPOIEM

5. SAST + laC: eaMHbIN KOHTPO/Ib KOAAa U MHPPACTPYKTYPblI

« CkaHupyuTe He TONbKO npunoxeHue, Ho n laC (Terraform/Helm/K8s YAML/
Dockerfile) n pipeline-ckpuntbi.

* WNwmTte «cBA3aHHbIE PUCKM»: OlWINOKa B Koje + HebeszonacHas KOHpUrypaumns
(ingress/egress, npaga, cekpeTbl, TLS).

«  OukcupynTe invariants noaMTMkammn-as-code: MMHMMaNbHble NPaBa, 3anpeT NpuBK-
NernpoBaHHbIX KOHTEMHEPOB, KOPPEKTHbIE NapaMeTpbl IOTMPOBaHMA U T.A.

6. Kputnueckoe ycnosme 3¢p¢peKTMBHOCTU: aKTyasibHble NpaBuaa
M yrnpas/isieMblii npoLiecc

« PerynapHo obHoBAsNTe ABMXOK U rulepacks; nHaue HOBbIe K/lacChbl YI3BUMOCTEN
ByayT nponyckaTbca.

« BHeppswTe triage 1 SLA: KTO pa3bupaeT HaxOAKM, CPOKU, KPUTEPUM «<NOXKHO/UCTUHHO».

«  VcknroueHns — Tonbko ynpasasieMble Y OrpaHNYeHHble No BpeMeHu (time-box)
C KOMMEHCHPYHLWUMN MEpPaMU.

Ntor

SAST — 6a30BbIl «MexaHW3M 6He3onacHOCTM nNo ymondaHuto» B DevSecOps.

OH CHWXKaEeT CTOMMOCTb MCMPaB/IEHWNA, MOBbILIAET NPEeACKa3zyeMOCTb PEIN30B U AAET
PYKOBOACTBY M3MepUMble NoKa3aTenun 3pesiocT pa3paboTtku.
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O630p 3aKOHOAATENbCTBA
B chepe obecnevyeHus
MHPOPMALMOHHOM
6e3onacHocTn KaszaxcTaHa



O630p 3aKOHOOATENLCTBA B Chepe obecnedenmns Vb KasaxctaHa

O630p HOPMATUBHOK NPABOBOMN 6A3bl
MHPOPMALUOHHON 6€30MNMACHOCTMH
KasaxcTaHa:

KOK M3MEeHWUICH NAHAWAPT MHPOPMALMOHHOM
6e30nacHOCTM KasaxcTaHa K koHuy 2025 roaa

YCTOMUUBOCTb K BHELWWHUM U BHYTPEHHUM
Yyrpo3aM MHGOPMALUOHHOM 6€30MNACHOCTH
KOK HOLMOHAMbHbIMA MpuopuTeT

B ycnhoBuax yckopeHHol uHbopmaTulaumMm M NOCTOAHHO pacTylie-
ro naHgwadTta pUcCKoB n yrpos mHpopmaumnoHHonm b6esonacHocTn
(UB), obecneueHne Ub, ctano NnpuopuTeTHOM 3ajauyen rocygapcrsa.

KasaxctaH nocnegoBaTtenbHO BbiCTpaMBaeT CUCTEMHYIO apXUTEKTypy obe-
cneyeHunsa b ana 3awmThbl 316KTPOHHbIX MHPOPMaALIMOHHbIX pecypcos,
NHGOPMALIMOHHBIX CUCTEM U, B OCOBEHHOCTN, KPUTUUECKN BaXKHbIX 06bek-
TOB UHPOPMaLNOHHO-KOMMYHUKaLMOHHON nHbpacTpykTypbl (KBOUKWN).

MocneaHune roabl (2024-2025) ctanM NnepvMoAOM MHTEHCMBHOMW aKTya-
nusauyum TpeboBaHmit no obecneuennro Mb: NpuHATLI cTpaTernye-
CKrne AOKYMEHTbl M 3aKOHbI, HanpaB/IeHHble Ha YKpenieHne ycToMunso-
ctn KBOMKW, BBeaeHbl HOBble MOHATUA U YyCUEHbI Mepbl pearmpoBaHuns
Ha uHumaeHTol Ub.

JdaHHeIlG 0630p oxsamelieaem Odelicmayto-
wue HopmMamuegHele npasogeie akmel 8 cge-
pe obecneyeHusa WMI6E no cocmoAaHuro Ha KoHey
2025 200a, aHanusupys kja4egbie 8eKMoO-
pbl pe2ysuposaHus, Hoseliwue 3aKkoHodamesb-
Hble UHUYUamMuUesl, U conocmassaa Ka3axcmaH-
ckul onelm ¢ MexO0yHapoOHbIMU noodxodamu.
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DOYyHOAMEHT pPeryimpoBaHma:
KNOUYEeBble 3AKOHbl U CTPATETNMU

1. 3akoH «06 HpopmaTM3auumn»:

BBeJeHue MHCTUTYTa uccnepoBatenen b

3akoH 3agaet npaBwiaa TpebosaHna Nb ansa rocop-
raHoB n 6usHeca. [NNonpaBku NocieaHMX NeT BHECU
B HEFrO KPUTNYECKN BaXkHble OBHOBIEHUA, CUHXPOHW-
3MpOBaB Ka3axCTaHCKOe NPaBO C MUPOBbLIMU TPEHAAMMU:

HoBbliA NOHATUIAHBIV annapar:

3akpenneHbl TepMUHbI «yrpo3a Ub», «ya3sun-
MOCTb» U «ONepPaTUBHbIN LLeHTP MHPOPMaLINOH-
Hou 6e3onacHocTu» (SOCQ).

Muctutyumonanmsauma SOC:

Cob6cTBEHHMKaM U Bragenbuam o6bekToB UHdop-
MaTM3aLUN «31eKTPOHHOro npaBuUTENbCTBa»
n KBOMKW npeapocraBneHo npaBo Bbibopa — co3-
AaBaTb cobcTtBeHHbIV SOC unum otaaBathb 3Ty GYHK-
LMIO Ha ayTCOPCUHT npodeccnoHanbHbim SOC.

Mporpamma B3aMmogencreus
c uccnepgosatenavu b (Bug Bounty)

BeBegeHa nporpamma Bug Bounty, nopaaok ¢pyHk-
LLMOHNPOBaHWNA KOTOPOU onpegensieT ynoJHOMO-
YeHHbIN opraH B chepe obecneueHusa UMb, 3aBoasa
uccnepoBatenen b B npaBoBoe nosne.

Yrpo3a uHpopmaumoHHoO1
6e3onacHOCTU

coB80KynHocme ycaosuli u ¢ak-
mopos, co3zdarouux npednocsi-
KU K 803HUKHOBEHUI UHYUOeHmMa
UHopmayuoHHoU be3onacHocmu

YasBumocTtb

Hedocmamok obvekma uHgpopma-
musayuu, ucnos6308aHue Komopo-
20 MOXKem npusecmu K HapyweHuro
yesocmHocmu u (Uau) KoHguOeH-
yuaneHocmu, u (unu) docmynHocmu
obvekma uHgopmamu3zayuu

OnepaTuBHbIN LEeHTP
MH}pOopMaLMOHHO
6e3onacHoctu (SOC)

ropuduyeckoe UYO Uau Cmpykmyp-
Hoe nodpa3sdesieHue ropudU4ecKko2o
Juya, ocyujecmensroujee oessimesio-
HOCMb No 3awjume 3/1eKMpPOH-
HbIX UHEOPMAYUOHHbIX pecypcos,
UHGOPpMAYUOHHbIX cucmem, cemeli
menekoMMyHUKayull u opyaux 06b-
ekmos UHgopmamusayuu




2. 3awmTa nepcoHaNbHbIX AaHHbIX:
BEKTOP Ha OTBETCTBEHHOCTb

3akoH Pecny6auku KasaxcraH «O nepcoHasibHbIX AaHHbIX U UX 3al4uUTe», pery-
nvpyrowmn cbop, 06paboTky 1 3aWmTy NepcoHanbHbixX gaHHbix (M) rpaxxaaH, 3a
nocnegHve roabl 6bis CyLLLECTBEHHO YCUIEH.

3akoH o0b6s3biBaeT cO6CTBEHHUKOB U ornepaTtopos 6a3 M/
nosyyatb cornacme cybobektoB /[ Ha 06paboTky nx gaH-
HbIX, 06ecneunBaTb KOHPUAEHLNANBHOCTb N LIEIOCTHOCTb
M4, a Takke onpeaensetr npaBa cybbekToB (rpa>kaaH)
Ha goctyn kK ceoum M, n TpeboBaHmA No mx 3awmre.

N3meHeHMne Cytb Uenob

BBeseHO noHATVME «HapyweHue 6e3onac- YeTkoe
HOCTN NEPCOHa/IbHbIX AAHHbIX» (HE3aKOH-

HoBsoe noHsatne onpegeneHve
HOe pacnpocTpaHeHue, n3meHeHve, yHud- | "
TOXEHMEe, HeCaHKLUNOHUPOBAHHbIN AOCTYI) HYA
CobctBeHHMKM/onepaTopbl 6a3 M/ 06s3a- | YckopeHue

Ob6sa3aTenbHoe | Hbl yBeAOMUTb YNOJIHOMOUYEHHbIW OpraH | pearnpoBaHus

yBegomsieHve | B TeueHue OJJHOIO pabouero aHs N CHUXEHWne

MOMeHTa obHapyxeHusa 6esonacHoctn N | ywepba

3anpert Ha c60p n xpaHeHne 6ymaXkHbix | CHuXeHue

3anpert - a
P KOMWIA YA0CTOBEPEHMIN INUHOCTU MPU PVCKOB yTeuek

Ha byMa>kHble
KOnuu HaNMYNN MHTETPALMUN C FTOCYAAPCTBEHHBIMU | U M36LITOYHOTO

6azamu AaHHbIX cbopa AaHHbIX
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Crparternueckuu Bektop 2023-2029

KoHuenuuna uudpposoi TpaHcpopmaumn, passutua orpacam UKT n knbep-
6e3onacHocTu Ha 2023-2029 roabl (MoctaHoBaeHue lMpaButensctea PK N2 269
ot 28 mapTta 2023 roga) onpeaenset cTpaternyeckme uenu. lokymeHT pukcnmpyer He
TONbKO MAaHbl, HO N KOHKPETHbIEe METPUKMN TEKYLLLEero COCTOAHUSA:

« OcBeaOMIEHHOCTb:

77,4% HaceneHus ocBegomMeHbl 06 yrposax B obnactu
knbepbezonacHocTun.

« WHdpacrpykrypa:
®YyHKUMOHMNPYOT 3 NPOPUIbHBbIX 06LLECTBEHHBIX Opra-
HU3aunmn n 8 akKpeANTOBaHHbIX MUCMbITaTe/IbHbIX Jlabopa-
TOpPWI, 3aHUMaKOLNXCA UCMBbITAHUAMW Ha COOTBETCTBUE
TpeboBaHnam Vb n bopeH3unkon (pacciegoBaHnEM MHLM-
aAeHtoB Ub).

« Kpurtnueckue o6nekTbi:

OnpegeneH nepeueHb u3 495 crpaternyecknx o6bLeKTOB
C KPUTMUYECKON MHPPaACTPYKTYpPOW.

« Ka3sHeT:

B npoctpaHcTBe Ka3saxcraHckoro cermeHTa MHTepHeTa
3aperncrpupoBaHo 6onee 160 Tbiciu JOMeHHbIX UMeH .KZ
n KA3, akkpeantoBaHo 12 KOMNaHUI, KOTOpble 3aHMMAIOT-
CA perncrpaumen AOMeHHbIX MMEH.

Wmnopro3samelueHue:

PaspaboTaHbl NepBble OTeUeCTBEHHbIE CPEACTBA aHTUBU-
pPYCHOM 3aLUThl.

« Kaapbl n pbiHOK:

ChopmupoBaH pblHOK KBannduumpoBaHHbIx ycayr Ub,
YyBE/IMYEHO KO/IMYECTBO FPaHTOB ANA CTYAEHTOB.

3a nepuod peanuszayuu KoHyenyuu beiiu docmuzHymel onpedesieHHble
pe3ynbmamel 8 cghepe obecneyeHus Vb, 8 yacmHocmu, co30aH pbIHOK K8a-
AuguyuposaHHeix ycaye Wb, yeenudyeHol 0bpazosamesibHoble 2paHmsi no
daHHOU cneyuaabHOCMu, nogelweHa kynemypa Vb, obecneyusaemcs kpy-

2/10CYMOYHbIU MOHUMOpUH2 cobbimuli MIb o6vekmoes uHgopmamuszayuu
2ocydapcmeeHHbIX 0p2aHo8 U MoHUmopuHe obecnedeHus Vb o6vekmos
uHgopmamu3sayuu «3/1eKmpoHHO20 NPasumea6Ccmaa».
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AKTyanusauusa saKkoHogaTenbCcTBA
KnodeBble nameHeHmda 2024-2025rr.

Mepuopg 2024-2025 ropoB o3HameHOBaJICA onepaTMBHbIM O6HOB-
NeHneM 3aKOHOAaTeNIbCTBa B OTBET Ha HOBblE BHELLUHWNE N BHYTPEH-
Hue BbI30BbI U yrpo3bl b ¢ yueTom nyulueit MMPOBOW NPaKTUKM.

3aKOH 0 BHeCeHUU nonpasokK
B 3aKOHOJaTe/ibHble aKTbl No Bonpocam Ub

Hacroawwmm 3akoHOM BHeCeH pApj, CyleCcTBEHHbIX U3MeHe-
HUA N AONOJIHEHUA B HEKOTOpPble 3aKOHOAaTe/IbHbl€ aKThbl
Pecny6ankum KasaxcraH, KOMNAeKCHO yCMAMB NpaBoByto 6a3y
3aKoHogaTeNbCcTBa B cpepe obecneueHns Ub:

+ LUndposblie akTuBbI:

BBegeHbl NOI0XKEHNSA O NPUOCTAHOBAEHUMN IMLLEH3UN MalHUH-
roBblM KOMMNaHUAM 3a HecobatogeHne Tpeb6osaHuin UB.

+ TockoHTpONb:

3almra nepcoHanbHbIX AaHHbIX BKJAOUEHa B NepeyveHb chep
rocyAapCTBEHHOro KOHTPOA 3a AeATe/lbHOCTbio busHeca.
3710 NHTErpupyet TpeboBaHusa Nb Bo Bce ceKTOpPbl SIKOHOMUKM.

YcuneHue oTBETCTBEHHOCTU U yBep,omneHm‘/'l

+ LUndposbie akTuBbI:

Mpuka3s MUPWATI ot aBrycta 2024 roaa N2 481/HK yTtBep-
avn NMpaBuna yBeaomaeHus cyb6bekToB 0 HapyLlueHumn 6e3o-
NacHOCTW UX AaHHbIX. YBeAOMIEHNe Tenepb OCyLLecTBAAETCA
yepes kabmHeT nosb3oBaTens Ha Beb-nopTane «3N1eKTPOHHOro
npasuTenbcTBa» am SMS. Onepatop MHPPACTPYKTYPbI «3NeK-
TPOHHOIO NpaBMTeNbCTBa» paccbliaeT yBeAOM/IEHNA HA OCHO-
BaHMW AaHHbIX peryasTtopa.

+ TockoHTpONb:
C 10 aHBapsa 2025 roaa KoAll (ct. 79) wrpadbl 3a HE3aKOHHbIN
c60p M yTeuky AaHHbIX BbIPOC/AW B Tpu pasa. na KpynHoro
613Heca LeHHUK 3a MHLUWNAEHT Tenepb Bapbupyetcsa ot 600 go
2000 MPT1, B 3aBUCMMOCTU OT TAXKECTU NOCNEACTBUNA. ITO NpA-
MOW ¢pMHaAHCOBbLIN CTUMY/1 UHBECTUPOBaTb B KMbeprurueny.
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MepBbie Wwarv B peryinpoBaHUmM MCKYCCTBEHHOTIO
MHTe/I/1IeKTa

17 Hoabpsa 2025 ropa lMpesuaeHT moanucan BTOPOW B mMupe
3akoH «O6 NCKyCCTBEHHOM UHTe/IeKTe».

« WckycctBeHHbIN nHTennekt (MN) — sto o6bekT
nHPpopmaTtusaummn. OH NPpU3HaH NHCTPYMEHTOM
ANA AOCTUIKEHMA 3aja4y Yenoseka.

. an/IHU,I/In OTBeTCTBEHHOCTU:

3akpenneHbl NPYHLUIMbI OTBETCTBEHHOCTU U NOAKOH-
TPO/IbHOCTH, 065A3bIBasA CO6CTBEHHUKOB U BNajesb-
LeB ynpaBasaTb puckamu, obecneumBaTtb 6€30MacHOCTb
M HageXXHocTb cnctem .

« HaunonanbHasa nnarpopma UN:

BeeseHbl 3akOHOAaTeNIbHbIE OCHOBbI A/19 CO34aHUA
HauuoHanbHou naatpopmbl UWU, rae byayT paspa-
6aTtbiBaTbCca N obyuvaTtbca mogenn N (B Tom uncne B
6e30nacHbIX «MecoYHULLax»).

B pabote Tak>xe HaxopuTtca LinppoBon koaekc u otpacneBoi 3akoH «O knbepbes-
OMacHOCTU», KOTOPble AOJKHbI B 6yaylieM 06beAUHUTb pa3po3HEHHblE HOPMbI B
€A VHYI0 3KOCUCTEMY.




KnioueBblie BEKTOpPHbI
rocperynnposaHmnga Mb B KasaxctaHe

K koHuy 2025 roga HopmaTuBHas npaBoBasA 6a3a Pecnybankm KasaxcraH B cde-
pe obecneueHna b chpopmmnpoBanacb B pa3BeTBNEHHYIO U LL@IOCTHYIO CUCTEMY.

B daHHom 0630pe paccmampusaromcs KJiro4essle 8eKmopbl 20Cy0apcmeeHH020 KOHMpo-
/1, Uepapxus HOpMamueHsIX NPasossix akmos u cneyuguka mpebosaruti k KBOVIKU.

1. EpuiHbIe TpeboBaHuA

Ba3oBbIM 3n1eMeHTOM perynmpoBaHuns ocTatoTca EanHble TpeboBaHma B obnactn MHdop-
MaLMOHHO-KOMMYHMKaLMOHHbIX TEXHOIOTUI U obecneyeHns MHGopMaLoHHon 6es-
onacHoctn (yTBepxaeHbl NoctaHoBneHnem lMpasutenbctea PK N2 832 ot 20.12.2016,
aKkTyanusvpoBaHbl B 2024 roay).

[laHHbIA JOKYMEHT HOCUT 06A3aTeNbHbIN XapakTep AN FOCyAapCTBEHHbIX OPraHoB,
rOCyAapCTBEHHbIX HOPUANYECKUX NKL, CyObeKTOB KBa3nrocyAapCTBEHHOIO CEKTOPa,
cobctBeHHMKOB 1 BragensueB KBOVIKW. EauHble TpeboBaHUsA pernameHTUPYIOT
Heo6XoAUMbIA NepeyeHb TEXHUUECKUX M OpPraHM3aLMOHHbIX 3alLUTHbIX Mep,
BK/IlOMan:

* Kpuntorpadumyeckyro 3amTy;

* pasrpaHu4eHune npas JOCTYNa;

*  aHTMBUPYCHYIO 3aLLUTY;

* MeXcCeTeBOe 3KpPaHMpPOBaHWUE;

* pe3epBHOE KOMMPOBAHWE;

e 3aWMTy OT yTeyek MHpopmMaLumu;

* ynpaB/ieHne MHUnAEeHTaMu;

+ obyuyeHre nepcoHana;

+  ¢du3nyeckyro 6esonacHoCTb.

Ncknrouenmna ns npaswvi:

C uenbto NCKAYeHUs Ay6AnpoBaHUA OTPaCcIeBOro PeryinpoBaHns, HopMbl EanHbBIX
TpeboBaHWN He PacrNpPOCTPAHAOTCA Ha UHTEPHET-PecypChbl U MHGOPMALMOHHBIE CUCTE-
Mbl HaumoHanbHoro 6aHka, a Takke Ha MHGOPMAaLMOHHbIE CUCTEMbI B 3aLLMULLEHHOM
NCNONHEHWM, OTHECEHHbIE K FOCYAapCTBEHHbIM CEKPETaM, a TakXe Ha CeTu TeneKkoM-
MYHUKaLMA CreunanbHOro HasHauyeHus.
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2. MOHUTOPVHI COOTBETCTBUA U /INL,EH3MPOBaHue

KoHTposb 3a ncnosHeHnem TpeboBaHM OCYyLLLECTBAAETCA Yepe3 MeXaHN3Mbl MOHU-
TOPWHIa N UCNbITAHUW, pernaMeHTUpyeMble CeAyLWUMN AOKYMeHTaMu (aKTyanm-
3uposaHbl B 2025 rogy):

e MpaBuna monutopuHra Ub
061beKTOB «3/1eKTPOHHOrOo nNpasuTenbcTtBa» 1 KBOMKN
lpuka3z MOATI PK N@ 52/HK

« Metogukn v npaBuna NnpoBeAeHNA UCNbITaHNN
Ha cooTBeTCcTBUE TpeboBaHuam MNb
lpukaz MUPOATIT PK NC 111/HK

Kpuntorpadpunueckasn 3awmra

[leatenbHOCTb, CBAAI3aHHasA C pa3paboTkon u peanuvsaumen cpeacTs Kpuntorpadpuue-
ckon 3awuTbl MHGopmauum (CK3U), HaxoamTcsa nog ocobbiM KOHTPOEM rocyaap-
ctBa. CornacHo lNMocraHoBnenuto MNMpaeutenbcrtea PK N2 589 (ot 27.07.2015), paHHan
chepa nognexxnt obasatesibHOMY NMLUEH3NpoBaHNO KoMnteTom HauuMoHanbHOWM
6e3onacHoctun (KHB) PK.

3. HaLI,VIOHaIIbHaﬂ cucTteémMa CtaHaapTnsauumn

B Bonpocax cTaHgapTM3aunmn 3akoHoAaTeNbcTBO KazaxcTtaHa AeMOHCTpUpYeT rmbknin
noaxopa, couetarowmii 06pOBOILHOCTb MPUMEHEHMS C HOPMATUBHOW obs3aTenb-
HOCTbIO B KOHKPETHbIX CyyasnX.

CornacHo 3akoHy «O cTaHAapTusaumu», NpMMeHeHne HauNOHaNbHbIX CTaHAAPTOB
HOCUT B OCHOBHOM 106pOBO/IbHbIN (peKoMeHAaTeIbHbIN) XapakTep. OgHako Tpebo-
BaHWA HaLMOHA/NbHOIO CTaHAapTa CTaHOBATCA 06A3aTeNbHbIMWU NPY HaAMUUK Nps-
MO CCbIIKA Ha HEero B 3aKOHOAATe/IbHbIX aKTax.

MpakTnka npumeHeHus:

B tekcte EANHBbIX TpeboBaHUI coaepikaTca CCbINKU Ha 22 cTaHAapTa, UTo Aenaet ux
cobntogeHne oba3aTesibHbIM Ha BCEX 3Tanax XXM3HEHHOTO LK/ia MUHGOPMALMOHHbIX
cuctem. MNpwu 3TOM opraHM3auun Bnpase NPUMEHATb MeXAYHapOoAHble CTaHAapThbl
Hanpamyto (npu yBegomaeHun KascraHgapra).

3HauuTenbHasA YacTb 6a3bl raApMOHM3MpPOBaHa C MeXAyHapoAHbIMU HopMamu ISO/IEC:

« CT PKISO/IEC 27002-2023
pPyKOBOACTBO MO BHeApPeHUIO cpeacTs yrnpasaeHua Vb

« CT PKISO/IEC 27005-2022
TpeboBaHuA K ynpasBaeHuto puckamu Ub



4. 3awmta KBONKUA

3akoH PK «O6 nHpopmartmsaumnm» BBOAUT NOHATME
KBOUKWN. Kputepmn otHeceHna o6bEKTOB K AaHHOWM
KaTeropuu 3akpenseHbl npukasom MLUPOAIT N2 221/
HK ot 30 utoHa 2023 roga.

B nepeueHb BXoaAaT 06beKTbI, HapyLleHne GyHKLMO-
HUPOBaHUA KOTOPbIX MOXET NPMBECTU K Ype3BblUaii-
HbIM cuMTyaumaMm, yuepby o6opoHocnocobHoCcTM nan
3KOHOMMUKE.

OTpaCHEBOFI OoXBaT BKJ/IlOYaeT:

« TonAnBHO-3HepreTUYeckKnuim KOMMIeKc
(Tenno-, anekTpo-, ra3ocHab>keHme)

« baHkoBckyto chepy n TpaHcnopt

+ 3apaBoOOXpaHeHue U BoAgoCHabXxeHue

« [MpaBooxpaHuTenbHyto AeATENbHOCTb
N «3/IeKTPOHHOE NpaBUTEIbCTBO»

Tpe6oBaHunsa k SOC

Cob6cTtBeHHUKM U Bnagenbubl KBOUKW o06sa3aHbI
co3paTtb u obecneuntb PpyHKUnoHnposaHme SOC.

3akoHopaaTtesib NpeaycMaTpUBaeT ABe MOAENN
peanusaunu:

—
.

Co3aaHue cobcrBeHHoro SOC.

2. MpuobpeteHue ycnyr SOC y TpeTbux An,
(ayTcopcuHr) B pamkax rpakaaHcko-npaBoBbIX
OTHOLUEHWU

B aTom acnekrte onbiT KaszaxcraHa conocraBum ¢ Mex-
AYHapOAHOW NpPaKTUKOW, B YaCTHOCTM C 3aKOHOJa-
TenbcTtBoM P® o 6e3o0nacHOCTU KpUTUUeckom nHepop-
MauMoHHoN nHepacTpykTypbl (KUN), pgencreyrowmm
c 2018 roga n Tak>Xe npegycMmaTpvBaroWumM BeAeHne
peecTpoB 1 KaTeropMpoBaHMe 06beKTOB.

K KBOUWKW omHocamcs
cucmemel, cboli Komopelx
g/1e4em He MoJibko 3KOHOMU-
yeckue nomepu, HO U pucku
mexHo2eHHbIX Kamacmpodg,
y2po3bl 060poHe u Xu3He-
deamesibHOCMU HacesieHUA.

3akoHodamesibcmeo npedo-
cmaesisem cobcmeeHHUKam
u enadenvyam KBOUKU
golbop mModesnu obecneye-
Hus 6e3zonacHocmu: co30da-
Hue cobcmeeHHoz20 SOC uau

npuesiedeHue AUyeH3Upo8aH-
HbIX 8HEWHUX NOCMaswjukos
yenye SOC.
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3aknJvyeHue:
B HOIMy CO BPEMEHEM

K koHuy 2025 roaa HopmaTtnBHas npaBoBas 6a3a Pecriybankun KasaxcraH B cdhepe
obecneuenus Vb roga npeactaBaseT cobomn pa3BeTBAEHHYHO CUCTEMY aKTOB — OT
3aKOHOB M FOCYapCTBEHHbIX KOHLEMNLMI A0 AeTaNbHbIX MPaBWa U CTaHAaPTOB.

3a cpaBHUTE/NIbHO KOPOTKMU nepuog KasaxctaH
CcoBepLuna 3aMeTHbIN PbIBOK B pPa3BUTUN 3aKO-
HopaTenbCcTBa B cpepe obecneueHus Ub, cos-
AiaB OCHOBY ANA 3alMUTbl KaK rocyAapcTBeHHbIX
MHPOpPMaLLMOHHbIX PecypcoB, TaK N UHTEepecoB
rpaxgaH B ungppoBoun cpege.
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Kommepueckune ycnyru I'TC
N MexXayHadpoagHoe CoTpygHn4eCTBO

* [lpodeccrnonHanbHas 3awmta otr DDoS-aTak

» HoBbIV BEKTOP BbIXOAa Ha MEXAYHapOAHbI PbIHOK KnbepbesonacHoOCTy:
MeXAyHapoAHOoe TexHnyeckoe coTpyaHmnyectBo AO «TC»
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HoBbIM BEKTOP BbIXOOA HO MEXOYHAPOLHbIN
PbIHOK KN6ep6e30NaCHOCTMU:

MexayHapoaHoe TexXxHUu4Yeckoe
cotpyaHundyectso AO «ITC»

\\\\\

B deBpane tekyuiero roga AO «[TC» nonyyunia npaBo OkasbiBaTb KOMMEPYECKYHO YCy-
ry «MexayHapoaHoe TexHU4ecKoe COTPYAHUYECTBO». JTOT Lar CTas BaXHOW BEXOW
B pacwmpeHunmn geatenbHoctn ObuwectBa 3a npegensl KazaxcraHa, OTKpbiBas HOBble
BO3MOXHOCTW N5 y4acTna B 3apybedkHbIX MpoekTax v BbICTpanBaHUA YCTONUYMBBIX
NapTHEPCTB C MEXAYHapPOAHbIMW BEHAOPAMU N TEXHONOrMYECKMMMN KOMMNAHUAMMN.

MexayHapoaHoe TexHuuyeckoe coTpyaHudyectso nossoader AO «[TC» pea-
N30BbIBaTb COBMECTHbIE MPOEKTbl C 3apybeXHbIMU KOMMNaHUAMKN, GOpMUpPO-
BaTb KOHCOPLMYMbl C Ka3aXCTaHCKMMU OpraHuM3aunsmMu AN BbiXOAa Ha BHeLU-
HWe PbIHKK, a TakXe NPOoABUraTh Kak COBCTBEHHbIE, Tak U MapTHEPCKUE peLleHus
B 0bnactn kmbepbe3onacHOCTHN, aHaIUTUKN JaHHbIX U LMPPOBOM MHPPACTPYKTYPbI.

Yxe cgopmuposaH nepedeHb yCiy2, 20mo8biX K Npakmu4eckomMy npoosuxe-
HUK U peanusayuu, e8k/aw4yas compydHu4yecmeo C 8edywuMu Ka3zaxcma-
CKUMU mexHos02u4eckumMu komnaHuamu — MSSP Global, DataTeam u tLAB.



G JEEM

OaHow n3 kntoueBbix ycayr ansetca Red Team. OHa
HanpaB/ieHa Ha UMUTaALUIO AeNCTBUK knbepnpe-
CTYMHWKOB A9 BbIABNEHNA YA3BMMOCTEN N OLEHKMN
YPOBHA 3aLMULLEHHOCTN MHOOPMALMOHHBIX CUCTEM.
B pamkax ycnyrn npoBoaAatca nmmutaums kmbeparak,
nounck yassmumocten B NT-uHdpactpykType, TeCTm-
pOBaHMe CEepPBMCOB 3NEKTPOHHOIO NpaBMTEbCTBA
M OLeHKa COoCTosHMA nHGopMaLmnoHHoN H6esonac-
HOCTW YCTPOWCTB, MOAKJHOUYEHHDBIX K ceTU VIHTepHeT.

[ononHset eé ycnyra Blue Team, ob6ecneunBato-
wasa KoMnaekcHyto 3awmnty UT-uHbpactpykTypbl
M pearmpoBaHWe Ha WHUWAEHTbl MHbopMaLn-
OHHOW 6e3onacHocTn. CepBUC BKAKOYAET 3alym-
Ty UT-nHbpacTpykTypbl, aHann3 noTeHumnasbHO
BPeAOHOCHbIX GannoB, akTyanmsauymo nHdopma-
Lnn o Kmbepyrposax 1 ya3sBMMOCTAX, @ TakXKe Moj-
rOTOBKY AeTa/n3MPOBaHHbIX OTYETOB C aTpUbyLM-
eyl MHUMAEHTOB K KOHKpeTHbIM APT-rpynnupoBkam.

Ocoboe BHVMMaHWe yaenseTca NocTpoeHno kKubep-
6e3onacHO HaLMOHaJIbHOW MH}PaCTPYKTYpbl.
CoBmecTHO ¢ TOO «DataTeam» (6bbiBlwKM KazAl)
AO «[TC» npepnaraeT KOMMAEKCHbIE peLleHns no
3awmnTe uMdpoBOro cyBepeHuTeTa rocyapcrs.
Ycnyra BkAtOYaeT KOHCYNbTaLUmM MO NMOCTPOEHUIO
uMdpoBOU rpaHuubl, pa3paboTky n BHeapeHue
HauMOHaNbHOW MHGpPACTPYKTypbl kKnbepbesonac-
HOCTW, MPOBeAEHNE aHaNNTUYECKMX UCCael0Ba-
HUIM, GOPMUPOBaHME 3aKITHOUYEHNIN N apPXUTEKTYP-
HOro BUAEHMWA NPOEKTOB, 0byyeHne cneunanncTon
paboTe C BHeAPSAEMbIMU CUCTEMAMKU U MPOAYKTamU,
pa3paboTKy cMCTeM aHann3a ceteBoro Tpaduka ans
BbIAABJIEHNS NHLMAEHTOB, MOCTPOEHNE CUCTEM aBTO-
MaTM4YeCcKoro ckaHnmpoBaHua cetn VIHTepHeT n obe-
cneyeHme NMOCTOAHHOW TEXHUYECKOWN MOAAEPXKKM.

B obnactnm aHanutmkm 6onbwmnx gaHHbix AO
«[TC» npeanaraet ycayry Big Data u Machine
Learning, Takxe peanmsyemyto coBmectHo ¢ TOO
«DataTeam». OHa HanpaB/ieHa Ha BHeApeHne coBpe-
MEHHbIX pelueHu ana paboTbl ¢ 6oabWNMUN 06B-
éMaMn AaHHbIX, BKAOYasa pa3paboTky 3alimLéH-
HbIX XPaHWAWLL, WHTErpaunto AaHHbIX (BKAtOYasd
MOTOKOBbIE), aHaNN3 N CTPYKTYpupoBaHne nHdop-
MauuK, a Takxe pa3paboTky n BHeApeHWe peLue- ;
HWM Ha 6a3e TEXHONOTMM MaLIMHHOIO 0by4yeHus. - -"4
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[N 3alWmThl OT COBPEMEHHBIX U CIOXHbIX Knbepy-
rpos, BkJtOYas ataku Hysnesoro gHa n APT, npea- N
naraetca npoaykt knacca Anti-APT Sandbox, T
pa3paboTaHHbIn coBMmecTHO ¢ tLAB. OH obecne-
ynBaeT OobHapyXeHMe CKPbITbIX aTak, aHanu3
noBeAeHNA Ha YpPOBHe AepeBa AeNCTBUMW, OTpa-
XatoLlero Lenoyky BpefoOHOCHOW akTUBHOCTH,
M BO3MOXHOCTb MOAKIHOUEHNS K Pa3INUYHbIM NCTOY-
HukaMm ¢annos B MHPpaACTPyKType 3akasuwmka.

Ewe oaHOM BaXHOW WMHMLUWNATUBOWN ABAAET-
ca Cyberguard DLP, peannsyemas cOBMeCTHO
¢ MSSP Global. PeweHnne npumensetca B GovSOC
AN MOHUTOPWUHIa paboumx CTaHUWK B LeHTpab-
HbIX FOCyAapCTBEHHbIX OpraHax, obecneumnBa-
€T MPOAaKTUBHYH 3aLLNUTY OT yTeyek AaHHbIX, aHa-
N3 NOBeAeHNA COTPYAHWUKOB U AOKYMEHTOB Ha
npeaAMeT HanMuua KoHbuaeHumanbHOU UHbOP-
MalLuu, paHHee npejoTBpal,eHMe Hapylwe-
HUA LLeNIOCTHOCTU JaHHbIX, @ TakXe BbliiBNEHUE
MOLUEHHUNYECKNX CXEM W COTPYAHMKOB, HapyLlato-
LWNX pernameHTbl 1 6€30MacHOCTb OpraHm3auunu.

Pa3BuTne HanpaB/ieHUA MeXAYHapOAHOro Tex-
HUYeckoro cotpygHuyectsa nossonsdetr AO «[TC»
MaclwTabupoBaTb HaLMOHa/NbHble KOMMNETEHLUN B
obnactn kmbepbesonacHOCTH, BbICTyNnaTb TEXHO/O-
TMYeckMM MNapTHEPOM ANs 3apybeXHbIX rocysapcTB
1 opraHm3auuni, GopMMpPOBaTb YCTOMUMBBIE MEXAY-
HapOAHble KOHCOPLMYMbl N NPOABUraTh Ka3axCTaH-
CKMeE peLLleHns 1 3KCNepTU3y Ha rnobanbHOM pbiHKE.

CerogHs AO «[TC» no3uumoHupyeT cebs Kak KcC-
NePTHbIA N TEXHONOTMYECKNI NapTHEpP, FOTOBbIN
K peanv3aumm CNOXHbIX MeXAYHapPOAHbIX MPOeK-
TOB B 06/1aCT! MHPOPMALMOHHON 6e30MacHOCTH,
aHaIMTUKKN JaHHBIX N LUPPOBOM MHPPACTPYKTYPbI.

Ycayru okasbiBatoTcs Mo 3anpocy:
info@sts.kz
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MpodeccnoHanbHad
sawuTta ot DDoS-aTak

AO «[TC» npesocTaBaseT yCayry 3alimTbl MHTepHeT-pecypcoB oT DDoS-aTtak, obecne-
YymBaa CcTabuibHyto paboTy MHOOPMALIMOHHBIX CUCTEM Jaxe B YCA0BMAX Knbepyrpos.
PelieHne noaxoamnT Kak 414 He6ONbLIMX MPOEKTOB, TaK N ANSA KPYMHbIX NPeAnpUATUAN,
N LOCTYMHO MO MOZENN eXEMECAYHON NMOAMNCKMN.

OCHOBHbIe NPeNnMYLLLeCTBa YCAYru:

M6kocTb N MacluTabupyemocTsb:

MNoaaep>ka HeorpaHMYeHHoOro kosnnyectsa IP-agpecos n BO3-
MOXXHOCTb pacLUMpPeHna 3aLmnTbl NO Mepe pocTa MHGPaCTPYKTYpbI.

PernoHanbHas 3awwumra:

Ob6opyaoBaHme pa3BepHyTo B 18 roposax u MHTErpmpo-
BaHO C MarncTpanbHbIMW CETAMU BeAyLLUX ONepaTopoB, UTO
no3BoJsifieT 6J10KMPOBATb aTakM Ha permoHaNbHOM YpPOBHE.

Nokannsauma n KOHPUAEHLNANBbHOCTD:

AHanun3 Tpadpuka ocyLLeCcTBAAETCA BHYTPW CTPaHbl, YTO COOTBET-
cTByeT TpeboBaHmAM Ka3HeTa 1 noBbilwaeT 6€30MacHOCTb JaHHbIX.

MHoroyposHeBas 3awura (L3-L4):

3alymTa Ha CeTEBOM M TPAHCMOPTHOM YPOBHSAX OT aTak C UCMOJb-
3o0BaHWemM npotokosnoB TCP, UDP, ICMP n malformed-nakeTos.
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Mpocrasa nHTerpaums:

MNopkntoueHre He TpebyeT M3MEHEHUN B CETEBOW TOMONOTNM
n nepegaun SSL-ceptndukaTos, AocTaToOUHO yKasaTb IP-agpec.

MNHTennektyanbHaa ¢punbtpauma tpadpuka:

CuctemMa aHanmsmpyet BXoaAawmni Tpadwuk B peasbHOM
BpeMeHu, 6aoknpya TONbKO MOAO3PUTENIbHbIE 3aMpPOChI.

ABTOMaTHnueckasn nepepgaya Jioros:
MHq)OpMaLI,I/IFI O NOMbITKaXx atak nepegaeTca KAMeHTy 4aa aHaanm3a.

DKOHOMMUSA pecypcCoB:

HeT HeobxoaMmMocCTm B 3akymnke gopororo obopysoBaHus;
3almMTa CnpaBaseTca C aTakaMmu MolHocTbio Ao 500 Iéwut/c.




Kak paéotaeT cucrema:

cetttitttttttttteesseesessee.  MopenupoBaHMe HOPMaJIbHOrO NOBEAEHUA CETU:
Co3gaetca 6a3oBas MOAeNb Ha OCHOBE CTaHAAPTHbIX Npaswa TCP/IP.

AHanu3Tpa¢y||(a:
CpaBHeHMe TekyLLen CeTeBOM akTMBHOCTU C OXMAAaeMbIM MoBe-
JleHVEM.

06|-|apy)|(e|-|v|ea|-|omanv||7|:

dukcmpoBaHue NH6bIX OTKIOHEHWI KaK MOTEHLNAAbHOW Yrpo3bl.

BIIOKMpOBKaaTaK:

ABTOMaTMyeckas ¢unbTpaumnsa n 6J10KMpoBKa BPeJOHOCHbIX
MakeToB.

Takas apxuTekTypa No3BOASET NOALEPXKMBATL CTAOUABHOCTb M AOCTYNMHOCTb PECYPCOB,
obecrneyrBas 3alnTy OT aTak pa3HoOro maciutaba.

Mpouecc TexHMYEeCKOro peweHus
no sawmte ot DDoS-aTak

Q Co3p,aH|/|e MoA4eNn HOpPpMaJibHOIro
NnoBeEAEHNA B CETU

.
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CoBpeMeHHbIe MoaxXonbl K 06yUYeHUIO

Knéep6e3onacHOCTMH

NHTepBbto ¢ Hypbekom TyneHAMHOBBLIM, apxuTekTopoM KnbepbesonacHoctn KZ-CERT
(HayuoHaneHasa cnyxba peazuposaHus Ha KOMNLOMEPHsle UHYUJeHM®bI)

— Bel cosmeuwjaeme npenodasamesibCkyto 0dessmesbHOCMb
¢ npakmud4eckol pabomou. [Moyemy 3mo 8a>kHo 01 cneyu-
asnucma 8 cghepe kubepbezonacHocmu?

— [llpenopaBatenbckaa AeATENbHOCTb MOMOraeT MOCTOSH-
HO HaxoAUTbCA B NpodeccnoHaNbHOM TOoHYyce. Blaumogencreme
CO CTyAeHTaMW, OOBbACHEHME CNOXHbIX TEM W OTBETbl Ha WX
BOMPOCHI MO3BONAKT CUCTEMATU3NPOBATL COOCTBEHHbIE 3Ha-
HUA 1 raybxe ocMbicanBatb MaTepuan. Kpome toro, obpaso-
BaTe/IbHbIN MpoLuecc Bcerga ABYCTOPOHHMIW: obyyasa apyrux,
Tbl MPOAO/IKAELLb YYUTHCA CaM.

— B 4ém umeHHO nposensemca smom «obpamHeil
agpgpekm» om pabomei co cmydeHmamu?

— CoBpeMeHHble CTyAeHTbl, 0COBeHHO npeacTaBUTeNN NoKoae-
HWA Z, 334ar0T HeCTaHAAPTHbIe BOMPOCh! N UCKPEHHE MHTEepeCyroT-
CA aKTyasbHbIMW TEXHONOTUAMMN U NpPaKTUKamMn. ITO MOTUBMPYET
MOCTOAHHO OBHOBAATL 3HaHWA, OCBaVBaTb HOBbIE MOAXOAbI U Cie-
ANTb 3a pa3BUTMEM OTpacan. B pesynbTate npenogaBaHne CTaHO-
BUTCA He TONbKO nepejayen onbiTa, HO U BaXXHbIM MHCTPYMEHTOM
npodeccnMoHanbHOro pasBuUTUA.

— Ko20a ebl mosibko Hauanau npenodasame, 4Ymo eam 6bi/10
0cobeHHO UHMepecHOo y3Hame o cmyodeHmax?

— MHe 6b110 BaXXHO NOHATb, KakK camMW CTYAEeHTbl BOCMPUHMMAOT
MHPOPMALMOHHYHO 6€30MacHOCTb: CUYUTAOT I OHWN €€ CI0XKHOM
N y3KOCMeLMannm3npoBaHHOW chepor U BUAAT B HEW nepcrnek-
TVBHOE W MHTEpecHOe HanpasieHve Ansa byayuiein Kapbepbl. ITO
MOMOTI0 BbICTPOUTb 0H6pa3oBaTeNbHbIV NPOLEecC 6oee 0CO3HaHHO.



— Kak >xueoe obujeHue co cmydeHmamu noeausaso
Ha gpopmam obyueHus?

— HabntoseHne 3a peakumen CTyAeHTOB U XUBOe oblieHne
MO3BOAWAN cAenaTb 3aHATMA 6osiee MOHATHLIMK U MPaKTUKO-O-
PUEHTMPOBaAHHLIMU. A CMOT aZanTMPOBaATb COAEP>XKaHME Kyp-
COB MOJ YPOBEHb MOArOTOBKM ObByuYaroWmMxXcs n chopMmnpoBaTb
Yy HUX YCTONUMBbLIA MHTEpPeC K BONpocamM KnbepbesonacHOCTH.

— Ha umo ebl dennaeme ocHosHoU akyeHm 8 npoyecce oby-
yeHus 6ydyujux cneyuasiucmos?

— B nepByto ouepeab A cTapatocb nepesaBatb UMEHHO Te 3HaHWA
1 HaBbIKW, KOTOpPble ByayT BOCTpeboBaHbl B peasbHON Npodeccuno-
HaNbHOW feATeNbHOCTM. Mos Lienb - He NPOCTO U3/I0XWTb TEOPUIO, a
nokasaTb, Kak OHa MPUMEHAETCA Ha NpaKkTyKe. [103ToMy 3HaunTeNb-
Hasf YacTb 3aHATUM NOCBALLEHa pa3bopy peanbHbIX KENCOB, Nabo-
paTopHbIM paboTaM 1 MOZEANPOBaHMUIO TUMOBbLIX pabounx 3asau.

— Bbl yacmo 2oeopume 06 uHOusudyasbHOoM noodxoode.
B uém oH 3aknrouaemca?

— fl oLEeHMBAIO He TOIbKO KOHEYHbI pe3ynbTaT, HO U caM MpoLecc
peleHns 3aaaun. CTyaeHT f0MKEH OOBACHUTL X0 CBOUX PacCyX-
AEHWI, apryMeHTMPOBaTb NPUHATbIE PeLleHns 1 nokasaTb r1ybu-
HYy NMOHWMaHWs MaTepuana. o cytn, 3To dopmat MMHU-cobeceso-
BaHMWs, KOTOPbIA MO3BOASET NyUylle MOHATb YPOBEHb MOArOTOBKM
obyuarouierocs.

— Kakue Hasbiku nomozaem passusame makou ¢oopmam
pabomei?

— OH pa3BMBaeT aHaIUTUYECKOe MbILUeHWE, HaBblK1 caMonpe-
3eHTaumM 1 NpodeccMoHanbHOro paccy>xzaeHuns. Kpome toro, nHamM-
BuAyanbHas paboTta Mo3BOASAET CBOEBPEMEHHO BbIBAATb NPobHesbl
B 3HAHWAX U NPY HEOBXOAMMOCTM KOPPEKTUPOBAaTb Y4ebHbI NpoLecc.

— Ucnonbzyeme nu 8ol KOMAHOHbIE U/IU COpesHo8amMelb-
Hole gpopmamel 0byueHus?

— [a, 9 fento CTyAeHTOB Ha 3—4 MUHU-TPYMMbl 1 OPraHU3yH MeX-
Ay HYMW COpeBHOBaTe/IbHble 3aAaHuA. TO AenaeT 3aHATMA bonee
AVHAaMUYHBIMW M MOBbILWAET MHTepec K npeamety. KomaHapl npea-
NnararoT COBCTBEHHbIE peLLeHuns, 06Cy>KAatoT UX U apryMeHTUPYHOT,
noyemy mx noaxos Hanbonee apdekTNBEH.

— KaKyI'O pPOJ/1Ib makue MUHU-COpeeHOB8dHUA uzparom
8 nodzomoske cnequaﬂucmoe?

— OHK pa3BMBalOT HaBbIKW KOMaHAHOW paboTbl, KPUTUUYECKOTO
MbILUNEHNSA U YMEHMEe OTCTamMBaTb CBOKO MO3MLMIO. ITO BaXKHble
KayecTBa Ans HyayLimx cneunannctoB No MHGopMaLMoHHON 6es-
OMacHOCTK, KOTOpPble B peasibHOW paboTe MOCTOAHHO B3anMMOZeN-
CTBYIOT C KOJIIETaMM M 3aKazumKamu.



— Hackonbko 8a>kHbI U2posble U UHMepaKkmueHsie 3/1eMeH-
mel 8 06y4yeHUU 3ymMmepoa?

— OHK urparoT 6onblwyto ponb. MNMpodeccnoHanbHble Urpbl,
KOMaHAHblE 3aZ@aHNs Y UMUTaLMS peanbHbIX pabounx cuTyaunia
MOBbILLAOT BOBJIEYEHHOCTb CTYAEHTOB U AenaroT npouecc oby-
yeHus bonee xuBbIM. Takol dopmMaT NOMOraerT Jiyuylle ycBanBaTb
MaTepvan v pa3BMBaeT aHAIMTUYECKOE MbILLJIEHNE.

— Paccka>xume o eHeaydumopHol pabome co cmydeHmMamu.

— B konnepxxe exerogHo nposoautca CTF-copeBHOBaHMe, B KOTO-
POM YyUacTBYHOT BCE CTYAEHTbI. ITO 3PPEKTUBHbBIA NHCTPYMEHT,
MO3BOAOLWMIA NPOBEPUTb 3HAHNA N HAaBbIKW B YCNOBUAX, MaKCU-
MaNbHO NMPUOAMXKEHHBIX K peaibHbIM 3aZayaM CrneumanmcToB no
knbepbezonacHocTw.

— Ymo darom cmydeHmam CTF-copesHO8aHUS NOMUMO
copesHO8aMeE/IbHO20 3/1leMeHma?

— OHM pa3BMBalOT aHaAUTUYECKOE MbllNeHWe, yMeHne pabo-
TaTb B KOMaHZe v pellatb HecTaHAapTHble 3agaun. [1nsa cTyaeHToB
3TO He NMPOCTO KOHKYPC, @ MOAHOLEHHbIN 0bpa3oBaTesibHbIN Gop-
MaT, KOTOPbIM NOMoraeT raybxe NoHATb cneunduky npodpeccuu.

— B kosnedxe makxxe pabomaem CTF-kay6. Kakyro posb
OH uzpaem?

— CTF-knyb obbeanHsAeT CTyAeHTOB 1 BbIMYCKHNKOB, obecneynsas
NPeeMCTBEHHOCTb MeXJAY Pa3HbIMMU MOKONEHUAMMN 0OyYarOLLINXCA.
3710 cNocobCTBYET GOPMUPOBaHMIO NPOdGECCMOHANBHOTO coobLe-
CTBa, rAe y4YaCTHUKWN PeryasapHO BCTPEYaroTCA, peLuaroT npaktnye-
CKune 3agaun n obMeHMBatOTCA OMbITOM.

— Kak ebl 8 yesiom noHuMaeme uHHosayuu 8 npenodasa-
Huu kubepbezonacHocmu?

— [AnA MeHs MHHOBALUMW — 3TO He CTOJIbKO HOBble METOAM-
KW, CKO/NIbKO MpaBWAbHasA opraHm3laums yyebHOro npouecca.
HacToslas MHHOBALMS 3akatO4YaeTcs B TOM, UTOObI JaBaTb CTy-
AEHTaM MMEHHO Te 33/jauM M NoAXOAbl, C KOTOPbIMU OHU CTONKHYT-
cs B peanbHoW pabore.

— Kakou nodxo0 ebl cHumaeme Haubosiee agpgpekmugHbim?

— MakcrmManbHoe NpunbankeHre obyyeHns K peasibHbIM YCI0BU-
SIM: @aHaIN3 NPaKTUYECKMX KeNCoB, KOMaHAHas paboTa, obcyxaeHne
PELUeHNA 1 apryMeHTaLms BbIbpaHHbIX MOAXOAOB. DTO MOMOraeT
CTyZleHTaM 3apaHee NoHMMaTb TpeboBaHUs Npodeccun 1 3Hauu-
Te/IbHO CHUXAET pa3pbiB MexXay 0byueHneM 1 peasbHON paboTou.



Kuéep6e3onacHocCTb
rmasamum 3yMepoBs:
HOBblEe MOOXOObl U OXMNOOHUS

Ha Bo/sHe TpeHA0B O pa3HuLLEe B MOKOAEHUAX Mbl PELUNAN NPOBECTN HeHONbLLIOK ONpocC
cpeamn 100 cTyneHTOB, n3yyatolwmx MHGopMauoHHYr 6e3onacHocCTb. Llenb onpoca

— MOHATb, KaK HOBOE MOKOJEeHWe CneLmannctoB B knbepbesonacHOCTM BOCNPUHUMA-
eT 3Ty 0b6nacTb, Kakne noaxoAbl cumTaet Hanbonee 3PpbeKTUBHBIMU N UTO OXMAAET
oT npodeccum B Hyayuiem.

KnbepbezonacHocTb Ans NnpeacTaBuTeiel MOKOAEHNA Z — 3TO He MPOCTO 3alyuTa ceTen
M AaHHbIX OT BHELLUHWUX Yrpo3. s COBPEMEHHbIX CTYEHTOB Y MONOAbIX CMELMannNCTOB
3TO Lie/IbIi KOMMEKC Mep, HanpaBaeHHbIX Ha obecneveHne 6e30nacHOCTM B BbICTPO
MeHstoLenca undposoin cpege. VIx noaxos K 3TOMy HanpaBaeHWto 6osee LesoCTHbIN
W rny6oKMIA: 3TO MOCTOSIHHOE 0byYeHMe, afanTauums K HOBbIM Knbepyrposam 1 cTpaTte-
rmyeckas obopoHa.



Ha HauanbHbIX 3Tanax obyyeHUs MHOrMe CTyAeHTbl BOCMPUHMMAIOT
knbepbe3onacHOCTb Kak UTO-TO BPOZAE LUMPPOBOro «3KLLEHA»: OHWU OXM-
[atoT, UTO CMOTYT CPa3y YUNUTbCA B3/1aMblBaTb CUCTEMbI, CO3/aBaTh 3aLLMUT-
Hble MexaHM3Mbl U pa3pabaTbiBaTb KO4. Ha camom gene nepsble Kypcbl
HanpaBAeHbl Ha co3iaHne 6a30BbIX HaBbIKOB - 0byYeHMe NporpamMmMm-
POBaHMIO, MOHVMaHNe OCHOB CeTeW 1 anropuTMoB. BeegeHure B knbep-
6e30nacHOCTb MPONCXOANT Ha OBLLMX 3aHATUAX MO MHOOPMALMOHHBIM
TexHonormaAMm, rae ob6bACHAOTCA 6a30Bble Yrpo3bl U METOAbI 3alUThl.

OzHako K KOHLY y4ebbl npesacTaBaeHne O knbepbe3onacHOCTH 3Ha-
ynTenbHo pacwmpsetcs. ObyueHre BKAOUAET peasibHble NMPOEeKTbI,
cumynauumn n nabopatopHble paboTbl, MOAENNPYHOLLME COBPEMEHHbIE
Yyrpo3bl 1 KOHTpMepbl. Ocoboe BHUMaHWE yaenseTcs TakuM BaXKHbIM
acnekTam, kak pabota ¢ uMbpoBbIMU AOKa3aTeNbCTBAMMU, OLEHKA Ys3-
BMMOCTEN 1 ceTeBble TexHoNornn. CTyaeHTbl NpMobpeTaroT peasbHble
HaBblKM, BOCTPeOOBaHHbIE Ha PbIHKE TPyAa, N HAaUMHAKOT MOHUMATb,
uTO HacToswan pabora B knbepb6esonacHocTn TpebyeT He TONbLKO
TeXHUUECKMX YMEHUIA, HO U KPUTUUECKOro MbILLJIEHUS, HAaBbIKOB
peweHus npo6sem 1 cnoco6HOCTU paboTaTth B KOMaHAe.

CoBpeMeHHble CTyZeHTbl paccMaTpuBatoT knbepbe3onacHoCTb Kak
HernpepbIBHOE UCMbITaHUE, KOTOPOE NPeAOCTaBASET BO3IMOXHOCTU ANS
NpodeccroHanbHOro pocTa 1 XopoLuero 3apabotka. Monogble cneuu-
a/INCTbl 3aUHTEPECOBaHbI B NMOCTOSIHHOW H6opbbe C HOBbIMM YrpO3amMu
M B CO34aHUN MHHOBALMOHHBIX PELLEHWUN, afanTMpysach K AMHAMUYHOM
cpese Kmbepyrpos.
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Oxunpaetcs, uto B byayuem knbepbeszonacHoCcTb byaeT Bce Bosblue nonaratbCa Ha
aBTOMaTM3auMIO U UCKYCCTBEHHbIN UHTennekT () ana BbiBAeHWSA U NpejoTBpalLe-
HUA yrpo3. BaxkHbIM LLIArom B 3TOM HarnpaBiAeHUU CTaHEeT pa3BUTME KBAHTOBbLIX BblYMC-
NeHNI, KOTOPble MOFYT NMOCTaBUTb MOZ Yrpo3y CyLLecTByOLMe Kpuntorpapumyeckme
METOZAbI, UTO NOTpebyeT pa3paboTky HOBbIX aArOpUTMOB WndpoBaHus. NokoneHne Z
BMANT NepCnekTnBy B kKnbepbe3onacHOCTN Kak OAHOM 13 KNKOYEBLIX OTpacaen byayuie-
ro, rae TexHnyeckme HoBLIeCTBa byayT natn pyka o6 pyky C rpaMOTHbIM YNpaBAeHNEM
AAHHBIMU Y KOHOUAEHLMANBHOCTbHO.

Cnpoc Ha y3kocneuuvainsnpoBaHHble poau B cpepe knbepbesonacHoctn byaer

TONIbKO PacTU: MHXEHEPbI N0 6€30MacHOCTY, CNeLnanmncTbl Mo 0bHapPY>KEHMIO Yrpo3
(Threat Hunters), oTBeTCTBEHHbIE 3@ UHLMAEHTbI N TECTUPOBLLMKM Ha MPOHNKHOBEHME.
BaxxHO, uTO paboTosaten LEeHAT He TONIbKO TEXHUYECKME, HO U «MSATKME» HaBbIKW.
Hanpumep, cnocobHOCTb FPaMOTHO JOHOCUTL TEXHUYECKUE AeTann A0 3auHTepeco-
BaHHbIX CTOPOH, CTPATErMYecky MbICIUTb Y MOHUMaTb BU3HEC-MPOLLECChl CTAHOBUTCS

HeOTbeMJ/IEMOM YacTbo PaboThl.

Mnarocbl 1 MUHYCbl kKMbepbesonacHoro obpasoBaHus

Marocbl: yyebHble NporpaMMbl, OXBa-
TbiBatoLMe pasHoobpasHble TEMbI - OT
CyAebHO 3KCnepTM3bl U pearvpoBaHms
Ha WHUMAEHTbI A0 3TUYHOrO B3/I0Ma,
[atoT LWIMPOKMe 3HaHMA. [pakTnyeckoe
obyueHne yepes nabopaTopHble 3aHsA-
TMA U CUMYNALMWU 3aNONHAET Npo-
6en mexay Teopuen n NpakTnKowu,
a BbICOKMI CNPOC Ha CMeLmanmcToB No
knbepbesonacHOCTM yayyLlaeT WaHChbI
Ha TPYAOYCTPOWNCTBO.

MuHyCbI: HEAOCTAaTOK €4MHbIX CTaH-
fapToB B 0bpa3oBaTe/ibHbIX Nporpam-
Max 3aTpyZAHSET BbI6Op ONTMManbHOroO
Kypca. HekoTopble nporpamMmsbl aena-
FOT aKL,EeHT Ha KOHKPETHbIX MHCTPY-
MeHTax BMECTO ryH6OKOro NoOHNMMaHms
KOHUenuun 6es3onacHOCTH, a Tak-
e HefOoCTaTOYHO Pa3BMBAOT HaBbl-
KN KOMMYHWUKaLUW 1 CTpaTermyeckoro
MbILLIEHUS.
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|/|CXO,£I,FI M3 BblllernepeyncieHHoro noasegem cneayrouine OCHOBHble TE3UCHI:

BocTtpe6oBaHHOCTb M XOpolUMe NepcrneKTUBbI J40XoAa

Monogble cneumanuctbl B chepe nHbopmaLmoHHon 6e3onac-
Hoctn (MIB) oxuaatoT, YTo pbIHOK Tpyaa byaeT o6LWMpPHBIM 1
BbICOKOOM/Ia4MBaeMbIM, YUNTbIBas BbICOKMI CNPOC Ha CrneLm-
aNnCTOB N POCT YNC/a YTPos.

LLenocTHbIV NoAXOA U NOCTOSIHHOE pa3BuTue

MNokoneHve Z BuanT knbepbesonacHOCTb Kak KOMMIEKCHbIW
npoLecc, KOTopbI TpebyeT NOCTOAHHOrO 0byyeHus, aganTa-
LN K HOBbIM YrpO3am W MPUMEHEHWs CTpaTermyecknx Mep ans
obecneyeHuns 6esonacHOCTL.

ABTOMaTVI3aU,VIﬂ n VICKyCCTBeHHbIFI UHTeNNeKT

B 6yayLiem knbepbesonacHocTb byaeTt Bce 6obLUe Nonaratb-
€A Ha aBTOMATU3MpPOBaHHble cuctembl U N ans obHapyxeHus
M NpesoTBpaLLeHus yrpo3. Pa3Butne KBaHTOBbLIX BbIYNCAEHWI
Takxxe notpebyet nepecmMoTpa KpUntorpadmuyecknx MeToA0B.

¢OKyC Ha y3KocneuvaimdnpoBsaHHbie poJin

OXwnaaetca pocT cnpoca Ha Takne No3numm, Kak MHXeHepbl Mo
6e30nacHOCTK, CNeLManncTbl NO OBHAPYXKEHMIO Yrpo3, OTBeT-
CTBEHHbIE 33 UHLMAEHTbI M TECTUPOBLUMKM Ha MPOHUKHOBEHWE.

HepocTtaTku o6pa3zoBaTtesibHbIX MPOrpaMmm

Monozpble cneumannctbl OTMEUaoT HeA0CTaTOK eAWHbl CTaH-
AAPTOB B 0OYUYEHMM U CUMTAKOT BaXKHbIM YCUAUTb NMOATOTOBKY
B 06/1aCTN peanbHbIX KENCOB, a TakXXe Pa3BMBaTb HaBbIKM KOM-
MYHMKaLMK U CTPaTErMUYecKoro MbllUIeHUS.

O>xugaHue peasibHbIX CLleHapueB

CryseHTbl xoTenn 6bl BUAeTb Honblue MpakTUYeCcKnx Kew-
COB M BO3MOXHOCTb paboTbl C MHUNAEHTaMW B peaNbHOM
XKW3HW, @ TakXKe CTaXKMPOBKM M MPAKTUKY, OPraHn30BaHHbIe
B COTPYAHMYeCTBe C BM3HECOM.

CoBpeMeHHble CTyeHTbl XOTeIn 6bl BUAETb BOJIbLLE peanbHbIX CLLeHapUEB B NpoLiecce
0byuYeHMs: KeNC-CTagmm 1 Ciydan ynpaBaeHns NHUUAEHTaMU. TakxKe BaXKHO YayULlnTb
MOArOTOBKY B 06/1aCTV MSATKUX HaBbIKOB, 06y4as CTyAEHTOB KOOPAUHALIMY, B3aMOAEN-
CTBMIO 1 COrNlAacOBaHUIO Lienen 6e3onacHoOCTM ¢ bru3Hec-3agadamu.

Taknm obpasom, knbepbesonacHOCTb ANA NMOKONAEHMA Z - 3TO He MPOCTO 3alnTa
OT BMPYCOB 1 Knbeparak, a uenas skocncremMa, TpebyroLas BCECTOPOHHEro NMOAXOAa
M MOCTOAHHOTO Pa3BUTKA.
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98 Brnok 6

KnéepyctonuymBocTb 6yayulero:

NPOaKTMBHasA 3aLmTa
N PUCKN KPUTUYUECKOWN MHOPACTPYKTYPbI

Threat Hunting 2.0: kak Mbl nepecTa- ‘ Puck-nporHos ana KBOVKW:

€M >KAaTb aTakun 1 BbIXOAMM Ha OXOTY NPUNOPUTETHbIE HaNnpaB/1€HUA 3alLNThbI




KnéepyctonumocTb 6yoyLUero: MPOAKTUBHAS 3ALLMTA U PUCKM KPUTUYECKON MHOPACTPYKTYPbI 99

Threat Hunting Threat Hunting — 3TO NpoakTMBHbLIN NpoLecc noucka
— danee TH CKPbITbIX aTak M KOMMApOMeTaLn B MHOPACTPYKType.
MoHuTopuHr SOC cTpouTtca BOKpyr aneptos, a Threat
Hunting (Oasee — TH) HaLieneH Ha MOUCK HEBUANMbIX NN
cnabo 3aMeTHbIX MPU3HAKOB aKTUBHOCTU 3/10YMbILL/IEH-
HukoB. TH B AO «[TC» 3aHMMatoTCA paboTHUKM Hanpas-
NleHVa nomucka yrpos B cocrtase LleHTpa nccnegoBaHma
BPeAOHOCHOro KoAa.

CoBpeMeHHble APT rpynnuMpoBKM, C Luenbto obxoaa
CPEeACTB 3alnTbl MHPOPMALMN HYaCTO UCMOJb3YHOT pas-
NIVYHbIE TEXHWUKW, TAEe NMPUMEHAOTCA NErNMTUMHbIE NYTK
n/vwnn posepeHHoe, Ho ysa3BuMoe MO. Taknm obpazom,
AEeTeKTMPOBaHNE «MPOABUHYTBIX» YrPO3 BO3MOXHO TOJIb-
KO ¢ nomoubto TH.

:

Y TH ecTb cBOM OCOBEHHOCTM, KOTOPbIE OMPEAENAIOT €ro LLeHHOCTb 1 3QPEKTUBHOCTD.
Ot1anume TH ot SOC-MOHUTOpPUHTa:

SOC-aHannTunk

pearvpyet Ha aneptbl (SIEM/EDR/NDR)

Threat Hunter

nccneayet nHGpacTpykTypy 6e3 npusaskm Kk cpabort-
Kam, onupascb Ha runotesbl, TTP 310yMbILLIEHHVKOB U
aHoManunn. VITor oxoTbl — HOBbIe Mpasuia Koppenauuu,
nHamkatopbl komnpomMetauum (loC) n cueHapwum, KOTo-
pble 3aTeM MOXHO aBTOMaTtn3nposaTb 1 nepeaatb B SOC
Ana Toro, utobbl B 6yaywem SOC aetekTmpoBan nosese-
HWe CI0XXHOWN Yrpo3bl CAMOCTOATENBHO




OcHoBHast ocobeHHOCTb TH — nocTaHoBKa 1 NpoBepKa rmnoTes, K NpuMepy:

«Ecnn B MHOPpacTpyKType ecTb 3/10YMbILLIEHHWK, UCMOJIb-
3ytowmin CobaltStrike, oH, BeposTHO, ByaeT NpUMeHATb
named pipe ana KOMMyHuMKauun. Nposepnm aHOMab-
Hble UMEeHOBaHHbIE KaHa/bl B CUCTEME>.

«APT-rpynnmupoBkun, paboTatolime B permoHe, MCNob-
3yHOT NErNTUMHbIE aAMUH-UHCTPYMeHThI (Living off the
Land). MpoBepum, kTo 3anyckan rundll32.exe ¢ HecTaH-
AAPTHBIMU NapameTpamm».

Parent process
wmiprvse.exe

Process
rundll32.exe C:\Programdata\malware.dl|

Puc. 1. Cxema 3anycka nodo3pumesieHO20 npoyecca

B paHHOM cnyuae (puc. 1), pogutenem nermTUMHOro
rundll32.exe asnsetca WMI Provider host (Wmiprvse.exe).

OpHako, uernoyka ABAAETCA NMOAO3PUTENbHON, TaK Kak
cTapToBble napametpbl rundll32.exe cogep>xaT OTCbIN-
Ky K MOAO3PUTENbHOWN AMHamMmuyeckon bGmbamnorteke
C:\ProgramData\malware.dll.

TaknuM 06pa3oM, MOXHO MPeAnONOXNTb, YTO 3/10yMblILL-
JIEHHWKM, BOCMOJIb30BaBLLNCh yaaneHHbIM WMI 3anycTtu-
NN BPEAOHOCHYH AMHaMUUeckyto bubamnorteky Ha pabo-
yewn CTaHLUWnW.

TH B paHHOM cnyyae, nocpeacrtesom EDR, ckavaet pgaH-
HbI Gann C KOHEYHOW TOUKN W Nepesact Ha uccneso-
BaHWe paboTHMKaM HarnpaBieHMA NCCNeA0BaHVA BPeao-
HOCHOrO Koza.
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Puc. 2. 3n108pedHasa akmusHocme, obHapyxxeHHasa Quantum EDR

Ha pwc. 2 obHapy>keHHas aKTMBHOCTb 3/10YMbILNEHHNKOB
¢ nomouwbto Quantum EDR B nHdpacTpykType oaHOro
13 rocyfapcTBeHHbIX opraHoB Pecnybankmn KasaxcraH.

Ha ckpuHLOTE BUAHO, YTO POAUTENBCKMM NMPOLLECCOM,
co3gaBlumM dann art.jse B C:\Users\public, agnserca neru-
TUMHbIN Microsoft Word (winword.exe).

Ha ckpuvHLWOTe BMAHO, YTO POAUTENBCKMM MPOLECCOM,
co3gaBlmm dann art.jse B C:\Users\public, agnserca neru-
TUMHbIA Microsoft Word (winword.exe). lJaHHasa akTuB-
HOCTb Oblsla 0OH6Hapy>KeHa Mo aHOMaJIbHOW aKTUBHOCTU
npouecca winword.exe.

Ha nepBoW cTagmmn BpeAoHOCHbIE AOKYMEHTbI COAepPXKanu
MaKpOC, BbINMONHAOLLMIACA NPY OTKPbITUM Paina. Makpoc
COXpaHAa CBOO KOMuUKo B BMAe wabaoHa .dotm B manky
aBTo3arpy3sku npunoxerua Microsoft Word (Application.
StartupPath).

LLlaBaoH nonyyan yH1KanbHoe UMs (Ha OCHOBE BPEMEHMU
1 nepemMeHHon docid) n coxpaHaacs BMECTe C MaKpOCOM,
obecneunBas CKpbITOE N aBTOMATUYECKOE BbINOAHEHNE
KoZa npwu Kaxzaom 3anycke Microsoft Word, Tak peanu-
3yeTcs MexaHW3M 3akpernsieHus (persistence) B cucteme.

To ecTb NpW OTKPbITUM 1HOHOro JOKYMEHTa MO/b30BaTe-
nem byzeT noarpy>atbCs BPeJOHOCHbIN Makpoc. [laHHas
Lernoyka He AeTeKTMPYyeTCa aHTUBMPYCHBIMW CPeACTBaMU,
Tak kak Microsoft Word B cnncke gosepeHHoro 0.




Puc. 3. Co30aHue ¢batina 3apaxeHHbIM npoyeccom vmtoolsd.exe.

DLL Side-Loading

- 3mo mMemod amaku,
npu Komopom 3/10yMbiLU-
JleHHUK nomeujaem gpe-
doHocHyto DLL e mecmo,
omkyda dosepeHHoe npu-
noxeHue Windows no
owubke 3aepyxaem eé
gMecmo Je2umumMHoU
6ubsuomexu.

Ha pwuc. 3 nocpeactBom Quantum EDR obHapy>xeHo
co3paHuve darna oewbcxz.bin nerMtMmHbIM, HO 3apa-
>XEHHbIM NpoueccoM vmtoolsd.exe OT UMeHN cncTeMbl.

TH nepBoHayanbHO 6biN CHAT AamMn NamAaTVM MpoLecca,
B CTPOKax KOTOporo 6bin obHapyxeH pag AnHammue-
CKMX 6B1banoTek, NOgMEHEHHbIX 3/10YMbILWAEHHUKAMWN 415
3aKpeneHnsa Ha 3apa>keHHOM YCTPOMNCTBE.

3/10yMbILLNEHHWKM, OCO3HaBas, YTo KOMaHAa knbepbeso-
MacHOCTM He MOXeT 3ab10KMpoBaTb PaboTy NEMMTUMHOTO
npouecca vmtoolsd.exe, ncnonszosanu DLL Side-Loading.

|6 0 0 &8 F®

Puc. 3. Co30aHue ¢hatina 3apaxkeHHbIM npoyeccoMm vmtoolsd.exe.
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Puc. 5 apxusayus ykpadeHHbIx nucem

Ha puc. 4 n 5 BugHo, Kak 310yMbIlLINEHHWKW, Ha 3apa-
XXEHHOM MOUYTOBOM cepBepe, mcnonbdys plugX
63kzop googleup.exe, tmdbglog.dll n nerntumHyro cayx-
6y akcnopta nnucem MSExchangeReplicationService - 3kc-
NOPTMPOBAAN apXMB NMUCEM .pst C pa3NnUHbIX NOYTO-
BbIX aZpecoB 3apaxeHHoro Microsoft Exchange B nanky
C:\Users\Public\Documents\*.

MNocne HenernTMMHOro 3KCnopTa NUCEM, 3/10yMbILLIEHHM-
KW, NCMOAb3ya NeruTMMHbIN rar.exe (apxvatop WinRAR
AN KOMaHAHOW CTPOKM) 3aapXMBUPOBaN YKPaZeHHbIe
JaHHble 1 BNOCNEACTBUN 3KCPUNBTPOBAIN MOCPELCTBOM
63kgopa.

BbilweykazaHHaa akTMBHOCTb 3/10yMbILLNEHHUKOB OBHapy-
XeHa paboTHMKaMK LieHTpa UCCIeL0BaHMA BPELOHOCHO-
ro Koza, AN Moncka KOTOPOUW MCMO/b30BaNNCh UHCTPY-
MeHTbl knacca EDR/XDR, SIEM, NDR, NGFW, MailGateway,
IDS/IPS cuctem.

B

OcHoBononararowmm GakTopoM ANS BblIABAEHUA aHO-
Ma/ibHOW aKTMBHOCTU ABASIETCA BbICOKAs KOMMETEHLMA
pPabOTHNKOB N COBCTBEHHbIE AETEKTMPYIOLLME NMPaBMAa,
KoTopble GOPMMPOBAINCE HA OCHOBaAHWM aKTUBHOCTEN
3/10yMbILWNEHHNKOB B Pa3NYHbIX OpraHmM3auma n rocy-
AAPCTBEHHbIX opraHax Pecnybavkn KasaxcraH.
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iy TH vacto 3aBfA3aH Ha maTpuuye MITRE ATT&CK.
'&.f Bbibupaetca texHuka (Hanpumep, T1059 — Command and
Scripting Interpreter), cTponTCa rmnoTesa, Kak 310yMblLL-
NEHHWKM MOT/IN €€ NPUMEHUTb, MPOBEePAOTCA apTedakTbl

(norn PowerShell, komaHaHbIE CTPOKW, MPOLLECCHI).

=

MITRE ATT&CK cTtaHOBUTCH HOBUTALLMOHHOM
KAapTou Ansg NnoCTpoOeHUs CUCTEMATUYECKUX
cueHapues Threat Hunting. |

d¢pPpexTnBHOCTL TH onpeaenserca kauecTBOM TesleMeTpUN.

Knrouesble nctouHnku: EDR/AV (npoueccbl, KOMaHAbl, 3arpy3ku

moaynen), windows Event Logs / Sysmon (co3aaHune cnyx6, ceTe- e
Bble coeanHeHua, mognburkauma peectpa, co3gaHme NcnoHae- g‘;
MbIX GaNIOB B HECBOMWCTBEHHbIX aAnpekTopusx), SIEM, IDS/IPS. ‘

Crout otmMeTuTb, Yto TH Nomcka MOryT ncnonbL3oBathb Ar0bbIe
AOCTYMNHbIE UCTOYHUKM B 3aBMCMMOCTU OT MHOPACTPYKTYpPbI U
BMAa aTaku (CpeAcTBa 3almTbl MHPOPMALMK, XXypHaabl peru-
ctpauymnm cobbitnm OC, MMNO, Be6 NPUAOXKEHUNA, MEXCETEBBIX
3KpaHoB U T.4.).

Pe3ynbrat pa6otbl TH:

1. ObHapy>eHVe paHee He3aMeUeHHOW aKTUBHOCTW.

2. Co3gaHve HoBbIx Npasua 1 naenbdykos ana SOC.

3. OboraweHune Threat Intelligence (cob6ctBeHHbIe 10C, TTP).
4. NoBbiWweHMe ypoBHA roTOBHOCTM K APT.



&} TH nyuwe Bcero ocywecteaatb ¢ TTP 310yMbILLNIEHHWKOB, @ He
- ¢ I0C, ncnonb3osatb 6a30Bble IMHNUN HOPMaIbHOTO NMOBeAEHWS
ANA BbIABAEHMA aHOMaNnK, AenaTb PeTpOCnekTUBHBIA aHann3
NOroB, MHTerpupoBaTtb oxoTy ¢ Threat Intelligence (APT-rpynnbl

pernoHa, HoBble NHCTPYMEHTBI, zero-day).

-

IOna cneumnanucta no Threat Hunting KkpuTUyeckn BaxHo
HenpepbIBHO OTCNEXMUBATb AKTYASNbHbIA NAHALWAPT Yyrpos

I

@ N3yuaTb OTUETHI BeAyLLMX MUPOBbIX 1abopaTopuii, COBEPLLIEH-

CTBOBAaTb 3HAHWA NOCPEACTBOM NMOCTOAHHOrO 0byyeHmsa 1 obme-
Ha OMbITOM C NPOPUALHBIMM CrieLanncTamn. JokyMeHTMpoBaThb
npouecc B Hunting Journal n/vau IRP (4to nckanum, 4to Hawaw,
Kakue npasuna gobasuan).

NMpoakTuBHbIN NOUCK Yyrpos3

— 370 paboTa Ha onepexeHune: MeToAmMKa npejnonaraert Lese-
HanpaBJ/IeHHbIA MOWCK CKPbITOW BPEAOHOCHOW aKTUBHOCTU
B MHPPACTPYKType, He AOXMNAAACh ABHbIX CUTHAIOB O BTOPXKEHWUN. @

BmecTo TOro, utobbl xzAaTb cpabaTbiBaHUS aBTOMATUUYECKUX
CPEACTB 3aLLM1Tbl, CNELNannCTbl BbIABUTAOT N MPOBEPSAHOT MMMO-
Te3bl O BO3MOXHbIX Yrpo3ax, YTobbl OBHAPYXXMUTb CIOXKHbIE aTa-
KM M KOMMAPOMETaLUKN, KOTOpPble MOTIN YCKOJb3HYTb OT CTaH-
JAPTHbIX peLleHnii 6e3onacHoOCTW.




KnéepycTonumBocTs 6yayLIEro: MPOAKTUBHAS 3ALLMUTA U PUCKM KPUTUYECKON MHOPACTPYKTYPHI 106

Puck-nporHo3 pna KBOUKMU:

MPNOPUTETHDBIE HATNMpPABIIEeHNAd 3ALWNTbI

B ycnoBusix pocta LmdpoBoOr 3aBUCMMOCTA U NMOBbILLIEHNA
TpeboBaHUN K obecneyeHNto TEXHONOrMYECKON YCTONYMBO-
CcTn ocoboe 3HauveHne NpuobpeTaeT HaAZEXHOCTb KpUTMYe-
CKM BaXXHbIX 06beKTOB MHGOPMALIMOHHO-KOMMYHMKALMOH-
HOW MHPPaCTPYKTYpPbI.

Ha 3Tux naowagkax cxoauTcs OTBETCTBEHHOCTb 3a bec-
nepeboMHOCTb NMpoLeccoB, obuecTBeHHYO 6e3onac-
HOCTb W CTabUABbHOCTb KJHOUEBBIX OTPacael SIKOHOMUKMW.
COOTBETCTBEHHO, YPOBEHb TPEBOXHOCTU B OTHOLUEHUMN WX
3aLMLLEHHOCTM 3aKOHOMEPHO COXPaHAETCSA MOBbILEHHbIM.

KBOUKU

Kpumu4ecku 8axXHeble
06bekmel UHEHOPMAayUOH-
HO-KOMMYHUKAQUUOHHOU

UHgpacmpykmypel




Tekyuwiasa KapTUHa pNCKOB

MpoBeaéHHble NMPOdUAbHbIE YUYEHUA U aHaAUTUKA OTPaCAn AEeMOHCTPUpPY-
FOT HEOAHOPOAHOCTb 3PeNOCTU cUcTeM MHPOPMaLMOHHON He3onacHOCTK cpe-
an onepatopoB KBOWKW. HabnropatoTca 3HaumMble pasinyma B FOTOBHO-
CTV KOMaHJ K BbIABNEHUIO U CAEP>XMNBAHUIO COBPEMEHHbIX Knbepyrpos.

3mo gpopmupyem cepuro ysazeumocmeli:

« Pa3nnuHbIV ypoBeHb komneTeHUuuin OLUUB, uto HanpaMyro BANAET Ha CKOPOCTb
N KayecTBO pearnpoBaHus;

+  WHdpacTpyKTypHbIE U KOHPUrypaLMOHHbIE YA3BUMOCTH, COXPaHsOLLMECs 13-3a
HeperyaspHOro nan GpopmanbHOro TECTUPOBaHMUS;

. onepaLl,VIOHHble pPa3pbiBbl B OTBETCTBEHHOCTWU, KOrga Mepbl b pacnpegeneHobl
MeXay BHYTPEHHMMU KOMaH4aMW N NOAPAAHBIMU OpraHM3aunamMmm;

* YcuneHue perynatopHoOro gaBsieHuA, cosgaroulee 40NONHUTENbHbIE Tpe6OBaHI/IFI
K ayanTtam, MOHUTOPUHTY U OTUYETHOCTMW.

B coBOKYMHOCTN 3TN dakTopbl GOPMUPYHOT 30HY MOBbLILLEHHONW TPEBOXHOCTY, TPeby-
FOLLLYHO CUCTEMHOTO MOAX0Aa.
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F'ae Tpebyerca ycuneHmne noarotoBKu

AHanv3 TeHAEeHUMIN YKa3biBaeT Ha HECKOJ/IbKO HanpaB/eHWH, FAe NOBbILLIEeHHAs KOHLIEH-
Tpauma ycuami asasetcs Hanbonee akTyasbHOM:

1. Ykpennenue OLLNB

KntoueBon 3asauen CTaHOBUTCA MOBbILLIEHWE 3PeNOCTM NpoLiec-
coB, perynspHocTb Red/Blue-yueHnii u dopmmpoBaHme egmHoro
KOPMOpaTMBHOIO NOAXOAa K pearnpoBaHuIo.

2. HenpepbIBHbIW ayauT yA3BUMOCTEN

Oxxmpaetca pocT TpeboBaHN K rybunHe 1 NepnoanYHOCTM KOH-
TPOAA: OT perynapHbIX MEHTECTOB 4O aBTOMAaTM3MPOBAHHOIO
MOHWUTOPVHIa KOHOUIypaumm n MCXOAHOTO KOAA.

3. Pa3BuTue KaapoOBbIX KOMMNETEeHUUI

HOAFOTOBKa cneuwmanncTtoB, ycuneHmne aHaantnyeckmnx (I)yHKLI,I/II\/'I
W 3aKperieHrne OTBETCTBEHHbIX 3a yCTOIZHMBOCTb b BHYTPW Ka>X-
Aoro obbekTa CTaHOBATCS KPUTNYECKN Ba>KHbIMU 3J1IEMEHTaMN.

4. MoBbiWeHWe ynpaB/ieHYeCKOW OTBETCTBEHHOCTU

Ha nepBbli nnaH BbIXOAAT MeXaHU3Mbl OTYETHOCTW, KOH-
TPOJ/ib BbINMOJHEHNS MEPOMNPUATUIA MO YCTPAHEHWUIO HapPYLLUEHWUN
1 cobatofeHne perynsTopHbIX TPeO6OBaHWI B yCTaHOBIEHHbIE CPOKM.

5. ToTOBHOCTb K KPM3UCHBIM CL,eHapUAM

Ocoboe BHMMaHVe AOMKHO yAenATbca oTpaboTke cueHapues
MacCLUTabHbIX MHLMAEHTOB, MpoLeccam 3ckasaunm n B3auMoaen-
CTBUIO C FOCYAapPCTBEHHbIMU LLeHTpamMun pearnpoBaHus.
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BbiBOA

Cektop KBOUKW ocTaétcs B 30He 0cO60Oro BHUMaHMA Kak peryaatopos, Tak U cCaMux
onepaTopoB MHGpPacTPyKTypbl. [pn 3TOM ypOBEHb PUCKOB HE YMEHbLUAeTCa, a CMe-
aeTca B CTOPOHY Honee CNOXHbIX U CUCTEMHBIX Yrpo3. YCuaeHne rotToBHOCTU
— OT TeCTUPOBaHUA M aHaIUTUKM A0 KagpOBOW YCTOMUYMBOCTM U YNpPaBAeHYECKOro
KOHTPO/IA — CTAHOBWUTCA KJIKOYEBbIM YCI0BMEM MOAAEPXKAHNA HaLMOHaAbHOWN Lindpo-
BOWN cTabuabHOCTW.

KomnnekcHas pa60Ta B 0O03HAYEHHbIX HanpaBJeHNAX NMO3BONNT CHU3NTb Heonpeae-
JNIEHHOCTb, YKPENUTb TEXHONOTNYECKYHO Haﬂ,é)KHOCTb n obecneumnTb yCTOIZHMBOCTb Kpwn-
TUYECKM BaXKHbIX OObEKTOB B AonrocpquoF/ﬁ nepcnekTnee.



KnéepyctonumocTs 6yayLLero: NPOAKTUBHAS 3ALLMTA U PUCKM KPUTUYECKON MHOPACTPYKTYPbI

1. JlornpoBaHue u ayaut

« Onpeaenntb NepeyeHb CUCTEM M MPUIOXKEHWNI, C KOTOPbIX AOIKHbI COBMpaTbCA
norun 6e3onacHoOCTL
Bkitountb paclumpeHHoe NorMpoBaHue KatoueBblx COObITUIN (ayTeHTUdMKaL S,
N3MEHEHWSA NMpaB, CUCTEMHbIE OLLIVOKN, AeNCTBUSA alMUHNCTPATOPOB)
HacTpouTtb LieHTpann3oBaHHbIM cOop noro. (syslog, areHTsl, wuHa noros, SIEM)

* YcraHoBUTb pernaMmeHTbl poTaLmn 1 6e3onacHoro XpaHeHunA J1oroe

MpoBOANTL perynsapHyro NPoBepKY MOJHOTLI U LLeNOCTHOCTU IOrOB
BbINONHATL peryasapHbI aHaAn3 N0roB (exxeHeaenbHO/eXeMeCsaYHO)

2. SIEM / SOC-rotoBHOCTb
«  Onpegenntb NPUOPUTETHbIE NCTOUHUKM Ana nHTerpaunm ¢ SIEM (AD, cepsepsl,

FW, DLP, EDR, 6a3bl AaHHbIX)

Hactpoutb onoselleHna No KpUTUYeCkM cobbiTnam (moabop napons, nameHe-
HuA B AD, oTK/IrOUeHMe 3aWmThbl, CETEBbIE aHOMAJINN)

PaspabotaTb 6a30BbI HABOP KOPPENALNOHHBIX MPaBW

«  Onpegenntb NOPAAOK 3CKaNaALUN MHLMAEHTOB W KaHa/bl pearmpoBaHma (MouTa,

MeCCeH/Kepbl, TUKET-CUCTEMA)

+ ObecneyunTb KPYrI0CYTOUHbIA MOHUTOPWHT (BHYTPeHHMI SOC nam ayTCOPCUHT)

MoarotosuTb playbook’'v pearmpoBaHuna Ha TMNOBbIE MHLMAEHTBI
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IAM — ynpaBneHune y4yeTHbIMM 3aNMCAMU N NpaBamMmu

ObecneunTb LEHTpPaAnN30BaHHOE yrnpaBieHne yuyeTHbiMu 3anmucamm (AD/LDAP).
MpUMeHATb NPUHLUN MUHMMaNbHO HEOHBXOANMBIX MPUBUAETUNA.

HactponTb MHOropakTopHYyo ayTeHTUOUKALMIO A8 KPUTUYECKM BaXKHbIX CUCTEM.
[poBOANTL perynspHbIn NeEPecMOTp NpaB COTPYAHMKOB U aiMUHNCTPATOPOB.
ABTOMAaTM3MpPOBaTb OTK/HOUYEHWE AOCTyrNa NPU YBOJIbHEHUN COTPYAHUKOB.
Mcnonb3oBaTb ponesyro mogens goctyna (RBAC).

Bectn >XXypHannpoBaHue AerCTBNIN NPUBUAETMPOBaHHbIX MOJb30BaTENEN.

MNuBeHTapusauna UT-aktusos

Co3paaTb 1 NoAAepPXMNBATb akTya/bHbI peecTp cepBepoB, paboumx CTaHUMK,
ceTeBbIX YCTPOWCTB, BUPTyanbHbIX MawwH, MO v cepBrcos

Ha3HauuTb BRagenbLeB KaXaoro aktmea

Onpegenntb KPUTUYHOCTb aKTMBOB AN B13Heca

BHeApnTb aBTOMaTM3NpPOBaHHbIE CPeACTBA NHBEHTapU3aLmm

O6HOBNATL AaHHbIe MHBEHTapM3aL MM He pexke OAHOro pasa B MecsL,
YunTbiBaTb aKTUBbI MPU OLLEHKE PUCKOB N popMurpoBaHmm TpebosaHm b

AHTUDPOA-KOHTPOIb

HacTponTb MOHUTOPWHI aHOMaIbHOW aKTUBHOCTM MOb30BaTeNeN Uan KANEHTOB.
Pa3paboTaTb npaBuia BbIABAEHUA NOAO3PUTE/NbHBIX ONepaLmii

NHTerpnposaTb aHTUdpos-cuctemy ¢ SIEM, nornposaHmem u IAM

Onpegenntb NpoLiecc paccnefoBaHA NOAO3PUTENbHBIX OnepaL i

HactpouTb 3awuty oT aBTOMatn3npoBaHHbIX atak (6oTsl, 6pyTdopc)

[MpoBOANTL MEPUOANYECKYIO OLIEHKY KayecTBa aHTUPPOA-NpaBuJ U YPOBHA
NOXHbIX cpabaTbiBaHWM

Kananbi pearnpoBaHna Ha MHUNAEHTbI

Onpegenntb OTBETCTBEHHbIX 3a pearnpoBanHne Ha VIb-nHunaeHTsb!

Co3patb BblAeNEHHbIN KaHan Ans 3KCTPeHHbIX Nb-coobuieHnn (moyta, yar,
hotline)

YcranoButb SLA Ha 06paboTky, knaccndukaumio n ycTpaHeHe NHLNAEHTOB
ObecneunTb JOKYMEHTMPOBaHWE BCEX NHLUWNAEHTOB U BeAeHVe NCTOpUmn
MpoBOAVTL perynsapHble TPEHNPOBKM MO pearpoBaHunio

OpraHun3oBatb B3auMogencTame ¢ rocygapcreeHHbiMu CERT/CSIRT

npv HeobxoANMOCTH
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2 brnok 7

ACY T u kpntnyeckasn
MHPPACTPYKTYPA:

3AWLNTA, KOTOPAA HE MOXET YIACTb

» ACY T n kpuTnueckasa nHpacTpyKTypa: 3almra, KoTopasa He MOXET ynacTb

* YA3BMMOCTM TMraHTOB: ABOMHOW yaap no 6esonacHoctn ACY TI

* ATaku, KOTOpble WAYT B FyO6UHY




=

ACY Tl n KpnTnyeckas MHPPACTPYKTYPA: 3ALLUNTA, KOTOPAS HE MOXET YNACTb

ACY TN v kputnueckad
MHPPACTPYKTYpPA:

3ALWMTA, KOTOPASA HE MOXET YyNACTb

ACY TIM wurpatoT kntoueByro posib B becnepebonHoln pabo-
Te 06BEKTOB KpUTMUeckon nHdpacTpykTypbl KasaxcrtaHa
— OT 3HepreTMkn m HedTerasa po TpaHcnopTta, XKKX
n MeanunHbIL. [1pr 3TOM 1X CI0XKHOCTb Y B3aUMOCBA3aHHOCTb
AenaroT Takme CUCTeMbl NMPUBAEKATENBHOW MULLEHbIO ANA
KnbepnpecTynHWUKOB: MpW poCTe 3aBUCMMOCTN OT aBTOMaTH-
3aLMM YBENNUYMBAETCA M PUCK SKCMayaTaumMn ya3BMMOCTEN.

Mo oueHkam 3KCNepToB, B 060pyA0BaHNM BEAYLUNX MUPO-
BbIX NpounssogmnTenen (Siemens, Schneider Electric, Rockwell,
ABB u ap.) 3a nocnegHue mecsaubl Obliv 0OHapyXXeHbl AecaT-
KM HOBbIX KPUTUYECKNX YA3BUMOCTEN. 3/10YMbILLNEHHUKM,
NOAyYMB JOCTYN Yepes3 3TW AblPbl, MOTYT OCTaHOBUTbL MpPO-
MbILUEHHbIE MPOLLECCHI, Bbi3BaTb COOM B 3HEProcHab-
XEHUN N HapywuTb paboTy ropoackmux MHPpPaCTpyKTyp.

ACY TN

aemomMamu3suposaHHsle
cucmemsl ynpasseHus
mexHo/102u4eckUMU npo-
yeccamu

[T Iy
—
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OCHOBHbI€ BbIIBJIEHHbIE y4a43BUMOCTHU

B uncne Hanéonee cepb&3HbIX YA3BUMOCTEN — KAK
YA3BUMOCTHU yaanéHHoro ncnonHenus kopa (RCE),
TOK M 06Xx000 AYTEHTUOUKALUNU U CIUSHUS MPAB.

Tak, Siemens 3adukcmpoBan kpuTnyeckyro yassmmoctb CVE-
2025-40804 (CVSS 9.3) B cucteme SIMATIC Virtualization
as a Service: 3/J0yMbILWAEHHMK MOXET NOAYUYNTb UAU U3Me-
HUTb KOHUAEHUManbHble AaHHble 6e3 aBTOpU3ayuUu.
PaHee B nepBom kBapTasne 2025 rosa 6bina BbifiBNeHa yA3-
BuMocTb CVE-2024-56336 (CVSS 9.5) B cepBo-npuBogax
Sinamics S200, no3BoAstoLLas BHeAPATb BPeAOHOCHYHO Npo-
WMBKY W MOJIHOCTbIO KOMMpPOMeTnpoBaTb 0b6opysoBaHume.

Schneider Electric ycTpaHuna HeCcKoNbKO yS3BUMOCTEN B
cuctemax EcoStruxure Power Monitoring n KOHTpoanepax
Modicon (Moaynn M340 n BMENOR2200H), koTopble MOr-
N NPUBECTU K yTeuke AaHHbIX UK oTkasy obopysoBaHUS.

Rockwell Automation ncnpasuna kputnyeckme ysa3BumMocCTm
B cBomx nuatpopmax ControlLogix Ethernet v FactoryTalk:
Hanpumep, CVE-2025-9161 B FactoryTalk Optix no3so-
nAana 3arpyxaTb BpefoHOCHble naarnHbl yepe3 MQTT.

B npopgyktax ABB (ASPECT, Nexus, Matrix) 6bian HangeHbl
ya3BMMOCTN obxosa ayTeHTUdunkaumm n RCE ¢ oueHkamu
CVSS po 9.8.

MHOrne M3 aTux nNpoénem yxe MNOKPbIBAKTCH
NATYOMU — OOQHAKO COBOKYMHOCTb YSI3BUMOCTEN
OCTOETCHA CEepbE3HOMU YrpoO3om.




PekoMeHpauMKU No 3awmuTe U o6ecnevyeHnto oTKa3oyCTOMYNBOCTH

PeakTVBHbIA MOAXOA, OCHOBAHHbIM Ha yCTaHOBKE MaT4yel TONbKO MOCAEe BbIsB-
NeHHOTro WHUMAEeHTa, yXe He obecneumBaeT JOCTAaTOYHOrO ypoBHA 6e3o-
nacHOCTN Anf O06BEKTOB KPUTUUYECKOW MHPpacTpykTypbl. Ans npepoTBpa-
weHna cboeB M MUHUMMU3ALMKU PUCKOB HeobxoauMma yctonumsas, «resilient»
apxuTekTypa, npeanonaratowas 3abnaroBpemMeHHoe BbiABJEHNE YA3BUMOCTEN,
NX NPUOPUTETHOE YCTPaHEHWE U MPUMEHEHNE KOMMEHCUPYHOLLIMX Mep B Cyyasx, Kor-
Aa OOHOBNEHMA HEAOCTYMHbI.

Tako/ noaxod MNO3BOAAET MNOAAEPXMBATb HEMPEPbIBHOCTb TeXHO/NOrnye-
CKWUX MPOLECCOB M CHUXaTb BEPOATHOCTb YCMELWHON 3KCnayaTtauum ys3BUMO-
ctei. OpraHnsaunmn AONXKHbI MPUOPUTETHO YCTPaHATb OOHapPYXKEHHbIE YS3BMMOCTU
W, rae ObHOBNEHME HEBO3MOXHO, NMPUMEHATb KOMMEeHCMpyoLine Mepbl. beictpoe
NPVYMeHeHNe NCMPaBAEHUI N NPOAKTUBHBIA MOHUTOPUHT BaXXHbl ANS MUHUMMU3ALLMM
PWCKOB.

. anaBneHMe 06HOBNIEHNAMM:

Bectun peectp yctporicts u MO, dukcmpys Bepcum 1 n3BecTHbIe
npob6nemsl. [epes ycTaHOBKOMW NaT4a NPOBOAUTL TECTbI B U30-
NMPOBAHHOM Cpese, OLLeHNBATb BANSHNE Ha TEXHONOTNUECKNIA
npouecc. Eciv obHoBAEHWE HefOCTYNHO — CMOAb30BaTb BUP-
Tya/bHbIN MAaTUNHT AN OTKAKOYATb HEUCMONb3yeMble CEPBU-
cbl (FTP, Redis, web-debug v ap.) BnaoTb 40 nosHOro obHoB-
neHuvs. PerynsipHo npoBepsTb OroNNeTEHN NPOU3BOAUTENEN
(Siemens, Schneider, ABB, Rockwell n ap.) n CISA/ICS-CERT.

o CermeHTauua ceTu:

Pasgenatb cetb no ypoBHAM (odpucHaa cetb, DMZ, SCADA/
SCADA-cepBepbl, KOHTPOAAEPbl, NONEBON YPOBEHbD)
no mogenn Purdue. VickntounTe NpAMON AOCTYN KOH-
TpONNepoB K MHTepHeTy. [lna obmeHa MeXay cermMeHTa-
MU MCNOAb30BaTb jump-cepBepbl 1 data diode. BHegpaTb
APUHLWMABI «MWUHWUMaAbHbIX NpaB» M MHorodakTop-
HylO ayTeHTUdMKauno Ha Bce gocTynbl. OrpaHnuymsath
No crnmckam Hy>Hble npotokoabl 1 noptel (CIP, Modbus/
TCP, Profinet, OPC UA un ap.), 3aKkpbiBas BCE NuLUHee.
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« MoHuTOopUHr u obHapyXxeHne aHOMaNN:

PazBopauuBaTb cneunmanmampoBaHHble CUCTEMBbI
OT-moHuTopuHra (OT — Operational Technology) n nHTe-
rpupoBaTb mx ¢ obwmm SOC/SIEM. KoHTponmpoBsaTb
LenocTHocTb KoHpurypaumnm PLC (Programmable Logic
Controller) n SCADA, 3anucbiBaTb KOHTPOJIbHblE CyM-
Mbl. icnonb3oBatb Threat Intelligence ans ceoespe-
MEHHOro BbiABAeHUA HOBbIXx atak no CVE mn curHarty-
paM. HacTpouTb peTeKkTMpoBaHue MOAO3PUTENbHOTO
noBezeHus (HeTunuyHble FTP-KoMaHZbl, HEOXMAAHHBIA AOCTYN
K Redis, MHOXeCTBEHHbIE HEYauHble aBTOPU3aLLUN 1 Np.).

« PearnpoBaHue n obyueHue:

O6HOBWTbH MJaHbl pearMpoBaHUA Ha CLeHapun aTta-
ku (DDoS, komnpomeTtauma PLC, oTkntoueHve AaTumMkoB
M T.Nn.) € y4yétom cneuymndunkn nponssoacTea. PerynapHo
NPOBOAUTb YYEHUA MO peasnbHbiM CLeHapuaM aTak, oTTa-
ymBaa B3aummogencteme IT- n OT-nepcoHana. Obyuatb
MHXEeHepoB M ONepaTtopoB pacrno3HaBaTb PULIMHIO-
Bble NMNCbMa, COLMANbHYIO WHXEHEPUIO W MPU3HaKM B310-
Ma. [locne Kaxaoro MHUMAeHTa NPOBOAUTbL MocTdak-
TyM-pa3bop 1 BHOCKTb MpPaBKU B MOAUTUKY Be30macHOCTU.

« 3awuTa ycTapeBLIMX CUCTEM:

BHeapaTe 6enbie cnuckm npunoxeHunin (Application
Whitelisting) Ha KOHTposnsiepax n npombiwaeHHbix K.
CTporo KOHTpPO/IMpPOBaTb M NOTMPOBATb MCMOAb30OBaHNE
USB-Hakonutenen n Apyrnx BHELHUX HOCUTENEN — Nepes
MCNOAb30BaHNEM NPOBEPATb UX aHTUBMPYCOM. )KECTKO orpa-
HW4YMBaTb U MOHUTOPWUTL yaanéHHbln goctyn (VPN/TACACS +
¢ MFA). Ecan yctapeBLuee obopysoBaHMe He NoAAepP>KMBaAET
06HOBNEHMA, peKOMEHAYeTCA NOJHOCTbHO N30AMPOBaTh ero
OT CeTU NpeAnpuATUA (HanprMep, MOMeCTUTb B AeMUINTaPV-
30BaHHYHO 30HY) MO0 3aMeHUTb Ha COBPEMEHHbIE aHaor .

MprYMeHeHe nepeuncaeHHbIX Mep C ONMOPON Ha NpuHUMNLI «Zero Trust» 1 nocrto-
AHHbIA MOHUTOPWUHT CO343ET MHOTOC/JIONHYHO 3aLUUTY M MOBbIWAET OTKa30yCTONUM-
BOoCTb ACY TI1. TONbKO TakOW KOMMAEKCHbIA MOAXOA MO3BOANT MUHUMU3MPOBATL  — :
BEPOATHOCTb 3KCMJyaTauum ya3BUMOCTEN U COXPaHWUTb HEMpPepbIBHOCTb pabo-
Tbl KpUTMUECKNX cucteM KaszaxcTaHa gaxke npu NOABAEHUM HOBbIX KMbepyrpos.



Ya3BUMOCTU FTMraHTOB:
OBonHoM yoap no éeszonacHocTtn ACY TT1

B coBpeMeHHOM Mupe YyCTOMUMBOCTb KPUTUYECKOW MHOPACTPYKTypbl Hanps-
MYI 3aBUCUT OT HaAAEXHOCTM aBTOMATU3MPOBAHHbLIX CUCTEM YyrnpasJe-
HWA TexHonornyeckumum npoueccamu (ACY TI1). DHepreTuka, HedTera-
30Bafa OTpacib, TPAHCMOPT W MPOMbIWAEHHOE MPOU3BOACTBO — BCE 3TU
chepbl onupatotca Ha pewwenua Siemens, Schneider Electric, Rockwell Automation,
ABB n apyrux npowussoauteneir. x cnctembl obecneumBatoT becnepeboiiHyto
paboTy 06BbEeKTOB, OAHAKO MMEHHO CJIOXHOCTb M B3aMMOCBA3aHHOCTb AenaroT
NX yA3BMMbIMU K KnbepaTakam. B Tekyluem rogy BegyLime MmpoBbie KOMMNaHuM coob-
WMAN O MHOTOUNCIEHHbIX KPUTUUYECKUX YA3BMMOCTAX B CBOMX NMPOAYKTaX.

Cpedu Hux: « Siemens:

bonee 30 obHOBNeHUN 6e3onacHocTK, Bkatouas CVE-2025-
40804 (CVSS 9.3) ana SIMATIC Virtualization as a Service n ya3-
BuMocTuM B RTLS Locating Manager, Simotion v Industrial Edge.

. Pyucku: yaanéHHbIN AOCTYN K WHXEHEPHbIM CTaHUMAM, coou
PCS7 n WinCC, nogMeHa KOHGUrypawmii KOHTPOAIEPOB.

« Siemens Sinamics S200

CcepBO-NpUBOAbI
CVE-2024-56336, kputnyeckasa ysa3BMMOCTb 3arpy3uymka npo-
wwekm (CVSS 9.5).
PexkomeHpaumm: HacTporKa 3alLMLLEHHON cpeabl 1 cobtose-
HWe PyKOBOZACTB MO MPOMbILLNEHHOW 6e30MacHOCTW.
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» Schneider Electric:
Kputnueckmne yazsmmocTtn B EcoStruxure Power Monitoring,
Modicon M340 1 nHctpymeHTax Software Update.

Puckun: nckaxkeHve gaHHbIX MOHUTOPWHrA, MOArOTOBKA aTak
Ha KPUTUYECKY0 NHPPaCTPYKTYpY.

» Schneider Electric System Monitor
npowmbiwneHHble MK

PackpbiTne yyeTHbix gaHHbIx (CVSS 9.8).
PexkomeHpaumm: OTK/IHOUEHME HENCMOb3YEeMbIX CEPBUCOB,
cermMeHTauma cety, 61OKMPOBKA HEABTOPM3OBAHHOIO AOCTYyNa.

e Schneider Electric PLC Modicon M580

CVE-2024-11425, DoS uepe3 HekoppekTHbIn bydep (CVSS 8.7).
PekomeHaaLmun: 06HOBNEHME NMPOLUMBKA U OfPaHNUYEeHNe ceTe-
BOroO AOCTyna.

« Rockwell Automation:

CVE-2025-7353 (CVSS 9.3) B ControlLogix Ethernet,
CVE-2025-9364 B FactoryTalk Analytics LogixAl, CVE-2025-9161
B FactoryTalk Optix.

Puckmn: nonHbIV 3aXBaT KOHTPOIEPOB, KOMMNPOMETaLMA aHau-
TUYeCKnx Naathopm.

« Rockwell Automation FactoryTalk AssetCentre
CVE-2025-0477, HepocTaTouHaa Kpuntorpadpumyeckas 3awmra
(CVSS 9.3).

PexkomeHpaumu: obHoBneHuve po Bepcun 15.00.01, orpaHmue-
HWe focTyna K H6a3e JaHHbIX.

- ABB:
Kputnueckwme yassmmoctn B ASPECT, Nexus n Matrix ¢ CVSS go 9.8.

Pucku: ypanéHHbIn 3axBaT ynpas/ieHns N KOMMpOMeTaLuma nNpo-
MbILUNEHHBIX CUCTEM.

AHanu3 BbIABAAET POCT KOMIJIEKCHBIX aTak, Koraa 3/10y-
MbILL/IEHHUKU UCTMOJIb3YIOT CPpa3y HECKOJ/IbKO YA3BUMOCTEN.

«PeakTBHas» ycTaHOBKa naTtuey nocsie MHUUAEHTa y)Ke
HedpPeKTUBHA — Heob6xoaAMMO CTPOUTb YCTOMUUBYIO
apXUTEKTYpY.
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Oco6eHHOCTH Ka3aXCTaHCKOro cerMeHTa

MOHUTOPUHI Noka3an oTkpbiTble IP-agpeca ¢ goctynom no npotokonam Modbus
(nopt 502) n IEC 60870-5-104 (nopt 2404). 5T NPOTOKObI LUIMPOKO NCMONL3YHOTCA
B ACY Tl 1 kpuTnyeckon nHpacTpykType, HO NNLLEHbI BCTPOEHHbIX MexaHM3MOoB 6e3-
OMaCHOCTW, UTO AeNaeT UX MULeHbo Ana atak MITM, nogmeHbl coobueHnii n DDoS.
OTKpbITble MOPTbI MO3BOAAOT 3/10yMbILLIEHHWKAM BMELLNBATLCA B yrpaBaeHne o6b-
€KTaMW, UTO MOXKET NPUBECTM K OTK/IFOUEHUIO SHEProceTen Uan OCTaHOBKE MPON3BOA-
CTBEHHbIX MPOLIECCOB.

MpuHUMNDbI 3aWUTDI
Ycronumsoctb ACY Tl obecneumBaeTcsi COYeTaHMEM OpraHM3aLMOHHBIX U TEXHUUECKUX MEp:

1. YnpaBneHue o6HOBAEHMAMMU:

BECTN peecTp yCTPOMWCTB, TeCTMPOBaTb NaTuM B M30AMPOBAHHOM
cpese, NPYMEHATb BUPTYasbHbIA MaTUMNHT.

2. CermeHTauusa cetm:

AeneHne Ha oducHyro vactb, DMZ, SCADA, KOHTpoOAnepsbl v
noJie; NCKJtOYEeHNe NMPAMOro UHTePHeT-A0CTyna; NCNoJb30Ba-
Hue jump-cepBepoB 1 data diode.

3. MOHUTOPUHTr U 06Hapy>KeHue yrpos:

cneymannsmpoBaHHbii OT-MoHUTOPUHT, nHTerpauma ¢ SOC/
SIEM, koHTpoAb uenoctHocTn koHburypauwmi, Threat Intelligence
N LeTeKTMPOBaHME aHOMaNNN.

4. PearnpoBaHue u obyueHue:

aKTyanv3aumsa niaHoB pearnpoBaHus, TPEHUPOBKM MO CLeHapu-
aMm DoS n komnpometauun PLC, obyueHne nepcoHana.

5. Pabora co ctapbiMu cuctemamum:

6esble CMCKN NPUNOXKEHUI, KOHTPOAb USB-ycTponcTB, nsona- P
LnA yCTapeBLUMX CUCTEM.

3aknroueHuve

KnbepbesonacHoctb ACY Tl — 3T0 He «nyHKT 0 6e30nacHOCTN», a CTpaTernvyeckunia
baKTOp YCTONUMBOCTU KPUTUYECKOW MHDPACTPYKTYpbl. CobatogeHne pekoMeH0BaH-
HbIX Mep CHUXaeT PUCK 3KCMayaTaLum ya3BMMOCTeN 1 obecneynBaeTt CTabunbHOCTb TeX-
HONIOTMYECKMX NPOLLECCOB, AaXke B YCIOBUAX COBPEMEHHbIX KOMMIEKCHbIX KnbepaTak.
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UBYT B rny6uny.

O630p TPEeHZ0B NPOMBbILLIEHHbIX YTPO3, KOMIPOMETa-
LW NeprMeTpa N CKPbITbIX BMeLaTenbcTs B OT-ceTw.

Mo aaHHbIM Dragos (OT/ICS Report 2025), uncno rpynn,

TOMN-5 HaueneHHbix Ha OT, Beipocno go ~80 — 310 Ha 60 %
TPEeHROB 6onbLue, yem 66110 B 2023 roay.

Kpome knaccmyeckoro wudpoBaHma, NOABAAIOTCA Bpe-

Knéepyrpos AOHOChI cneumansHo ana OT (Hanpumep, FrostyGoop),

B NPOMbILUTEHHbIX

MaHunyavpyrowmne Modbus TCP.
YpapHoe Bo3fencTBUE:

cucrtemax B ~25 % cnyvaeB — nonHasa octaHoBka OT-canTa;

KomnpomeTtauusa VPN / RDP

MHorune WHUNAEHTbI HAYMHAKOTCA C YA3-
BMbIX LUNHO30B.

» Dragos Bbisua RCE-akcnayataymio
yazsumocTen FortiGate (CVE-2024-
55591, CVE-2024-21762).

» [lpu cTporou cermeHTaumm IT « OT
BpeMs BOCCTAHOB/IEHNA 3HaUUTEb-
HO HUXe.

HoBble aKTOpPbl U UHCTPYMEHTbI
* Hosble yrpo3bl: GRAPHITE n BAUXITE.

» ArpeccuBHblie xakTuBucTbl (BlackJack/
Fuxnet) HaueneHbl Ha ceHcopbl.

« Wiper-nosegeHue: koMbrHauma wnd-
POBaHUA N YHUUTOXEHMSA AAHHBIX.

B OCTa/IbHbIX — YaCTUUYHble cOou.

my6okue yassmumoctu B OT

«70% advisories KacatoTc KOMMNOHEHTOB
BHYTpu OT-ypOBHEN.»

 Puck notepu koHTpons (loss of
control) nan Bmsyanmzauum (loss of
view).

* 3Hauummbln NpoueHT «network-
exploitable» yassumocren.

Supply-chain ataku

« Wcnonb3oBaHWe NOAPSAAUYMKOB
W MHTErPaToOPOB A1 MPOHUKHOBEHMS.

« O6xop H6bapbepoB yepes «40BepPU-
Te/IbHble KaHabl».
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3N10yMBILLIEHHUKN NCMONB3YHOT cnabble MecTa Ha CTbIKe 30H:

1. YasBumoctu VPN

Jkcnayatauma CVE B FortiGate n apyrux
YyCTPOWNCTBaxX ANA MEPBUYHOrO AOCTynMa.

2. CoumanbHasa MHXXeHepusA

®UWKNHT 1 3BOHKM («A Texnoaaepikka»)
— noarteepxaeHo 3a Q2 2025.

3. Cnabasa cermeHTauua

MNepemelteHve n3 IT B OT Tam, rae 30HbI
He pa3rpaHnyeHsl.

4. Komnpometauusa AD

3axsart Active Directory no3sonset Bbija-
BaTb Ce6s 3a CEPBUCHbIE YUETHbIE 3aMnCH.

Zero-day un ysa3BMMOCTHU
NPOTOKONOB

PLC/RTU: 3HaunTesibHaa 4actb yA3BUMO-
cTen HaxoauTcsa rnyboko B ICS ceTw.

Modbus/BACnet: ycTapeBLluve yctpon-
ctBa BMS ncnonb3yroT «HacneacTBeHHbIe»
YyA3BMMOCTW (HeT wndposaHua, gedpont-
Haa ayTeHTudMKaLmns).

KEV:~12% OT-ycTpouncTB cogep>art
N3BECTHblE 3KCMayaTUpyemble YA3BMMO-
ctn (KEV).

Puck: okono 40% opraHusaumi nme-
tor OT-akTmebl ¢ KEV, coeagnHeHHbIe
¢ MIHTepHeTOM.

BbiBOo bl
U peKoMeHadauumu

Mpuopurter ncnpasneHusn

®okyc Ha OT-ycTponcrBax, KOTo-
pole nmerot KEV un coeguHeHbl
¢ IHTepHeTOM.

YcnneHme cermeHTauum

Crporoe pasaenenve IT/OT, ncnonb-
30BaHMe jump-host ana ymeHbLue-
HWA NaTepanbHOro ABUXKEHNS.

danbcudumkayma u caboTax

Maumnynﬂu,vm TenemMetTpunm:

Malware nogmeHset 3HaueHns Modbus,
CKpbIBas peasbHOe COCTOsIHME npoLiecca.

BpepoHocHble KOMaHAbI:

OtnpaBka onacHbix kKoMaHa (Write)
Ha perncTpbl yrpaBaeHus.

MoameHa npownBKN

KoMMnoHeHTbl OTBEYatOT «HOPMabHO»,
Aaxe ecniv dusmka npoLecca HapyLleHa.
CKpbITbI caboTax.

MoHuTtopuHr (OT-NDR)

BoisiBneHne aHomanmin B Modbus/
|IEC, yka3biBalOWmMX Ha MaHUNyna-
LM npoueccamu.

YnpaBneHue f0CTYyrom

KoHTpoab coefuHeHnn nocTaBLLn-
KOB, ayAWT CECCUA U OrpaHnYeHune
NPVBUAETNIA.

MpoBepka KOHPpUrypaumm

PerynapHble peBu3nn KOHTpoOAne-
poB, ceHcopoB, HMI (gedpontHble
napoau, NPOLUMBKN).
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PekoMeHpgauum
no KuéeprurueHe
HO PaBo4YeM MecCTe:

1. 3anpewaercs nepegaBatb CAy)XebHyO KOHPMAeHUUaNb-
Hyl0 UHOpMaLUIO Yepe3 BHeELWWHUE, He3al L EHHbIE CeTHU.
Mcnonb3oBatb T0/1bKO 0pnLMaNIbHO YTBEPXKAEHHDbIE 3aLULLEH-
Hble KaHaJ/ibl CBA3N.

BHyTpn KoprnopaTBHOW ceTn AaHHble MOTyT 6bITb NepexBaye-
Hbl UV HEMpPaBWIbHO HanpasieHbl, €CNN UCMO0/b30BaTb HEMOA-
TBEPXAEHHbIE WM He3alNLWEHHbIE KaHaNnbl (Hanpumep, JnYHble
MeCCeHKepbl AW CTOPOHHUe pannoobmMeHHMKN). Jlrobasa cny-
XebHasa nHPopmauma - AOKYMEHTbI, Mepenncka JoJKHa nepe-
A,aBaTbCA TOJIbKO Yepe3 KOpnopaTBHbIe CUCTEMbI, 3aLLUULLEHHYHO
KOPMopaTUBHYHO NOYTY, BHyTpeHHMe darnoBblie xpaHuamwa n VPN.
TO rapaHTMpyeT KOHTPOJIb JOCTYNa, WWNPPOBaHNE AaHHbIX U 3aLLn-
Ty OT yTeyek Jaxkxe BHYTpW opraHunsauum.

2. He 3arpyxatb n He oTKpbiBaTb ¢aiisibl NN NpoOrpamMmmbl
M3 HEU3BECTHbIX UM HENMPOBEPEHHbIX MCTOYHUKOB.

®aiinbl U NporpaMMbl U3 MHTEPHETA, INEKTPOHHbIX MUCEM OT HEU3-
BECTHbIX OTMNPaBUTENEN AN CTOPOHHUX PECYPCOB MOTYT COAepKaTb
BMPYCbI, TPOSHbI WY LLIMWOHCKWE NPOorpamMMbl. ECn OTKpbITb Takow
dann Ha pabouem yCcTponcTee, BpefoHOCHOe MO MoXeT He3ameT-
HO 3apa3nTb KOPMNOPATMBHYH CeTb, YKPaCTb KOHGUAEHLMaNbHbIE
AaHHble AW HapywunTb paboTty cucteM. Y1obbl 3aMTUTL KOMMa-
HWIO 1 CBOW pabouwne yCTPONCTBA, UCMOJ/Ib3YNTE TOIbKO OpULLnanb-
HO yTBepXAEHHOE NporpaMMHoe obecrneyeHne U NPoBepPeHHbIe
NCTOYHMKM Palnnos..

3. He xpaHuTb Naposv 1 NOrvHbI B OTKPbITOM BUuge, Ha pabo-
yem crosie, B 6/10KHOTax AN APYrvX AOCTYMHbIX MecTax.
Mcnonb3oBaTth TONIbKO 3aWULLEHHBIE METOAbI XPaHEHUS.

3anucuK naponer n NOrMHOB Ha Bymare, B TeKCTOBbIX painax nam Ha
pabouem cTone nerko MoryT 6biTb 0OHapy>KeHbI KOANeramm, MOCTO-
POHHUMM UAW 310YMbILLUNEHHUKAMWN. OTO CO34aET CepbE3HbIN PUCK
HeCaHKLIMOHMPOBAHHOIO A0CTyNa K KOPNOPaTUBHbIM CUCTEMaM
N KOHPUAEHUManbHoM MHGopMaummn. YTobbl 3aUTUTL CBOU yYeT-
Hble AaHHble, UCMONb3yNTe KOPNOPATMBHbIE MEHeAXXepbl Napoaen,
3alUMLLEHHbIE XPaHWAVLLA N CPeACTBa ayTeHTUDMKALIMK, 0400peH-
Hble VIB-cnyx6oi. [laxke BpeMeHHOe XpaHeHWe Napos B OTKPbITOM
BMAE MOXET NPUBECTU K yTeuke JaHHbIX.




4.

3anpeuwaerca ¢portorpadpmpoBatb NN CHAMATb Ha BUAEO dKpaH
KOMMNblOTEepa U cyXKebHble AOKYMEeHTbI, coaepiKalyne KOHPU-
AeHuMnanbHyl0 MHpopmauumio.

Nobble doTorpadum nam Bnaeo cny>kebHbix JOKYMEHTOB U 3Kpa-
Ha KOMMbIOTEpPA MOTYT ObITb CNYyYaMHO WMAN HAMEPEHHO Nepeja-
Hbl TPETbUM NIMLLAM. DTO CO3AaET PUCK YTEUKN KOHOUAEHLNANIBHOM
MHPOPMaLMK: faHHbIE MOTYT NMOMNacTb K KOHKYPEHTaM, 3/10YMblLL-
JIEHHMKAM WAU B OTKPbITbIN A0CTyn. [Jaxke KpaTKoBpeMeHHas Gpuk-
cauus Ha Kamepy CTaBUT MNog yrpo3y 6e3omnacHoCTb KoMnaHuu. s
3alWmMThl UHPOPMaLUKM paboTarTe C JOKYMEHTaMM TOIbKO Ha 3Kpa-
He N UCMNONb3ynTe YTBEPXAEHHbIE KOPMNOPATUBHbIE CPeACTBa ANS
COBMECTHOW paboTbl 1 06MeHa darinamu.

He ncnonb3oBaTth IMUHYIO 3/1IEKTPOHHYIO MOUTY ANA CNY>XKe6HOM
nepenvuckn Uan nepepavm cy>kebHbIX AaHHbIX.

JInuHble NoUTOBbIE akKayHTbl OObIYHO He 3alUMLLEHbI KOPNOpPaTUB-
HbIMK cpeacTBamu H6e3onacHoCTU. [ncbMa ¢ KOHPUAEHLMaNbHOM
nHbOopMaLmen, OTApaBAEHHbIe Yepe3 HNX, MOTyT ObiTb MepexBaye-
Hbl, B3JIOMaHbl AN CNyYalHO OTMpPaB/eHbl He TOMY agpecaty. ITO
CO3Ja€ET PUCK YTEUKN KOPMOPAaTUBHbIX AaHHbIX N HapYyLUEeHWsA NoaAn-
Tkn 6esonacHocTn. ns paboTbl C JOKYMEHTaMU U NepPenmncKom
NCMNONb3yNTe TONBKO KOPMOPATUBHYHO NOYTY, KOTopas wndpyercs,
KoHTponupyetcs Nb-cny>xbon 1 no3BonseT oTcaexmBaTb JOCTYN
K MHOpMaLnN.

Mcnonb3oBatb aAnA paboTbl TONbKO yTBEPXKAEHHOE U opunum-
a/JIbHO pa3spelléHHoe nNporpaMmMmHoe obecneueHue.

HenpoBepeHHble nan HeodbunLmanbHbie NPOrpaMMbl MOTYT COAep-
XaTb BPEAOHOCHBIN KOZ, LUMMOHCKME MOAYAN VAN CO3jaBaTb yA3-
BUMOCTU B cucteme. Ocobyro onacHOCTb NpeacTaBAArOT CTUAEPSI
- BPeAOHOCHbIE MPOrpaMmbl, KOTOpble KpaayT YYETHbIe 3anuncu
(nOruHBbI, Napoan) n apyrve KoHduaeHumanbHble faHHble. VX ycTa-
HOBKa Ha pabouyeM yCTpOMCTBE MOXET MPUBECTU K 3apa>KeHWHo
KOPMNOpaTUBHOW CeTH, Kpaxe MHGOopMaLMmn nan HapyeHuto pabo-
Tbl cucTeM. YTobbI 3aWMTNTL AaHHble 1 obecrneunTb HGe3onacHyro
paboTy, MCNONb3yKTe TONIbKO NPOrpaMMbl, OPULIMaNBHO Pa3pPELLEH-
Hble 1 npoBepeHHble Vb-cnyx6oi. 1o rapaHTMpyeT 6e30MacHOCTb
M COOTBETCTBME KOPMOPATMBHbBIM CTaHAaPTaM.

PaboTaTb TO/IbKO Ha KOpPMOPaTUBHbIX YCTPOUCTBAX.

KoprnopaTtvBHble yCTpONCTBa 3aliuLLeHbl aHTUBUPYCaMK, CPea-
CTBaMW 3awWwnTbl MHGOPMaLMK N WNDPOBaAHNEM AaHHbIX. JINUHbIe
YCTPOMCTBA MOTYT COAep>KaTb BUPYCbl UAN CTUAEPDI, KOTOPbIe Kpa-
AYT NOTVIHBI, NApoAn 1 apyrne cayxebHble gaHHble. YTobbI npe-
AOTBPATUTb YTEUKMN 1 3aLUUTUTb CUCTEMY, BCE 3aa4y BbINONHANTE
NCKHOUNTENIbHO Ha KOPMOPaTUBHbIX YCTPOUCTBAX.
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8.

He nogkntouatb MUHbIe MO6U/IbHbIE YCTPOMNCTBA, HOYTOYKM
M nJIaHwWeTbl K KOpNopaTuBHOW cetn 6e3 opuLmanbHOro pas-
pelueHna U COOTBETCTBYIOLLEN 3alumThl.

JInuHble ycTponcTBa MOTyT ObiTb 3apaXXeHbl BUPYCAMW, LUMU-
oHckum MO nam ctunepamu, KOTopble KpajyT YUYETHbIE AaHHble
n Apyryto KoHbuaeHumanbHyto nHdopmaumto. Ecan noaxnro-
UMNTb Takoe YCTPOMWCTBO K KOPMOPATUBHOW CeTU, BPeAOoHOC-
Hble MporpamMMbl MOTyT He3aMeTHO PacnpOCTPaHATLCA, Nepesa-
BaTb CNy>XebHble JaHHble 3/10yMbILLIEHHMKAM U HapyLwwaTb paboTy
cncTeM. YTobbl 3alMTUTh KOPNOPaTUBHbIE PeCcypPCbl, NCMONb3YI-
Te TONbKO OPULMaNbHO pa3peLlléHHble N NPOBEPEHHbIe YCTPOW-
CTBa, KOTOpble KOHTpoaupyroTcs Nb-cnyxxbou, a goctyn K cetu
OCyLLeCTBNAETCA Yepe3 3alUNLLEHHbIe KOPNOpPaTUBHbIE KaHanbl.

He octaBnaTb paboumnii komnbrotep 6e3 6,10kNpoOBKU, Aaxe
€C/IN OTXOAUTE Ha MUHYTY.

He octaBnate pabouni komnbtotep 6€3 610KMPOBKY, Aaxe ecnu
OTXOAMTE Ha MUHYTY, KpalHe BaXkHO, MOTOMY UTO pa3baoKMpoBaH-
HbI KOMMbIOTEP - 3TO KaK ABepb € Tabanukon «3axoanTe, BCE Ha
CTONE», U 3a CeKyHAbl N0OON YeNoBEeK MOXET CKOMMPOBaTb AOKY-
MEHTbI, OTNPaBUTb NMUCbMa OT BaLLEro MMEHW, YCTaHOBUTb BPeso-
HocHoe MO nan noayunTb 4OCTYN K KOHOMAEHUMaAbHbIM AaHHbIM;
Hanpumep, COTPYAHMK Bbiwen Ha 30 cekyHA K NPUHTEpPY, a C ero
MOYThbI y>Ke YLLIJIO MMCbMO C NPOCbOOM O NepeBoAe AEHEr, UTO MOr-
NO VMeTb CepbE3Hble NOCNEACTBMA, MOITOMY NpPU yXoge cneayet
HaxkumaTtb Win+L nan 3akpbiBaTb KPbILLIKY HOYTOyKa, UTO MTHOBEH-
HO 3alLmLLaeT pabouee mecTo.

10.Mpu nogKkNOUEHUN CbEeMHbIX HocuTenien ob6Aa3aTe/IbHO CKaHU-

poBaTb UX Ha HaAnune BpeaAOHOCHOIo Kojaa.

MNpw NOAKNHOYEHUN CbEMHBIX HOCUTENEN 06s3aTeIbHO CKaHUPOBaTb
MX Ha Haanumne BPEfOHOCHOrO KOAa, MOTOMY UTO (IeLKN, KapThbl
NamMATU 1N BHELUHWE ANCKM MOTYT ObITb NEpPeHOCUMKaMn BUPYCOB,
N Aaxke HOBble YCTPOWCTBA MHOTAA 3apaXkeHbl, CNOCObHbIe pac-
npocTpaHaTb BpesoHocHoe 10 no cetu, wudposats, yaanaTe UK
KonunpoBaTb dainibl; NePes NCNOb30BaHNEM HEOOXOAMMO MOAKIILO-
YyaTb HOCUTENb K KOPMOPaTUBHOMY aHTUBMUPYCY Y MPOBOANTb NMPO-
BEPKY, UTO6bI N36exaTb 3apa>keHns BCen CeTu.

11.He noakntouaTb CbeMHble HOCUTENIN C MOMeTKoM «Ans cnykeb-

HoOro nosab3oBaHua» (ACIM) kK paboum cTaHUMAM BHELUHEro
M BHYTPEHHEro KoHTypa.

He nogknrouatb cbemHble HocuTenn ¢ nomeTkon «AClM» k pabounm
CTaHUMAM BHELLHEro 1 BHYTPEHHEro KOHTYpa, Tak KakK 3Th HocuTe-
Vi MpefiHa3HayeHbl Aa cneyyasnbHblX AaHHbIX, U HerpasuibHOE
NoAKNHOYEHVEe MOXKET Bbi3BaTb COOM B cMCTEME, HapyLWnTb paboTy
CeTN WAN NPUBECTU K yTeuke MHPOPMaLMK; NCNOAb30BaTb UX Clie-
AyeT TONbKO eCN OHU OPULMaNbHO paspeLleHbl ANA KOHKPETHOro
KOHTypa 1 nposepeHbl Vb.
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12.He nepepgaBaTtb Napo/jiu U ydyeTHblie AaHHbl€ TPeTbUM JinLlaM

He nepegaBaTb mapoan v yyeTHble JaHHble TPETbUM MLaM Aaxe
Konnere ana H6bICTPOro AOCTyna, MOTOMY UTO €CAV MPOU3OUAET
yTeuka, yAaneHne nam B3aoM, BCe AeUCTBUA ByayT 3adpuKcmMpo-
BaHbl Ha Ballen YYETHOW 3anmncKu, N OTBETCTBEHHOCTb ByAeT cum-
TaTbCA Balleu; Hanpumep, COTPYAHUK pa3peLunn Koaiere Bou-
TV NoA CBOMM JIOTMHOM, M Yepe3 Yyac M3 3TOro akkayHTa yLau
AOKYMEHTbI, YTO CO34a/10 Cepbé3Hble NPobaemMbl, MO3TOMY Kax-
AbIA COTPYAHWK AOJIXKEH MCMONb30BaTb TO/NbKO CBOW akka-
YHT, @ 4OCTyn APYyruM npegocTtasasetca obuumnanbHo vyepes UT.

13.cnonb3oBaTb CNIOXKHBbIE U YHUKa/IbHbIE MapoJin, perynapHo
MX MEHATb.

MpocTtble napoau Bpoge 123456, qwerty, AaTbl pOXAEHUA NN NUMe-
HW NMTOMLIA B3/1aMbIBatOTCA 3@ CEKYHAbI, @ UCMOJ/Ib30BaHME OANHa-
KOBOrO Naponsa AN HECKOJIbKUX CEPBUCOB CO3AaET 3PpdeKT JOMUHO,
Korga ofjHa yTeyka OTKpbIBaeT JOCTYyN KO BCEM CMCTeMaM; Hamnpu-
Mep, Napo/ib OT CTaporo canTta bbi1 yKpageH, N 3N10yMbILLIEHHUK
CMOT BOWTM B KOPMOPATUBHYIO MOYTY U MOAYUNTb AOCTYN K JOKY-
MEHTaM W KOHTaKTam, NO3TOMY Ba>XHO reHepupoBaThb COXHbIE U
YHWKa/NbHbIE NAapOanN ANA KaXAOro CepBMCa, XPaHUTb UX B KOPMO-
PaTVBHOM MeHeZzXepe 1 peryapHO MeH:ATb, 0COBeHHO Npu Noj0-
3pPeHnM Ha yTeuky.

14.Bknrouatb aAByxdakTopHyto ayTeHTUupukauuto (2FA) tam,
rAe 3To BO3MOXHO.

Maponb cam no cebe - 3TO TO/NbKO MOJOBUHA 3aLLNTbI, MO3TOMY
AByxdakTopHas ayTeHTUbMKauna Yepes npunoxenue, SMS nan
TOKEH NpesoTBpaLLaeT BXOA 3/M10YMbIlIEHHMKA AaXe Npu Kpaxe
NapoAs; 3TO KaK AOMOJHUTENbHBIN 3aMOK Ha ABepu, KOTOPbIV eCTb
TO/IbKO Y Bac, U MPUMEPOM CAYXXUT CAy4yal, Koraa COTPYAHUK BBEN
naposb nocse GUWMHIOBOro Nnucbma, Ho 6e3 BToporo gakrtopa
BOWTW He yAanochb, 1 ataka bbina ocTaHOB/IEHa.

15.Coo6wwaTbh 0 NOAO3PUTENbHBIX AENCTBUAX UIN UHLMAEHTAX
cnyx6e nHpopmaumoHHon 6esonacHoCcTU.

Jlrobble Nofo3pUTeNbHbIE AENCTBUA AU UHLMUAEHTbI, Takne Kak
CTPaHHble NMUCbMA, HEMOHATHbIE alifbl, HEOXUAAHHbIE CUCTEM-
Hble COOOLLLEHMS NN HEOBBIYHOE NMOBEAEHME KOMMbIOTEPA, CleayeT
HeMeA/IeHHO coobLaTb cnyxbe nHGopmMaLMoHHOM 6e3onacHOCTY,
MOTOMY UTO PaHHAS peakuuns NpesoTBpaLLaeT cCepbe3Hble Nocies-
CTBUS, BKIFOYAs yTeUKy AaHHbIX, 3apaXkeHne CeT nan GrMHaHCoBbIe
noTepu; HanprMep, COTPYAHWK 3aMETWUA MUCbMO C NOAO3PUTE/IbHOM
CCbINKOW, coobwwmn B VIB, n noteHLmanbHas ataka bblna octaHoB/e-
Ha 0 TOro, Kak KTo-Mb0o nocTpagan.
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NMporHo3bl kubepbeszonacHocTun

LLlambynos Ynbikbek Kagbip>xaHOBUY

OTO HOBbIN 3TAN UNPPOBONU KOHKYPEHLMNM,
roe a¢p¢peKTUBHOCTb O60POHbI onpenensercs
He KOJINYEeCTBOM pPEerynssTOpHbIX TPEe60BAHNMN,
a MHXeHepHbIM KO4YeCTBOM CUCTEM U 3pesio-
CTbO KOMAHL, KOTOpblie UXx nogaepxuBaroT
M pa3BUBAIOT.

B ycnoBusx CTpeMUTENbHOro TEXHONOIMYECKOro nporpecca
n rnobanbHOU LUndpoBM3aLUM KNOEPNPOCTPaHCTBO OCTAETCH
30HOW BbICOKOW KOHKYPEHLMM W MOCTOSAHHbIX PUCKOB. Kak pyko-
BOAMTeNb HauMOHaNbHOrO LeHTpa KNOepUHUMAEHTOB 1 Npes-
CTaBUTENb OTPACAM, CUMTAIO BaXHbIM MOAENUNTBLCA MPOrHO30M
K/IFOUEBbIX TPEHAOB, Ha KOTOPbIE HaM C/lefyeT OPUEHTMPOBATLCA
B GavKanwem rogy. 3TM BbIBOAbl OCHOBaAHbI Ha MPAKTUYECKOM
OnbITe pearmpoBaHus, pesyabTaTax B3aMMOAENCTBUA C rocyaap-
CTBEHHbIMM M YACTHbIMW OpraHu3aLuvaMK, a Takke Ha 3agadax,
KOTOpble CTOAT Nepes HauMoHalbHOW NHGPaCTPYKTypPOWU.

B 6avxanwni rog kmnbepnpocTpaHCTBO NPOAOIKUT ANHAMUYHO
TpaHCchOpPMMPOBATLCA MOJ BO3AENCTBMEM TEXHONOTMNI NCKYC-
CTBEHHOTO MHTennekTa. Y>xe B 2025 rogy mbl Habaroganm cyue-
CTBEHHbIM POCT aTak Ha rocyAapCTBEHHbIE CEePBUChI, TeNeKOM-
OnepaTopoB, IHepreTnyeckne KoOMnaHum, CNyTHUKOBbIE CUCTe-
Mbl CBA3M, @ TakXe Ha MHQOPMaLMOHHbIE pecypcChbl, CoAepKa-
wme agemorpadpuyeckme n 06OpOoHHbIE AaHHbIE.

2026 rop cTtaHeT mepnoaoM, Korga atakm byayT ewé 6onee
TOYEYHbIMW, NHTENNEKTYaNbHbIMU N TEXHUYECKN CNOXKHbLIMMU.
3TO HOBbIV 3Tan UUHPOBOWN KOHKYPEHLNN, TAe IPDEKTUBHOCTb
060pPOHbI OnpeaenaeTca He KOANYECTBOM PerynaTopHbIx Tpebo-
BaHWW, @ MHXXeHEPHbIM Ka4eCTBOM CUCTEM U 3Pe/IOCTbHO KOMaHJ,
KOTOpble UX NOAAEP>XNBAKOT U Pa3BMUBALOT.



Ha Hawwnx rnasax N nepectaét 6biTb 0BbIYHBIM UHCTPY-
MEHTOM aBTOMAaTM3aLMM N NpPeBpaLLAETCSs B HOBbIA CAOM
MHOPaCTPYKTYpPbl, KOTOPbIA CaM CTAaHOBUTCA OOBbEKTOM
aTtak. 2026 rog ctraHet roaom, korga M HauyHET aTtakoBaTtb
NW. Yxe ceroaHa Mbl dukcmpyem cayyanm prompt-mHbek-
LMW, Nnepejarolinxca yepe3 JOKYMEHTbl, LEeNoYkn MHTe-
rpauui n KoprnopatuBHble 6a3bl 3HaHUNW. [TogMeHa AaHHbIX
B RAG-moaynsax, manmnynaumns embedding-BekTtopamu 1 BHe-
ApeHune adversarial-mapkepoB NMO3BOAAOT 310YMbILLIEHHM-
KaM HapywaTb paboTy aHa/UTUUYECKUX MOAENEeN, NCMOoNb3ye-
MbiX B SOC, pHaHCOBOM MOHUTOPUHre, aHTUPPOA-CMCTEMAX
N cepsmcax knaccudukaumm Tpadpuka.

Ha Hawunx rnasax N nepecTaéTt 6biTb 06bIY-
HbIM UHCTPYMEHTOM ABTOMAQTU3ALMNN U Npe-
BpaLyaeTcs B HOBbIA C/TION MHPPACTPYKTYPbI,
KOTOPbIA CAM CTAHOBUTCS O6BHEKTOM ATAK.

Kputnueckn BaxHbim B 2026 roay craHeT Bonpoc
6e3onacHocTn GPU-knactepoB, cynepkommnbioTe-
poB u nnatpopm, rae pasmeuw,atorca obyuarowme
M nHepeHc-moaenn. MHorve opraHusaumm CTPeMATCA BHe-
ApAtb Al/ML-pelienus, HO He yumnTbiBatoT, 4To GPU-cermeHThbl
CO34at0T HOBYHO MOBEPXHOCTb ataku. Yassumoctu B Kubernetes,
KOH®Urypaumnax KoHtenHepos, gpavieepax CUDA/ROCm
N MeXKOHTeMHepHbIX IPC-mexaHn3Max y>e MCNOoAb3yHTCA 310-
YMbILUAEHHMKaMW Ana nobera n3 KOHTEMHEPOB, HECAHKLIMOHN-
posaHHoro goctyna Kk VRAM un aHanvsa faHHbIX 4pyryX nosb-
3oBatener. OcobeHHO onacHoO ABASETCS He3aMeTHas NogMeHa
BECOB MOJe/IN: U3MEHMB BCEro HeCKObKO MapamMeTpoB, 3/10Y-
MbILLNEHHUK MOXET 0CNabutb Moaenb 0bHapy>XeHWs aHoManumu,
N3MEHUTb YyBCTBUTENIbHOCTb aHTUPOLA-aArOPUTMOB U BHECTU
norunyeckune «3aknagkn» B rocyflapCTBeHHble CEPBUCHI.

Ha 3Tom dpoHe APT-rpynnmupoBKu yKpenaatoT CBOE NpucyTcTBme
B HaLMOHa/bHbIX CErMeHTax CBA3KN, 06paboTKM AaHHbIX U KPU-
TUYECKOW NHPPaCTPYKTypbl. Mbl Habarogaem Bcé bonee ycToum-
YMBbIE N CKPbITHbIE METO/bI 3aKPEeneHNA 310yMbILLIEHHVNKOB B
KOprnopaTMBHON MHOPACTPYKType: NCMONb30BaHNE CEPBUCHbIX
y4éTHbIx 3anucen CI/CD, maHunynaumsa npaBuaamMm noyTOBbIX
ALLMKOB, MepexsaT TOKEHOB ObaayHbIX CEPBMCOB M 3KCMayaTa-
LMa ya3BMMbIX BMBANOTEK B LienoYvkax MoCTaBKy.
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3BecTHble BpeAoOHOCHble ceMelncTBa, Takume kak PlugX
n ShadowPad, npogoaaroT 3BONHOLMOHMPOBATL, BHEAPASA
HoBble meToabl DLL side-loading n wudpys C2-tpadvk nog
coBpeMeHHble npoTokoabl, Bkatovas QUIC n HTTP/3. Ocoboe
BHMMaHWe BbI3blBaeT aKTMBHOCTb B OTHOLLUEHUWN CMYTHUKOBbIX
cucteMm, rae komnpometaums SDR-Mogyner n nepexeat Teneme-
TPUW MO3BONAKOT 3/I0YMbILLIEHHUKAM cobmpaTb nHbOopMaLuto,
BJNAIOLLYIO Ha HaLMOHabHYtO 6€30MacHOCTb.

MbI Ha6nrOQaem BCE 601ee yCTOUYNBbLIE
M CKPbITHble MeToObl 3AKPEenjieHuns
3/10YMbILUJIEHHUKOB B KOPMNOPATUBHOM

MHOPACTPYKTYpE

Halwa cTpaHa ctpemMuTcsa K noaHon undposusaunmn n NN-3aumn.
37O, B CBOIO O4epesb, TPebyeT MOLLHOCTEN N YCTONYMBOM IHEP-
reTmyeckon nHePacTpykTypbl. Takne KpynHble NpoekTbl, kak ASC,
6yayT 0CO6eHHO 3HaunMbl. [1pOMbILLIEHHbIE CETU U CUCTEMDI
ynpaBAeHNs TEXHONOrnYeckMmn npoueccamu B 2026 rogy byayt
HaxOAWUTbCA NOJ AaBNE€HWEM aTak, HanpasBJ/ieHHbIX He NPOCTO
Ha noayyeHwe AOCTYNa, @ Ha MaHUMYAALNIO TEXHONOTMYECKM-
MU napameTpamu. VIH>xxeHepHble paboune CcTaHUMM CTaHOBATCS
OCHOBHOM TOYKOW NMPOHWUKHOBEHWSA: B HUX BHEAPAOTCA BPEsO-
HOCHble MakeTbl, NOAMEHAITCA BnbANOTEUHbIE 3aBUCMMOCTY,
MCMONb3YHOTCA YAaNEHHbIE AOCTYMbl, OCTaBJAEHHbIe MO HEBHMMa-
TeNbHOCTM UHXXeHepoB. [NogmeHa nornyeckmnx 6aokos PLC, ataku
Ha OPC-UA, DNP3 n Modbus TCP, danbcndunkauma gaHHbIX
B cucTtemax historian — BCE 370 CO34aET PUCKM, HEMOCPEACTBEH-
HO BAMUSAIOLLME Ha paboTy NPON3BOACTBEHHbLIX OOBEKTOB N KPU-
TUYECKOWN MHPPACTPYKTYPbl CTPaHbI.

Bnometpunueckne cuctembl ngeHTMGMKaLMM TakxKe CTaHO-
BATCA LleNbto aTak. POCT umcna peweHni, NCNOAb3yOLLNX
3D-mozennpoBaHme n1La, a TakKe LWabaoHbl 1aj0oHY, BEH Uan
rosioca, BMecTe C reHepauyven 6nomMeTpnyeckmx Macok cpes-
CTBaMW MaLIMHHOrO oby4yeHna NPMBOANUT K HEOBXOANMOCTH
nepeocMbICNeHNs AOBePUA K BUOMETPUN Kak K eAMHCTBEHHOMY
naeHtndmkaropy. Komnpometaumsa bruomerpmyeckoro wabnoHa
— cobbITne HeobpaTMMOe, BeAlb €ro HEBO3MOXHO «3aMeHUTb»,
Kak naposib. [103TOMy B HOBOM rofly KAHOUYEeBbIM CTaHET BHeApe-
HMe KOMOBMHNPOBAHHOW ayTEHTUPUKALIMM U TEXHONOTUI OBHa-
py>XeHusa cnypuHra.
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Lilenoukn noctaBkn nporpammMHoOro obecneyeHuns cTtaHyT rao-
6asbHON HauMoHanbHOW ysa3BMMoOCTbio. Komnpometaumsa GitHub
Actions / GitLab CI/CD, nogmeHa apTedakToB B Artifactory /
Nexus, aTakym Ha KJHOUYM NOAMUCK N BHEAPEHWE BPeAOHOC-
HOro KoJa B 3aBUCMMOCTU OTKpbITOoro MO MoryT npueectu
K MacwTabHbIM MHUMAEHTaM. Mbl OXnJaem ycuneHve atak Ha
DevOps-nHPpacTpyKTypy, MOCKOAbKY MMEHHO OHa obecneun-
BaeT NPOW3BOACTBO MPUIOXEHUM N CEPBUCOB, NCMOb3YEeMbIX
rocyAapCTBEHHbIMUN CTPYKTYpPaMu U KPUTUYECKN BaXKHbIMW One-
paTopamu.

Bonpoc ynpaBaeHna npuBuaernamm CTaHeT OTAE/NbHbIM
HanpaBaeHneM pucka. CynepagMUHUCTPATOPbI OCTatOTCA ean-
HOWM TOUKOM KaTacTpodbl: KOMNPOMETaLMSA UX YYETHOW 3anmcu
OTKPbIBAET 3/I0YMbILLNEHHUKY NYTb KO BCEM MHPPACTPYKTYpeE.
B coBokynHocCTU ¢ atakamu Ha AD, Kerberos, cepBrCHble TOKEHbI
" ownboYHble KoHbUrypauum LDAP/SMB 310 co3aaét ycnoBus
Ans 6bictporo lateral movement n noaHoro 3axsata foMeHa.
FocyapCTBEHHbBIM CMCTEMAM TpebyeTcs Nepexos K BPEMEHHbIM
NPUBUAETNAM, XXECTKOMY >XXYPHaINPOBaHUIO AENCTBUN — BO3-
MOXHO, C UCMONb30BaHMEM BAOKYENH-TEXHONOTUIN — U pery-
NAPHOW PEBU3NN NPaB Ha YPOBHE HaLMOHabHOIO CTaHAapTa.

B 2026 rogy 6e30nacHOCTb AOJIXKHQA 6bITh
BCTPOEHA HA KAXAOM 3TAarne XM3HEeHHOro
LUUKIA pA3PA6OTKHU

YBennyeHve CI0XHOCTU aTak npeabABadeT HOBble Tpebo-
BaHnA K DevSecOps-kynbType. B 2026 roay 6e3onacHoOCTb
AO/MKHa BbITb BCTPOEHA Ha KaXAOM 3Tane XW3HEHHOro LuK-
na pa3paboTku: OT MOAENINPOBaHNA YrPO3 Ha 3Tane nJjiaHu-
pOBaHWA, CTaTUYECKOro U AWHAMUYeCcKOro aHaamsa Koga
— [0 0643aTeNIbHOr0 KOHTPOA MHPPACTPYKTYPHOrO KOA3,
cekpeT-ckaHnpoBaHusa, noantukn GitOps ¢ Ccnonb3oBaHU-
em OPA/Kyverno n Hynesoro gosepusa B Cl/CD-okpyxeHuax.

Be3 3TOM 3penocTn Mbl pUCKyeM noayuuTb MacwtabHble
MHLUMAEHTbI Yepe3 caMbli¥i He3aMeTHbI, HO Haubonee Kpu-
TUUYHBbIA cNo — pa3paboTtky. B TeueHne roga mbl Bugenn
WHUMAEHTbI, KOrAa JaXke caMble KPYMHble KOMMaHUM 1 npea-
NpUATUA C CUABHBIMW KOMaHAaMu pa3paboTumkoB npeHebpe-
ranm npaktnkamm 6es3onacHon paspaboTkn. ITO NPOABAANOCH
B 6aHanbHOM XpaHeHun credential-gaHHbIX 1 TOKEHOB, 3axapA-
KOXXEHHbIX B MCXOAHbIX KOAAX, KOTOpble 3aTemM nybankoBanvch
1A Moram BbiTb N3B/IEYEHBI Yepes reverse engineering.
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BaxxHenwee HanpaB/ieHMe CaeAylolero roga — peanu-
CTUUHbIE KnbepyyeHns ¢ MogenmpoBaHMeM peanbHbix APT-
cueHapwueB. CTaHfaapTHble 1abopaTopHbIe YNpaXHeHUs yxe
HeAO0CTaTOUHbl: KOMaHAaM HeobxoAnMMO yunTbca paboTaTb
B YC/I0BMAX, MaKCMMaabHO MPUBAMXKEHHbBIX K peanbHOCTU.
B 3TOM rogy Mbl NpoBenn COpeBHOBaHME Cpean CTyAEHTOB Mo
HanpasaeHuto Blue Teaming. Monogble cneumnannctel Nokasa-
NN oveHb OBHaAéxXMBaKOWMe pe3ynbTaTbl, UTO AAET yBEPEH-
HOCTb: Y HaC pacTéT CUIbHOE NMOKOJeHNe Knbep3alwmTHNKOB.

B coBokynHocTn BCE 31O TpebyeT OOHOBAEHNA HOPMATUBHbIX
AOKYMEHTOB, pernaMmeHToB TeCTUPOBaHUA N NMpaBua ayauta.
HoBble cTaHAapTbl 4OMKHbI yunTbiBaTh VIV, ML-nanvnnanHel,
GPU-nHdpacTpykTypy, NpoBepKy MOBUABHBIX MPUAOXKEHNA MO
pacwmpeHHbiM MeTogmkam OWASP, aHanus buenovek NocCTaBkm
N yrpo3bl, XapakTepHble s coBpeMeHHbix DevOps-cpeg,.

B 2026 rony HKUWB 6ypeT ycunmneatb KOOp -
ANHALUIO pearnpoBaHusl, PACLUNPATL HAL U -
OHasbHYKO nnarpopmy gna oé6MeHa Threat
Intelligence v BHeapsiTb MEXAHN3Mbl PAHHE -
ro npepynpexneHus fsas o6bekKToB KPUTU-
YeCcKoM MHPPACTPYKTYPHhl.

OgfHaKo yCnewHo NpoTUBOCTONATb BbI30BaM Mbl CMOXEM TOJb-
KO B COTPYAHMYECTBE — OObeAMHAA KOMMETEHLMN rOCyAapCTBa,
4aCcTHOro CekTopa M Hay4YHoro coobuecTBa.

KnbepbezonacHOCTb y>Ke BbILLIA 33 paMKX PEryNSTOPHOW 3aja-
UK. ITO MHXKEHepHas, CUCTEMHaA 1 cTpaTermyeckas AMCLMNAN-
Ha, TpebytoLas rnyboKom 3KCnepTm3bl, MOCTOAHHOTO 0byYeHNs
N COBMECTHOW paboThl.
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