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KNWBEPKO/ 2024: Bbi30Bbl LMbpOBOU 3MOXMK

B 2024 rogy knéep6e30rnacHoOCTb
OCTAETCH KPUTUYECKU BAXHOU chepon,
KOTOPAS BIINSAET HAO CTAGUITbHOCTb
6U3Hecdq, rocyaapCTBEHHbIX

CTPYKTYpP 1 06LLeCTBA B LLENIOM



BeepneHue: rMoO6AbHbIA KOHTEKCT U KITIOYEBbIE TPeHAabl

Mup NposoaKaeT CTPEMUTENBHO NEPEXOANTDL B LindpoBoin dopmart, Aenas TeEXHONOrnn
HEeOTbeMIEMOM YacCTbtO Hallen XM3HU. BmecTe ¢ 3TmM pacTyT u yrpo3bl MHGopMaLm-
OHHOW 6€30MacHOCTH, FAe aTaky CTaHOBATCA BCE B0ee CNOXKHbLIMK, @ MOCNEACTBUSA BCE
6onee MacwrabHbimn. B 2024 rogy kmbepbe3onacHOCTb OCTAETCA KPUTUUECKM BaxK-
HOW chepom, KOoTopas BAUSET Ha CTabUIbHOCTb BU3HeCa, roCyAapPCTBEHHbIX CTPYKTYP
1 obLecTBa B LE/IOM.

Ana obecneueHns knbepbesonacHocTn TpebyeTcs 3HaunTenbHoe GUHaAHCUMpPOBa-
HWe, NOCKONbKY COBPeMeHHble LiMPPOBbIe TEXHONOTUN TPEOYOT HaZEeXHON 3aLm-
Tbl OT KMbepatak 1 yrpos. VIHBecTuumnmn HeobxoaMMbl A8 CO3LaHMUA MOLLHbIX CUCTEM
MOHWUTOPWHIA N NPesoTBpaLLeHMS Yrpo3, obecneyeHns 6e30nacHOCTM rocyAapCcTBEH-
HbIX MHOOPMALIMOHHbBIX CUCTEM, 3alUThl AaHHbIX U Pa3paboTkM MHHOBALMOHHbIX
peleHni. PHaHCOBbIE PeCcypCbl TakKe BaXKHbI A5 MOATOTOBKM BbICOKOKBaIUULLM-
POBaHHbIX CMELMANNCTOB, MPOBEAEHNS PEryNSPHbIX TEXHUYECKMX TPEHNPOBOK, a Tak-
Xe ANA NOAAEPXKKN MeXAYHAPOAHOro COTPYyAHUYeCTBa B 06aacTn kmbepbesonacHo-
ctn. be3 gonxHoro ypoBHs GUHaHCUMPOBaHUSA HEBO3MOXHO 06eCcneynTb HaZexHYyHo
3aLLUMTY HALMOHANbHOW MHOPACTPYKTYPbl U LUDPOBOM IKOHOMMUKW.

Tak, cornacHo HOBOMY MporHo3y komMnaHmu Gartner, npogon-
xaruwieecs ycuneHme yrpos, passmutme o67A4YHbIX TEXHONOrm
U HexBaTKa kagpos B 2025 rony 3aCcTaBUT pyKOBOQUTENEN CNyX6
WHPOPMALMOHHON 6€30MNACHOCTU NOBbLICUTb PACXOAbI KOHEYHbIX
nonb3oBaTenen Ha MHPOPMALUOHHYIO 6€30MNACHOCTb Ha 15%.

MCKyCCTBeHHbII\/’I WHTEJIJIEKT, NHTEPHET BeLLI,eI\/’I, dBTOMaTU3NPOBaHHbIE CUCTEMBI YTNPaB-
NieHnst 1 obaayHble TEXHOIOTUK OTKPbIBAaOT HOBbl€ BO3MO>XHOCTW, HO OAHOBPEMEH-
HO CO34ak0T YHWKaJIbHbIE PUCKWN. K|/|6epr|peCTynH|/|K|/| NCMONB3YHOT 3TN TEXHONOTUN ANA
yTe4eK AaHHbIX, MaHMHyﬂFILLMVI 1 B3/1IOMOB, OCTaBadAa nepes opraHnsaumaMmm n npasu-
TE€/IbCTBAMW C/IOKHbIE 3a4a4l MO 3aliuTe.

Ocobyto akTyanbHOCTb NpuobpeTaeT yenoBevecknin GakTop: HeJOCTaTOUHas OCBe-
AOMJIEHHOCTb COTPYAHMKOB 06 MHPOPMALMOHHON 6e30MacHOCTM YacTo CTaHOBUTCA
c/labbIM 3BEHOM.

[MporpamMmel No KU6eprurneHe,

o6y4YeHune U NOoBbILUEHUE KYNbLTYPbI
MHPOPMALMOHHON 6€30MNACHOCTU -

30/10r YCTOMUYMBOCTU Nepepn yrpo3amu .



B aToM pangxecte Mbl co6panu Kno4yeBble
CO6bITUS, TEHAEHLWUU N YPOKMK B 06n1acT MHOOp-
MOLMWOHHOM 6€30MNACHOCTM 3a NPOLUefLwmMi rog,.

Mbl pacckaxeM O 3Ha4yMMbIX UHUMAEHTaAX, 06CcyaAnMm
M3MeHeHus B 3akoHozaTenbcTBe PK, HOBble TexHMYeckne
peLLUeHns 1 NyYlune NpakTMKM NPOTMBOAENCTBMA Yrpo3am
NHOPMaLIMOHHOWN 6e30MaCHOCTW.

KWBEPKO[ 2024:

. BbI30OBbl LLUPPOBOW 3MOXU -
. * 304YMMbIE UHLUUOEHTD -

I3MeHeHnda B 3akoHogaTenbctBe PK

HoBble TexHM4yeckmne pelweHnd

Jlydywne npakTukm NpoOTUBOLENCTBUS
yrposam b ..

Knéep6ezonacHocTb 60sbLUe HEe NPOCTO
TE@XHUYECKAS AUCLMMNIUHA.

370 cTpaTErnyeckas Heo6xoOMMOCTb, OnpenenstoLLas
YCTOMUYMBOCTb M YCMex OPraHm3aumi B LGpOBOM MUPE.

BMecTe Mbl CMOXEeM caenaTb war

HaBCTpeuy 6onee 3awWmIEHHOMY 6yayLueMy




KNBEPKOZ 2024: BbI30BblI LUPPOBON 3MOXM

2. KpynHble MHUUAOEHTbI
B KasaxcTaHe:
0630pP BHYTPEHHUX YIrPO3
N OTBETHbLIX Mep




YTEYKA MEPCOHAJIbHbIX OAHHbIX: ®AUNbI C JINYHOM
WHOOPMALIMENA HA KASAXCTAHCKUX MHTEPHET-PECYPCAX

B 2024 roay BbisBAAANCh Gaiinbl, cofepKallie NepCcoHabHble JaHHble Ha Ka3axCTaH-
CKUX MHTEPHEeT-pecypcax, KOTopble MOrAu 6biTb MCMOAb30BaHbl A1 GULLNHIA U COLIM-
aNbHOW MHXEHEPWW, BKIKOYAs B3/IOM COLIMaNbHbIX CETEN. YTeUKM AaHHbIX, Takne Kak
OULINHT, KNBEPLUNMOHAaX M UCMOAb30BaHWe MHbOPMaLMK B MPECTYMHbIX Lensx, Mme-
FOT AONTOCPOYHbIE MOCAEACTBUIA.

MNoaBOAs UTOrM O KPYMHBIX MHUMAeHTax B KasaxctaHe B 2024 rosy, MOXHO OTMETUTb,
YTO KNBEPNPECTYNHOCTb B CTPaHe JOCTUI/Ia HOBOTO YPOBHS. Perncrpauuns MHoXecTBa
yTeuek JaHHbIX 1 kmbepaTtak Ha rocyJapCTBEHHbIE M YaCTHbIE YUPEXAEHNSA, BKIOYas
NHUWAEHTbI C GULLMHIOM N KMBEPLUMMOHAaXeEM, CTaslia TPEBOXHbLIM CUTHAIOM.

AO «[TC» 3adukcupoBaHoO 6onee 41 TbicAUU UHLUUAEH-
TOB B 061ACTU MHPOPMALMOHHOMN 6€30MACHOCTH, B TOM
ynucne ¢ BUPYCAMU, CETEBbIMM YEPBIMU U TPOSHAMMU

ObocTpeHme yrpo3 cBA3aHo ¢ npumMmeHeHneM loT n NN B kubepaTtakax, 4yto Tpebyet
NMOCTOAAHHOTO COBEPLUEHCTBOBAHWSA 3aLLMUTbl U YAyYLLEHNS OCBELOMAEHHOCTM NO/b30-
BaTesiell No BONpoOcam KMGeprurneHsil.

KntoueBbIMU MHLMAEHTAMU CTanu ABe KPYMHbIe YTEUKWN JaHHbIX:

* B deBpane 2024 roga Ha naowaake GitHub 6611 onybankoBaH CVMB A@aHHbIX KUTaK-
CKOW KOMMaHWW, TAe CoAep>Kanncb NepCcoHasbHble JaHHble Ka3axCTaHLEeB.

» B mapte 2024 roga 6bl1a BbifB/EHa yTeuKka JaHHbIX MUKPOPMHAHCOBOW OpraHu-
3auumn zaimer.kz, 3aTpoHyBLUIaA AaHHble 6bosiee ABYX MUAIMOHOB Ka3axCTaHLEeB.

Tak>xe 6b110 paccieOBaHO HECKOJ/IbKO MHLINAEHTOB, MMEBLUMX PE30HaHC:

» B ogHown 13 opranusaumnin KazaxcraHa 6b1an 0bHapy>keHbl BpeAOHOCHbIE MPOrpam-
Mbl, CBAi3aHHbIE C KaMMaHAMK KMbepLUNMOHaXKa, COHCUPYEeMbIMU APYTMMU FrOCy-
AapcTtBaMu. BpeaoHOCHbIE dalsibl MICMOAb30BaNNCh A1 KOMMPOMETaLMN YYETHbIX
3anuncen COTPYAHWKOB N YCTaHOBNEHMWA YAANEHHOro AOCTyna.

+ B mapre 2024 roaa 6bina 3adukcmpoBaHa mMaccoBasa GMLIMHIOBasA pacchlaka
C LeNblo 3apaXKeHunsa COTPYAHUKOB rocyAapcTBeHHbIX opraHoB RAT-nporpammoi
SugarGhOst, koTopas No3BoJiAAa 3/10yMbILLIEHHMKaM YNpaBaaTe Gannamu, cobm-
paTb AaHHble, a TakKXXe 3anncbiBaTb MCMO/b30BaHME KAaBULW U AenaTb CHUMKU
3KpaHa.

* Ha ogHoM 13 KkBa3urocysapcTBeHHbIX 06bekToB KasaxctaHa 66110 3admKCnMpoBaHo
3apa)keHne BMPYCOM-LINGPPOBabLLMKOM, B pe3y/ibTaTe KOTOPOro 3/10yMbILLIEH-
HVKM NoTpeboBanu BbiNaaty B 6UTKOMHax. [pobaemMbl BOZHMKAW 13-3a OTCYTCTBUA
aHTUBMPYCHOW 3alL1Tbl, MHOTOKPATHOTO HapyLLeHWs 3akoHoAaTenbcTBa PK B cde-
pe Vb n HecaHKLMOHMPOBAHHOrO JOCTyNa K MHTEPHET-pecypcam.



+ B mae 2024 roga AO «[TC» 6bina nccnegoBaHa ataka Ha NOABEAOMCTBEHHYHO
opraHM3aumio rocysapctBeHHoro opraHa PK, rae 6biam BbiIsBAEHbI MHOTOUYNCEH-
Hble HapyLwweHus Vb, Bkatouas OTCyTCTBME 3alLMThI, YCTapeBLUee 06opysoBaHMe
N OTCYTCTBME CBOEBPEMEHHOrO MaTy-mMeHeaXXMeHTa. Takxke 6bian 3adumkcmpoBa-
Hbl C1eZbl 310YMbILUNEHHWKOB, UCMOAb3YHOLWMX MHCTPYMeEHT Mimikatz ans kpaxw
YYETHbIX AaHHbIX.

MACLWITAB UCMOJIbSOBAHUA MNPOTOKOJIA SSL BEPCUU
2.0 ONEPATOPOM CBA3U U PUCKM ONA HAUMOHAJNbHOM
BE3OMNACHOCTHU

B anoxy umbposm3aumnm 6e3o0nacHOCTb TENEKOMMYHUKALMOHHbBIX CETEN UrpaeT KpUTn-
YeCcKyto poJsib ANA HalMoHanbHOW 6e3onacHocTU. IHpOpMaLMOHHbIE MOTOKN MeXAy
rocyAapCTBEHHbIMW CTPYKTypamMu, KOMMEPYECKUMIN OpraHu3aLmaMy 1 rpaxkgaHaMu
ABNSAOTCA OCHOBOW QYHKLMOHMPOBaHWA obLiectBa U 3KOHOMMKW. JTrobble ya3BUMO-
CTWU B 3TUX CETAX MOTYT MPUBECTU K CEPbE3HbIM NMOCAEACTBUAM, BKAKOYASA YTEUKY KOH-
dungeHumanbHor nHGopmMaLmm, cbon B KpUTUUYECKON MHPPACTPYKTYpPeE 1 Yrpo3bl CyBe-
peHUTEeTY rocysapcTBa.

MpoTokonbl WwudpoBaHusa SSL/TLS ABAAOTCA BaXKHEULWINMMN UHCTPYMEHTaMK Ans obe-
cneveHuns 6e30nacHOCTN nepesaun JaHHbIX B MHTepHeTe. OHM NO3BOAAOT YCTAaHO-
BUTb 3aLUMLLIEHHbIE COEAMHEHNA MEXAY KNNeHTaMu 1 cepeepamu, obecneymBas KOH-
buaeHUMaNbHOCTb W LEeNOCTHOCTb AaHHbIX. OAHAKO € TeYeHeM BpeMeHW HEKOTopble
BEPCUN 3TUX NMPOTOKOJIOB YCTapeBAOT N CTAaHOBATCA YA3BUMbIMUN AN COBPEMEHHbIX
MeTOZOB knbepaTak.

SSLv2 (Secure Sockets Layer version 2), BbinyLieHHbI B 1995 roay, npusHaH Hebe3onac-
HbIM 13-3a M3BECTHbIX YI3BMMOCTEN, TaKMX KaK OTCYTCTBME NOAAEPKKM COBPEMEHHbIX
aAropuTMOB LWNPPOBAHMA 1N MOABEPXKEHHOCTb aTakaM Tuna «Man-in-the-Middle». 31o
AENaeT ero NCNosib3oBaHWe KpanHe HEHAZEXHbIM B YCNOBUAX COBPEMEHHOM Yrpo3bl.

B 2023 roay nccnepgoBaHme nokasano, uto KasaxcraH nmeer Hau-
6osbluee KONUECTBO Beb-cepBepoB, NOAAEPXKMBAIOLWMUX YCTa-
peBwun npotokon SSL Bepcum 2.0. 3TOT NnpoTtokon, opuumaib-
HO Npu3HaHHbIK ycTapesBwmnmM B 2011 roay, Bcé ewwé ncnonb3yerca
Ha 6onee uem 460 000 ycTpoicTBax NO BCEMY MUPY, 3HAUUTENb-
HaA yacTb KOTOpbIX pacnonoxeHa B KasaxcraHe.

AHanu3 BbISIBUJ, YTO BONBLUMHCTBO YA3BMMbIX YCTPOUCTB B KasaxctaHe npuHaase-
>XUT OZAHOMY M3 OMepaTOpPOB CBA3M B CTPaHe, KOTOPbIM NCMOAb3YyeT YyCTPOUCTBa, NPo-
N3BEeLEHHble KMTaUCKOW KOMMaHuen 1 paboTarolime ¢ ycTapeBwnM Beb-cepBepomM
GoAhead. lns aHann3a ncnonb3oBaHMA NPOToKoia SSLv2 B MHPPaACTPyKType TeNeKoMm-
MYHMKALMOHHbIX ONepaTopoB CTPaHbl UCMOAb30BaANCh AaHHbIE MOVCKOBOW CUCTEMbI
shodan.io.



OCHOBHOW onepaTop, Ha YCTPONCTBaX KOTOPOro 6binn 0BHapyKeHbl YA3BMMOCTY, ABAS-
eTCA KpynHenLm TeneKkoOMMYHMKaLUMOHHBIN onepatop B KasaxcTtaHe, KOTopbin o6cny-
>KMBaET 3HAUNTENBbHYH YacCTb MHTEPHET-MHOPACTPYKTYpbI. pyrne onepatopbl UMeOT
3HAYUTENIbHO MEHbLLYHO LOJHO.

Bbiin obHapy>eHbl yazsumoctn SSL/TLS, Bkatouas DROWN CVE-2016-0800 n apyrue
ya3BMMOCTH, Takne kak CCS (CVE-2014-0224), CRIME (CVE-2012-4929), POODLE (CVE-
2014-3566), SWEET32 (CVE-2016-2183), FREAK (CVE-2015-0204) v ppyrue.

DTN yA3BUMOCTM CBA3aHbl C UCNOAb30BaHMEM C1abbiX WNHPOB M OTCYTCTBMEM MOA-
AEPXKN COBPEMEHHbIX NpoTokosnoB TLS 1.2 n 1.3, a Takxxe oTcytcTBmemM Forward
Secrecy. Takxe 6bina o6Hapy>eHa npobaemMa ¢ NCNoAb30BaHWEM CaMOMOAMMCAHHO-
ro ceptuéukarta ¢ HecoBnagaroLnMm AOMEHHbIM UMEHEM 1 yCTapeBLUUM aaropuTMOM
noanucy MD5, uTo cHuXaeT ypoBeHb He3onacHoCTu.

WHUMOEHT B OOHOWM U3 KOMMAHUIN: KOMIMPOMETALIUA CETHU
N YTPATA JAHHbIX

B aHBape 2024 rosa B OAHON KOMMAHUWN CTONKHYANCb C CEPbE3HBbIM UHLUAEHTOM
MHPOPMaLMOHHOM 6e30nMacHOCTK, NPOAEMOHCTPUPOBABLUNM YA3BUMOCTb OpraHu-
3auUun nepes BHYTPEHHMMU Yrpo3aMn U HeAOCTaTOYHOCTb COBNtOAEHMA CTaHAAPTOB
6e3onacHocTu.

Xo0d amaku: B Havane aHBapsA 2024 roga 310yMbILLNEHHWUK C OAHOro IP-agpeca nony-
YMA AOCTYN K pabouen CTaHUUKN Yepes JOMEHHYHO YYETHYHO 3aMnCb CUCTEMHOTO aZMM-
HucTpaTopa. Kpntrnyeckon ya3sBMMOCTbIO CTan e4UHbIN Naposb ANA AOCTYNa KO BCEM
YCTPOMCTBAM CETW, YTO MO3BOJIUAO 3/I0YMbILLNEHHUKY:

*  aBTOPW30BaTbCA Ha BCeX paboumx CTaHLMAX;

* npoBecT! WndpoBaHNE AaHHbIX;

*  yAanuTb nor-Gainbl, 3aTPyAHNB aHaM3 UHLMAEHTA.

ATaka pa3BurBanacb CTPeMUTENBHO. . B HOUb iHBapA NPON30LLAO MOBTOPHOE MPOHUK-
HOBEHWeE, B pe3y/ibTaTe KOTOPOro BCe JaHHble Oblnn 3awmdpPOBaHbI.

Knrouessble owiubku:

e He 6binn BbINONHEHBI peKOMeHAauUnn no oTkarouyeHnto xocta WIN ot cetu, uto
NpWBeNo K yTpaTe LieHHbIX JaHHbIX 418 aHanun3a;

*  WVcnonb3zoBaHne o4HOro Napons ANs BCEX YCTPOMCTB CETU 3HAUUTEIbHO 0baerum-
N0 paboTy 3/10yMbILINEHHMKA.

Peakyus u nocnedcmeus: cotpyaHukn HKLIVB npoBenv Bbie3gHyto NpoBepKy 1 aHa-
JIN3 CKOMMPOMETUPOBaHHbIX XOCTOB C MpPeAOCTaBNeHNEeM PeKOMeHAaLnin No ycrpa-
HeHuto. OfHaKO K MOMEHTY pearmpoBaHuns YacTb AaHHbIX Oblia yXe yTpayveHa. bbuim
yTpayeHbl Ior-painibl C KPUTUUYECKMN BaXKHOTO XOCTa, YTO CEPbE3HO 3aTPYAHWIO NO-
HOe BOCCTaHOBJIEHME KapTUHbI MHUMAEHTA. [111 BbiABJEHNA BO3MOXHOIO BHYTPEHHErO
yyactua B nHumngeHte Cnyxxbe 6e3onacHOCTM KOMMNaHWM BbI10 MPeAIoXeHO NPOBECTM
cny>kebHoe paccnefoBaHne B OTHOLLEHUW CUCTEMHOIO aMWHUCTPATOPa, YbA YYETHaA
3anuncb NCNoJib30Basach ANA aTaku.



TOT CAyYait NOAYEPKMBAET BaXXHOCTb CTPOroro cobtofeHns pekomeHaaLmi no pea-
TMPOBAHMIO Ha MHLUMAEHTbI MHPOPMaLMOHHOW He30nacHOCTK, a TakxKe HeobxoanMOo-
cTu:

*  VCNO/Nb30BaHUA YHUKA/IbHbIX Napoaen AN KaXKA0N CUCTEMDI;

e OrpaHMyeHus Npas AOCTyna no NPUHLMNY MAHUMaAbHON AOCTaTOYHOCTY;

e OMepaTUBHOIO OTKJILOYEHUS CKOMMPOMETUPOBAHHbIX YCTPOMCTB OT CETW.

NHUMAEHT B AaHHOW KOMMaHUM CTan HarnfAHbIM MPUMEPOM, Kak
BHYTPEHHMe ownbkn n HecobatogeHme 6a3oBbix Nnpasun 6esonac-
HOCTW MOTYT CyLLLeCTBEHHO ycyrybutb nocneactBus kubeparaku.

3TOT KEUC NoAUYEPKUBAET BaXXHOCTb BHEAPEHUA KOMMAEKCHbIX
Mep Mo 3awuTe U YKpenjeHuto MHpopmMaLnoHHoON 6e3onacHOCTH
B OpraHusaumsx.

DDOS-ATAKA HA KA3AXCTAHCKUN UHTEPHET-PECYPC:
2BOMOUNA YTPO3 U ADANTUBHASA 3ALLUTA

B aHBape 2024 roza KasaxctaHCKUIM MHTEPHET-PECYpPC CTas XKEePTBOW CEpPUM BbICOKO-
MHTeHCMBHbIX DDOS-aTtak, KoTopble Noka3anu, HaCKONbKO BbICTPO 3/10yMbILINEHHWKN
MOTyT aanTUPOBaTLCA K YCTAHOB/IEHHbIM 3aWMTHbIM MepaM. VI3HauyanbHO aTakum nNpo-
NCXOAMAW Ha YPOBHSAX L3 (cemesoli) n L4 (mpaHcnopmHeili) v 6biav HaueneHbl Ha nepe-
rPy3Ky CepBEpPHbIX PECYPCOB 3a CYET OFPOMHOIO YMCAa 3anpoCoB, YTO AeslaeT caunT
HeAoCTynHbIM. VIHTepHeT-pecypc 6bin 3awmién ¢ nomoLbio AntiDDoS ot AO «[TC»,
ycrewHo 6J10KMPOBaBLLErO YrpoO3bl 3TUX YPOBHEWN.

[Jlanee 310yMbILLUNEHHWUKM NepeLun K aTakam Ha YpoBHe L7 (yposeHb npusnoxeHud) -
6onee cnoxHomy Tmny DDoS, koTopbIn 3aTpyAHAET paboTy caMOro Be6-npuaoXeHus.
B aHBape 2024 roga ataka Ha L7 Hauanacb B 14:57 1 3a yac BbiBeNa MHTEPHET-pecypc
n3 cTpos, Hanpasue 6osee 120 TbicAY 3anpocoB ¢ 6onee vem 6 Tbicay IP-agpecos,
13 kotopbix okono 2000 nprHaanexann KasaxcraHy.

MNMocne aHann3a NOroB N BbISBNEHWUS XapakTepa aTakv CUCTEMHOMY aAMUHUCTPaToOpy
6blIM faHbl pekoMeHaaLmmn noakntoumntb 3awmty Cloudflare n yctaHosute CAPTCHA
ANS NPOTMBOAENCTBUS aBTOMATU3MPOBAHHbBIM 3anpocam. ITOT UHUWAEHT CTan npu-
MEPOM TOro, Kak KnbepnpecTynHUKN MCMONb3YHOT Pa3HOYPOBHEBbIE MOAXOAbI ANs
BOCTUXKEHMA cBOMX Liener. OH Takxke NoAYEPKMBAET BaXKHOCTb aZjanTMBHbIX MepP 3aLlu-
Tbl, TakKMX Kak koMbuHmnpoBaHune AntiDDoS pelueHnin n MHCTpymeHTOB duabTpaumm
Ha ypPOBHE NPUIOXKEHUN.

[na NpoTUBOCTOSAHMA COBPEMEHHBIM Yrpo3amM UHGOPMaLMOHHOM
6e3o0nacHOCTM opraHu3aLmamMm HeobxoAMMO UCNob30BaTb MHOIO-
C/IOVHBIV NOAXOA K 3aLiMTe, onepaTMBHO pearnpys Ha 3BOJIOLMIO
aTaKyroLWMX CTpaTernm.



B ®EBPAJIE 2024 rOJA B MECCEHOXXEPE BblJ10 OMNMYBJIMKOBAHO
OBbABJIEHME O NMPOJAXE OOCTYNA K UHOOPMALIMOHHOWN
CUCTEME MUHUCTEPCTBA «PET'MCTP MPUKPEMJIEHHOIO
HACEJIEHUA»

B deBpane 2024 roga B MecceHaxepe 6bi1 onybAMKOBaH aHOHC O Mpogaxe JOCTy-
na K MHGOPMaLMOHHOW CUCTEME OAHOrO U3 MUHUCTEPCTB. [locTyn K cncteme nmeeT
TONIbKO MepCOHan, n AN BXOAa UCMONb3yeTcsa AByxbakTOpHas ayTeHTuduKauma, 10rmH
M Naposb, a TakxXe 3NeKTPpoHHasA uudposas nognuce (3LI1). bbiio ycTaHOBAEHO, YTO
HeW3BeCTHOe NNL0 NpeanaraeT AaHHbIA AOCTYN, NPeAOCTaB/sAsA YUeTHbIE AaHHbIE, Takme
KaK N0r1H, napoab 1 LM paboTHMKoB. NHUMAEHT 6bin NnepesaH B NpaBOOXpaHUTE b-
Hble OpraHbl ANS Aa/bHENLIEero pacciesoBaHus.

KOMMPOMETALMUA YYETHbIX 3ANUCEN WHATSAPP: AHAJIN3
N AEAHOHUMU3ALINA

B cepegunHe deBpana 2024 roga AO «[TC» 6bina obHapy>keHa MaccoBasi BPeLOHOCHas
paccbinka no MecceHaxxepy WhatsApp rpaxaaHam Pecny6avkum KasaxcraH, cogepka-
wasa B cebe CCbINKy Ha CTPaHMLLY C ronocoBaHMeM, ¢ ogHoro IP-agpeca.

MOLEHHWKN OTAPaBAsAAM NONb30BaTeNM COObLEeHME C BPEAOHOCHOMW CCbIJIKOW
Ha CTpaHuLly C rosloCcoBaHKeM, Nocae Yero nepeHanpasasam Ha Gopmy BBOAA HOMe-
pa TenedoHa. Kak Ton1bko nosb3oBaTtesib BBOAW HOMep TenedpoHa, MOLIEHHWKWN B aBTO-
MaTMUYeCKOM pexume 3anpaluvBan Koj NOATBEPXKAEHUSA ANS aBTOpPU3aLmMmn Ha odu-
umanbHoM pecypce https://web.whatsapp.com. Nonb3oBatenn Ha cBoeM MOBUABLHOM
YyCTPOMCTBE NOJyYanu yBeOMEHNE O MOATBEPXKAEHUN MPUBA3KM YCTPOMCTBA, MOC/e
HaxkaTunsa nosab3oBatensimun kHornku «Confirm», MOLWEHHWKN NoAyYann JOCTYN K akka-
yHTy Whatsapp.

B xoae aHanuza 6bina BbiaBaeHa cTpaHmua «<SCAM», koTopaa cocTtoana n3 naHenu
ynpasneHus n APl-cepeuca. ®a33unHr API-cepBuca BbisiBUA gupekToputo /docs ¢ onu-
caHVeM MeToA0B cepBuca. B ogHOM 13 MeToA0B 6bina BbiABAEHA KPUTMYECKAs YA3BN-
mocTtb Tna RCE, no3Bonstowasn BHeapATb Npon3BoabHbiv Python-kog (Python Code
Injection), ya3BumMocTu 6611 noaBep>keH MeToa /api/download_logs/. Skcnayataums
3TOM YA3BMMOCTM MO3BOIMAA NMONYYUTb NMPUBUAETMPOBAHHBIN AOCTYN root Ha cepse-
pe. AHann3 CXo4HOro Koza 1 6asbl aHHbIX BbISBUA CMMCOK aAMUHUCTPATOPOB N JaH-
Hble O CKOMMPOMETUPOBAHHbBIX YYETHbIX 3anncax. B obLuen cnoXxHOCTM cogep>kanochb
18 480 3anucein, 13 kotopblx 15 897 yHMKaNbHbIX HOMEPOB NPUHaANEXaNn rpaxaa-
Ham KasaxcTaHa. bbin BbisiBieH IP-agpec cepBepa MOLLEHHMKA, a TakxXe 16 4JOMeHOB,
KOTOpble NCNOAb30BaNNUCh ANA GULLMHIOBBIX aTak.
OmeemHeole delicmeus:
* Vcnonb3ys nonyyeHHble B Xo4e aHanamsa ncxogHoro koga APl-cepBuca naeHTu-
durkaTopbl Nonb3oBaTenen mecceHaxepa Telegram, yaanock yCTaHOBUTb IMYHOCTH
HeKOTOpbIX BAaZebLeB Uan paspabotunkos naHean «SCAM».



Bbigo0bl u pekomeHOayuu:

« 3abnokuposartb IP-agpec cepBepa MOLLEHHMKA M BCE CBSA3aHHbIE AOMEHbI, UCMOJIb-
30BaBLINECH ANS GULLMHIOBBIX aTak.

« OrpaHnuMBaTh U CIEAUTL 3@ CECCUAMM HA APYTUX CBA3aHHbIX YCTPONCTBAX.

®uLKnHroBble aTaky NO-NPEXXHEMY OCTaloTCA aKkTyaslbHOM M onac-
HOW Yrpo30M, NOCKO/IbKY 3/I0YMbILWJIEHHUKN COBEPLUEHCTBYHOT
MeToAbl, Aenan nogaenbHble coobueHus n Beb-canTbl Bce bonee
npaBAoNoA06HbIMM.

Mo3ToMy HEO6X0AMMO 06PATUTL BHUMAHWE Ha MOBbILEHWNE OCBEAOMIEHHOCTI FpaX-
AaH B MHGOPMaLMOHHON 6€30MacHOCTN A5 NPeAOTBPaLLEHMS KOMMPOMEeTaLUK yyeT-
HbIX 3anuncen.

KUBEPATAKA HA KA3AXCTAHCKOIO
TEJIEKOMMYHUKALMUOHHOIO OMNEPATOPA KA3SAXCTAHA:
CNeAbl APT-TPYMMNMUPOBOK B UHOPACTPYKTYPE

C mapta 2024 roga nHdpacTpykTypa O4HOro 13 TeNeKOMMYHMKaLNOHHbIX OnepaTopoB
KazaxctaHa okasanacb nog yrpo30u, CBA3aHHOW C AeATeNbHOCTbI0 APT-rpynnunpoBoK.
C 10 no 16 mapTa cotpygHukm AO «TC» npoBenn Bble3gHOe pacciefoBaHMe.
OcHOBHOW Lenbto 6610 onpeaeneHne cTeneHn NPOHMKHOBEHUA U MAEHTUdUKaLMA
APT-rpynnnpoBoOK, AeUCTBYIOLLNX B MHPPACTPYKTYPE TeNEeKOMMYHUKALIMOHHOTO one-
paTopa.

AHanusz nozoe aHmusupycHozo 10 «/labopamopuu Kacnepckozo» u mexxcemesbix

akpaHoe Check Point sviasun:

*  MHoroumncneHHble GpakTbl KOMNPOMETaLMK XOCTOB;

» OG6palyeHna Ha 3apaxéHHble C2-cepBepbl, UTO YKa3blBaeT Ha ynpaBaeHne nHopa-
CTPYKTYPOW U3BHE;

* Hannune backdoor, octaBneHHbIX 310yMbIWAEHHUKaMW A5 obecneyvyeHns nocTo-
AHHOro AocTtyna.

OcHoeHble 8b1800bl:

e YcrtaHoBneHo, 4to APT-rpynnupoBKa MMena MNOHbIA KOHTPOJIb Haj MHpPaCTpyK-
TYpOW TeNEKOMMYHUKALIMOHHOrO onepaTopa, BKAKYas AOCTYN K KPUTUYECKN BaX-
HbIM CUCTEMAM.

+ Komnpometauus TenekoMMyHUKaLMOHHOW MHGPACTPYKTYpbl BANAET Ha be3onac-
HOCTb CBfA3M, AaHHble NO/Ib30BaTENEN U JOCTYMHOCTb YCAYT.

Ansa muHumusayuu ywepba u Helimpanusayuu yepo3el npedioxKeHbl

cedyroujue waau:

» [poBeaeHve TOTasbHOW NPOBEPKN BCEX XOCTOB U CETEBbIX YCTPOMUCTB Ha Hainume
BPeAOHOCHbIX KOMMOHEHTOB.

* YctpaHeHue obHapyxeHHbIX backdoor 1 n3meHeHne kntouen foctyna.

*  YcuneHune MOHUTOPUHTa Tpaduka C MCNONb30BAHNEM CPEACTB aHaAn3a NoBeAeHNS
N paHHero obHapy>eHuns aTak.



NHUMAEHT NoAgYepKHY BaXKHOCTb CO34aHNSA MHOTOYPOBHEBOMW CUCTEMBI 3aLLMThbI Tene-

KOMMYHWKaLMOHHOM MHGPaCTPYKTYpbI.

Ocoboe sHumaHue 0o/1kHO 6bimb yoeseHo:

e O6yuyeHUto nepcoHana BbISBAEHUIO U pearnpoBaHMIO Ha NMOAO3PUTE/IbHbIE Aeli-
CTBUS.

* BHeapeHMVIO COBpEMEHHbIX peLLeHWIA ANA NPeAOTBPALLEHNS CIOXKHbIX aTak, Takux
Kak NoBeAeHYeCKMIM aHaan3 N CUCTEMbI pearnpoBaHmns Ha NHUMAeHTbl (SOAR).

e OpraHusauunm peryaspHbIx ayaMToB 6€30MacHOCTM.

[JaHHbIA MHUMAEHT CTan OAHUM M3 CaMbiX TPEBOXHbIX 3@ roj, NojyepKnBas yrposbl
HaLMOoHanbHOro macwraba, ceasaHHble ¢ APT-rpynnuposkamun. OH TpebyeT oT rocy-
AapcTBa 1 b13Heca nepecmMoTpa NOAXOA0B K 3aLLuTe KPUTUYECKN BaXKHOM MHPpPaCTPyK-
Typbl, UTOObI NPeAOTBPaTUTL NOAOOHbIE CLeHapuK B ByayLuem.

YTEYKA JAHHbIX ZAIMER.KZ: KOMMPOMETALMA NEPCOHAJIBHOM
MHPOPMALUK OBYX MUJTTTMOHOB NPAXXOAH PK

B mapte 2024 roga npousowwna oAHa U3 KPYMHEULWNX yTeyek NepcoHanbHbIX AaH-
Hbix B KazaxctaHe. B oTkpbITOM foCTyne B MecceHakepe Telegram nosBuancb gamribl
6a3 gaHHbIX MUKpoduHaHcoBon opraHmzaumm TOO MPO «Pobokal.k3» (Zaimer.kz).
[JaHHas yTeuka npow3soLuna Ha naathpopme Robo.finance.

B uenom obHapy>xxeHo 6onee 36 MAH. aHHbIX KIMEHTOB MUKPOPUHAHCOBBIX OpraHmn3a-
unn (P® — 23,6 MAH. (zaimer.ru — 16.8 MaH., adengi.ru — 6.8 MaiH.); DuannnuHbl — 5 MAH.
(digido.ph); BbeTHam — 2 MAH. (vietloan.vn)). 3Tn faHHble coaep>Kann KOHPUAeHUnanb-
HYHO MHPOPMALMIO NOYTU ABYX MUANMOHOB Ka3axCTaHLEeB, BK/IOYaA NepCcoHalbHble
cBefeHMA. 5 MapTa 310yMbILAEHHNKM ONyBANKOBaAN MacCKBbI, 3aTPOHYBLUME JaHHble
1947 022 rpaxaaH PK. IHbopmauma Bkatovana vyHbIe faHHble KAVEeHTOB Zaimer.
kz, uTO AEenaeT MHUMAEHT KPUTUYECKM 3HAYMMbIM B YCIOBMAX BO3PACTAOLLMX PUCKOB
bVHaHCOBOro MOLLEHHNYECTBA.

Mocne BbiaBneHns yteukn AO «HaumoHanbHble MHGOPMAaLNOHHbIE TEXHONOTUW» Bblan
HanpasneHbl PUSH-yBegomMneHnsa yepe3 mobunbHoe npunoxeHne eGov Mobile n SMS
yepes eAuHbIA KOHTaKT-UeHTp «1414». YBegomneHus nonyumnm 1 945 271 yeno-
BEK, YTO MO3BOANIO MUHUMWU3MPOBATb BO3MOXHbIN yuiepb. OgHako 1 695 rpaxaaH
PK, oTcyTcTBYOWMX B 6a3e MOBU/IBbHBIX FpaxkaaH, oCTaancb 6e3 yBeoMAeHUN.

Ypoku uHyudeHma:

»  [laHHbIN CyyYan NoAYEPKMBAET HEOBXOAMMOCTb CTPOroro cobAeHNs CTaHAapPTOB
MHPOPMaLNOHHON He3onacHOCTK, 0COBEHHO B GMHAHCOBOM CEKTOpPE, TAe yTeu-
Ka J@aHHbIX MOXEeT NPUBECTU K 3HAYNTENbHbIM PenyTaLMOHHbIM U MaTepuasbHbIM
noTepsam.

« bbicTpas peakums rocyapCcTBEHHbIX CTPYKTYp MO3BOMAA NPeaynpeanTb rpaxsaH
O BO3MOXHbIX PUCKaX, OAHAKO MHLMAEHT NoKa3as BaXXHOCTb MOJHOro oxBaTa npu
3anoJIHEHNW TpaXAaHCKnx 6as.

e YTeuka faHHbIX NOBbIIAET BEPOATHOCTb LieIEBbIX aTak, TakmxX Kak GULLNHT, COLM-
afbHas MHXeHepus nan GUHaHCOBOE MOLLUEHHWYECTBO, UYTO TpebyeT ycuneHus
MHPOPMMPOBAHHOCTM MOAb30BaTeNelr 0 6a30BbIX Mepax KnbeprurmeHsi.



NHunaeHT ¢ Zaimer.kz ctan TpeBOXHbIM CUrHanioOM ans 6usHeca M rocypapcrsa.
OH nogyepkHyN HEOHBXOAMMOCTb BHEAPEHNA MHOFOYPOBHEBBIX CUCTEM 3aLLUThI, @ TaK-
€ MOBbILEHNS OTBETCTBEHHOCTN OpraHn3aumMii 3a COXPaHHOCTb MEPCOHANbHbIX AaH-
HbIX. N5 rpaXkaaH 3TOT MHUMAEHT - HaNMOMWHaHWe O BaXXHOCTW undpoBon 6esonac-
HOCTW 1 BHMMATENIbHOIO OTHOLUEHWS K CBOUM JaHHbIM B OHNAMH-MPOCTPaHCTBE.

HA ®OPYME «BREACHFORUMS» BbIFABJIEH NMOCT O MNMPOOAXE
BA3bl JAHHbLIX C NMEPCOHAJIbHbIMXA OAHHbLIMU KJTUEHTOB
POCCUNCKON MEOANLIMHCKOW JTABOPATOPUU «TEMOTECT»

AO «ITC» Ha popyme «Breachforums» BbisBneH noct ot 1 maa 2022 roga, onybanko-
BaHHbIV Nosib3oBaTeneM nog ncesgoHnmom «300rur», o npogaxe b/l ¢ nepcoHanbHbI-
MW AaHHBIMWN KIMEHTOB POCCUNCKOWN MeAMLIMHCKOM abopaTtopum «[emoTecT». YTeuka
copep>kana 30 493 068 cTpok. B ykazaHHOM cnncke Takxe cogep>kanacb KOHOUAeH-
umnanbHas nHdopmaums rpaxgaH PK, kotopble Nosb3oBannch ycayramm MeanLMHCKOM
nabopatopuu, coctosias n3 5272 ctpok. Takxe Ha popyme «Breachforums» nosb3o-
BaTesieM MNoJ NceBAOHMMOM «jtr» bbina onybavkosaHa b/l, kotopas cogepxxana 554
MJIH. 3aKa30B KJIMEHTOB MeANLMHCKOW nabopatopun «femoTecT». YTeuka BKAOYana
®UO, roa poxaeHua, gaty opopmIeHNsa 1 COCTaB 3akasa.

OBHAPYXEHA HEKOPPEKTHA4 PABOTA BUOMETPUU
KA3AXCTAHCKOIo MOBUJIbHOIO MNMPUJTOXXEHUA

B mae 2024 rosga noctynmuno obpalleHne o NpoBeAeHNN HEeCaHKLMOHMPOBAHHbIX TPaH-
3aKLMM C aKKayHTa kameHTa. B xoae paccnesoBaHus 66110 yCTaHOBAEHO, UTO NPU CMe-
He JOBEepeHHOro HoMepa ceccus No nposepke BMomeTpun Bbina OTKPbLITOW. B 3TOM
CBA3N CMEHa HoMepa npoucxoaut 6e3 ayteHTudumKaunum GuomeTpum, 4YtTo co3gaer
NpPeAnoCbINKN A1 HENMPaBOMEPHOTO 3aBNajeHNA 4OCTYNOM B akKayHT. [laHHbIA NHLW-
AEHT He OTHOCKTCA K KnbepbesonacHoCTu.

OmeemHele delicmeus:

B onepatnuBHOM nopsgke paspabotunkaMm MOBUABHOIO NPUAOXKEHUS Bblia OTKKO-
YeHa BO3MOXHOCTb MPoBepkM bruometpum.

SMB C NYB/IMYHO JOCTYNHbIMUA ®AUNAMU, COOEPKALLUMMU
KOH®UOEHUWATIbHBIE JAHHbIE

B mae 2024 roga Cnyx6o0u KZ-CERT B xoze nccnegoBaHuns ceTeBbix NPOTOKon0B SMB
(port 445) pna ypaneHHoro goctyna K davinam v ceteBbiM pecypcam B Ka3axcTaHCKOM
cerMmeHTe VIHTepHeTa 6bin 0bHapy>eH IP-agpec, npuHaaaexallnini KOMNaHuK, 3aHu-
MatoLLenCa COAenCTBMEM COLIMAbHO-3KOHOMMYECKOMY Pa3BUTUIO ropoga ¢ nybany-
HO AOCTYMHbIMU darinamu, Coaep>KallMn KOHPUAEHLMaNbHbIe AaHHble C NpaBaMu
Ha 3anunchb.

B xoge aHanm3a BbIIBAEHO, YTO Ha JaHHOM IP-agpece ncnosib3lyeTtca ya3BrMan Bepcus
Samba 4.6.2, noaBep>KeHHasA KPUTUYECKUM YA3BUMOCTAM. ITU YA3BUMOCTM NO3BONSAOT
yAANEeHHO BbIMNONHATL KOA M NOAyYaThb AOCTYMN K CEpPBEPY, UTO HeceT 3a coboun pa3nny-
Hbleé BO3MOXHbIE PUCKM U YTpo3bl MHGOPMaLMOHHOM 6e30MacHOCTH.



AHanu3 coZep>KMMOro CETEBOIO XPaHWAMLLA MOKa3a, YTO B HEM XpaHATCA dalibl
M Nanku, cofep>kaline YyBCTBUTENbHbIE AaHHble, BKAKOUYaa KOHbUrypauumm cucrem,
YUYEeTHbIe JaHHble A8 AOCTYNa, CXEMbl U YUEPTEXM CMYTHUKOBBIX CBA3EN W pa3nyHble
KOHPUAeHUManbHble JaHHble. Hannume He3awmieHHbIX SSH-katouer n KoHdmaeHUmM-
aNbHbIX Naposieil B painax yCTpoMCTBa MOXKET MO3BOJINTb 3/I0YMbILLIEHHNUKAM MOTEH-
LMaNbHO MPOHUKHYTb B CUCTEMY YMpPaBAEHUSA, BbIMOAHATb BPEAOHOCHbIE AeUCTBUA
M B Aa/ibHENLLIEeM 3aKPENnUTbCS B CUCTEME.

B ceTeBOM xpaHuanile cogep>anvcb dGarabl, Nankuy, cBs3aHHble C aBTOMATU3NPO-
BaHHOWN CUCTEMOM KOMMEPUYECKOTO YUYETa INEKTPOIHEPIMM, YIPaBIEHNS IHEPreTKM
M BOAOCHAOXeHUsA OAHOro M3 rOpOAOB CTPaHbl, cepTudukaTtbl 1 apyrue MO.

KOMIMNPOMETAUUA UHOPACTPYKTYPbl MUHUCTEPCTBA:
YTEYKA YYETHbIX OAHHbIX YEPE3 ATAKY HA OOMEH
KOHTPOJIJ1EP B UIOHE

12 vtoHa 2024 roga Ha OZHOM M3 KJHOUEBbLIX XOCTOB MUHUCTEPCTBa Hblna 3adpukcu-
poBaHa aKTMBHOCTb 3/10YMbILL/IEHHMKOB, YKa3blBatoLLasA Ha CNOXHYH KnbepaTtaky.
KnroueBble acnekTbl MHLUAEHTA:

TexHuka amaku:

* Vcnonb3oBaHue yTnanTbl vssadmin.exe Ana CO3AaHNA TEHEBbIX KOMUA ANCKa;

« [Joctyn k 6a3e gaHHbix SAM (Security Account Manager), 4TO fano 3/10yMblLUNEH-
HWKaM BO3MOXHOCTb N3BJIeUb YUeTHbIE JaHHbIE;

« Komnpometaums yueTHbIx 3anncein, BKAKOYAA afMUHUCTPATUBHbIE, C JIOMEHA KOH-
Tposnepa.

lMocnedcmeus:

+ [oTeHuManbHbIM MNOAHbBIV KOHTPOJb Haj CETEBON MHPACTPYKTYPOW;

e Bo3MOXHbBIV fOCTYyN K KOHOUAEHLMANBHON Nepenuncke, YyBCTBUTENbHBIM AaHHbIM;

* Yrpo3sa yteuek, CNOCOOHbIX MOBANATL Ha penyTaLmio 1 6e30nacHOCTb roCcyAapcCTBa;

«  KomnpomeTauusa y4yeTHbIX AaHHbIX Ha YPOBHE AOMEHa KOHTpoOAJepa - OAHa
N3 CaMbIX Cepbe3HbIX Yrpo3 Ans 060N opraHm3aLmm.

Omo no3eo/sisem 3/10yMbIWIeHHUKAM:

e MonyunTb AOCTYN K KPUTUYECKM BaXKHbIM AAHHbIM;

e YcTaHaBAMBaTb AOMONHUTE/NbHbIE BPEAOHOCHbIE YTUAUTLI N 0becneynBaTtb 4OATO-
CPOYHOE NPUCYTCTBUE B MHPPACTPYKTYPE;

e ToaMeHATb AN YHUUTOXAaTb AaHHble, HAHOCSA YLLepb penyTaumm opraHn3auun.

+ [ocne obHapyxeHMa NHUNAEHTa BbiNn peanv3oBaHbl ClefytoLLme waru:

* HewmeasneHHOe OTKNOUEHME CKOMMNPOMETUPOBAHHOIO XOCTa OT CeTw;

+ [poBeseHWe aHann3a 1 OUNCTKM YUETHbIX 3anucen JOMeHa, BKIoYasa CMeHy napo-
nev;

e MOHUTOPUHI akTMBHOCTN Yepe3 SIEM-cuctembl ans BbiABAEHUSA 1 BNIOKMPOBKMN
AOMNOIHUTENBHBIX YTPO3.

AaHHeslIl uHYyUdeHmM noduyepkusaem HeobxodUMOCcMb 8HeOpeHuUs cedyruux Mep:

* MHorogakTtopHasa ayteHTUdUKaumna (MFA);

* OrpaHunyeHne macliTaboB ataku 3a CUYET M30AALMN KAHOUEBDIX Y310B (CeeMeHma-
yus cemu);



« Co3gaHve npaBu, 610KNPYHOLLMX NOAO3PUTENbHBIE AEUCTBUA C CUCTEMHBIMU YTU-
AMTaMu, TaKMMUM Kak vssadmin.exe;

e [peBeHTMBHasA npoBepka (pezysapHele aydumsl 6e3onacHocmu) KoHGUrypaumm
JOMEH KOHTPONINEPOB U YUETHbIX JaHHbIX.

3TOT MHUUAEHT CTan TPEBOXKHbIM CUTHA/IOM ANA BCeX rocypap-
CTBEHHbIX OpraHoB. B ycnoBusax ycuneHusa kunbepinvoHaxa
N LeneBbIX aTak Ha KPUTUYECKU BaxkHble yupexxaeHus, KasaxcraHy
HeobXxoANMbI MHBECTULUN B YKpenieHne MHpopmMaLoHHoN 6e3-
onacHocTu, obyyeHune nepcoHasna, MoAepHM3aUna NHPpPaCTPyKTy-
pbl 1 BHEAPEHWE NepesoBbIX CUCTEM 3aLLUThI.

WHUUOEHT B HEGTAHOW KOMIMAHUW: KOMIMPOMETALIUA YEPE3
YA3BUMOCTb WDIGEST

B ntone 2024 ropa nHbpacTpyktypa og4HON HEPTAHOM KOMMAHUN OKaszanacb Nnoj

yrpo3ou 13-3a 3adprKCMpoOBaHHOrO n3MeHeHusa napametrpoB WDigest Ha HECKONbKMX

XOCTax. 9TO U3MEHEHME NO3BOASET ONEPaLMOHHON CMCTEME XPaHUTb NapoaKn B Namsa-

TN B OTKPbLITOM BUAE, YTO OTKPbIBAET 3/10yMbILLUNEHHNKAM AOCTYM K KPUTUYECKM BaXK-

HbIM pecypcam KOMMaHuw.

OnacHocmu u nocsedcmeusa UHyudeHma:

* XpaHeHue y4eTHbIX AaHHbIX B He3alwndpoBaHHOM BUe MO3BONSAET 3/10yMblLUNEH-
HWKaM 1erko M3BeKaTb X A4 NOCaeAyroLW X aTak.

« BO3MOXHOCTM Ans nepemMeLLeHms No CeTH, 3ckanalmm NpPUBUAErUA N KOMNPOMe-
TauMm AONONHUTENbHbBIX CUCTEM.

* ATtaka Ha Takue kato4YeBble 06BbeKTbI, Kak Ha AaHHY HEPTAHYHO KOMMNaHWIO, MOXET
NPWBECTU K 3HAUNTENbHBIM SKOHOMUYECKUM U IHEPTreTUYECKUM PUCKaM.

BpesoHocHas akTMBHOCTb OBHapy>xeHa ¢ IP-agpeca, knaccupumumnpoBaHHOro Kak

MCTOYHUK Mmalware (no daHHeIM VirusTotal). Ha ckoMnpoMeTMpoOBaHHOM XOCTE BbISIB-

NeHbl noptbl 443, 500, 80 1 1337, uTO yKa3biBaeT Ha BO3MOXHOCTb 3KCMJyaTauum ans

yAaneHHOro AocTyna Uan KOMaHAHO-KOHTPOJIbHOM CBA3W.

OmeemHsle delicmaus:

e 3OkcnepTbl OLLMB npoBenn getanbHbll aHann3 aptedakToB 415 ONpeseneHns Mac-
wraba ywepba.

«  CKOMMNpPOMETUPOBaHHbIE XOCTbl N30MPOBaHbI A/ NPeAOTBPaLLEHUS JaNbHeNLLe-
ro pacnpocTpaHeHns yrpossbi.

* BHeceHbl n3meHeHusa B napameTtpbl WDigest 1 noBbiweHne ypoBHS 6e30nacHOCTH
YYETHbIX AaHHbIX.

Cnyyalt ¢ jaHHOW HePTAHOM KOMMNaHWEN AEMOHCTPUPYET HEOBXOANMOCTb CTPOroro

KOHTPOASA 3a NapamMeTpamun KOHOUrypaumm cuctem, ocCobeHHO B OpraHm3aumnax Kpu-

TUYECKOU MHPPACTPYKTYpbI.

PexkomeHOayuu:

« Ortkntouatb yctapesLumve GyHKUMK, Takme kak WDigest, eciv OHM He MCMOoNb3YHOTCA.



*  Vcnonb3oBaTb MOHUTOPUHI Ha YPOBHE XOCTOB U CETU AN BbICTPOro BbIIBAEHMWS
NOZAO3PUTENbHbBIX U3MEHEHU.

« PerynspHo npoBepsTb XypHasbl COObITUIA AN BbIABNEHNS aKTUBHOCTW, CBA3AaHHOW
C BpesoHOCHbIM [10.

CBoeBpeMeHHOe pearmpoBaHMe Ha NOAO3puTeNbHble CObbITUS,
KaK B JaHHOM C/yuvae, ABASETCA KAOUEeBbIM AN MUHUMU3ALLUK
ywep6ba 1 3awmTbl KPUTUUECKU BaXKHbIX AaHHbIX.

YTEYKA OAHHbIX CTYOQEHTOB U ABUTYPUEHTOB YHUBEPCUTETA

B nrone 2024 roga B mecceHaxepe Telegram 6bina onybankoBaHa 6a3a gaHHbIX CTy-
AEHTOB 1 abutypmneHToB ofHOro n3 KasaxcraHckmx BY3oB. [laHHble 6bian onybamko-
BaHbl MOJ/Ib30BaTe/IEM C 31€KTPOHHOW MOYThl. Takxke nMenachb CCblka Ha KaHan, rae
npogaBanvch apyrve 6asbl gaHHbIx Ka3axcTaHa, BKIOYas faHHble KOMMNaHWM.

OBHAPYXEHO BHYTPEHHEE CKAHWPOBAHWE CETHU
B KASAXCTAHCKOMN KOMMNAHUU

5 aBrycta 2024 r. u3 OUWMBb noctynuna nHpopmaums ob atake Ha NoABEAOMCTBEH-
HYHO OpraHu3auuno OAHOWN M3 KPYMHbIX KOMMNaHWKW. bbino 3adrKkcMpoBaHO BHYTpeHHee
CKaHMpPOBaHWeE MOPTOB, 3/10YMbILLNEHHVKA UCMONb30BaAN Beb-LLennbl AN yaaneH-
HOro ynpaBieHNA CKOMMNPOMETUPOBAHHON CUCTEMOW. bbinn HanaeHbl yTUANUTLI ANA
BHYTPEHHEro CKaHMpPOBaHMA CeTU U 3aPUKCMPOBaHa akTUBHOCTb MO CKaHUPOBAHMIO
ceTn. B xxypHane Beb-cepBepa nginx 6biam BbIABAEHbI NOMbITKA 3arpy3ku Beb-wwenna
C NoOMoLLbIO PyHKLMM eval(), UTo yKa3biBaeT Ha NOMbITKY BbIMOJHEHWSA MPOU3BOJIbHO-
ro Koja Ha cepsepe.

YTEYKA NEPCOHAJIbHbIX OAHHbIX

Cnyx60i KZ-CERT 6bina nonyyeHa nHpopmaums o nybamkaumm B asrycre 2024 roga
Ha ogHoM Telegram-kaHase nocta ¢ 6a301 JaHHbIX CUCTeMbl KOTopas, No MHpopMa-
UMM agMUHUCTPATOPa KaHana, aktyanbHa Ha anpenb 2024 roga. baza gaHHbIx coaep-
Xana IMYHYI0 N naeHTUGUKaLMOoHHY0 nHdopMaLumio Ha aeten ot 2019 go 2024 roga
POXAEHWA, 3aperncTpMpoBaHHbIX B cucteMe. Kpome nepcoHanbHbIX AaHHbIX Ha AeTen,
ABAAOLWMXCA rpaxgaHamn PK, nmeroTca 3anncu Ha AeTen, MMeoLMX rpaxkjaHCTBO
Poccun, YkpanHsbl, Y3bekunctaHa un apyrux rocygapcts CHI.

YTEYKA NEPCOHAJIbHbIX OAHHbIX KJIIMEHTOB MOBUJIbHOIO
OlNEPATOPA

JNletom 2024 ropa Ha Telegram-kaHane 6bina pa3mMeleHa 6a3a faHHbIX C MHOPMa-
umen o 1115 knaneHTax MmobumabHoro onepartopa us KasaxcraHa. bbiiv ckomnpomeTu-
poBaHbl Takne AaHHble, kak PO, IVH, pata poxaeHus, agpec NpoXxmnBaHma 1 Tene-
¢bOHHbIE HOMepa.



YA3BUMOCTb B MJIAT®OPME ZIMBRA: OBHAPYXEHWE
U PEATMPOBAHUE

B ceHTabpe 2024 roga B xoAe pa3BeAkn Ha OCHOBE OTKPbITbIX AaHHbIX Oblna BbiBE-
Ha yrpo3a B nnatpopme Zimbra - nonynapHou cucteme ana KOpPNopaTMBHOWN dneK-
TPOHHOW NOYTbI U COBMECTHOW paboTbl. Yepe3 nomckosyto cuctemy shodan.io 66110
obHapy>xeHo 105 nnatdpopm Zimbra, n3 kotopbix 7 aBaatotca kameHtamum ELUAN. S1um
CUCTeMbl OKa3a/NCb NOABEPXKeHbl KpUTNYeckon yassmumoctn CVE-2024-45519.

Zimbra - 310 KOMMNeKcHas niatGopma, KoTopas BKAKOUAET cepBepbl NouThl, LDAP ans
ayTeHTMdMKaumm n MTA ana MapLupyT1saunm coobLLeHniA, UTo AenaeT e€ npuBaeKa-
TENIbHOW LeNbto ANd atak. Ya3sumMocTb CVE-2024-45519 moxeT ObiTb MCNONb30BaHa
AN KOMNPOMETaLMN CEPBEPOB M NMOJNYYEHNS HECAHKLIMOHNPOBAHHOMO AOCTyMa K KOp-
NOpPaTUBHbBIM AAHHbIM.

Bbiio onybavkoBaHoO npeaynpexaeHne ana nosb3osartener Zimbra HemeaneHHO
OB6HOBUTb CUCTEMbI A/1A YCTPaHeHUs ya3BMMOCTU. B xoae aHanmsa 6b10 npoBeje-
HO M3BJeYeHne AaHHbIX Yepe3 shodan.io, UToO MO3BOANNIO CBOEBPEMEHHO BbISBUTH
nogBep>KeHHble cucTembl B KasaxcTaHe.

PexomeHOayuu u 8bi800bI:

« OnepatnBHOe 06HOBAEHWE NaaTdopMbl Zimbra ansa 3aWnTbl OT YA3BUMOCTW.

+ [lpuMeHeHne MHCTPYMEHTOB, Taknx kak Shodan, ans cBoeBpemMeHHOro obHapy-
>KEHWA NOABEPKEHHbIX CUCTEM, YTO MOMOraeT NpeAynpeanTb BOSMOXHbIE aTaky.

e AKTMBHO B3aMMOZENCTBOBAaTb C OpraHmMsaumamMm, ncnonb3yrowmmmn Zimbra, ans
CBOEBPEMEHHOTO MHPOPMMNPOBAHUSA U MUHMMMU3ALNN PUCKOB.

ﬂaHHbe/’I MHUMNAEHT NoagvepKnBaeT 3HAUYMMOCTb ﬂpoaKTMBHOIZ 6e3-
OoNnacHOCTU U NCNOJIb30BaHUA OTKPbITbIX AaHHbIX ANA 6b|CTpOI’O
pearnpoBaHuAa Ha nNoTeHunasibHble€ yrpo3bl.

WHUMOEHT C BPEQOHOCHOW PACCbIJIKOU

B ceHTabpe 2024 rosa 3admkcmpoBaHa BPeAOHOCHasA paccbliika C OAHOMO 31EKTPOH-
HOro ajpeca, YTo CBMAETENbCTBOBANO O KOMMNPOMETaLMN YYETHbIX AaHHbIX APYroro
NMOYTOBOrO cepBepa.

MNepBoHayanbHoe nogkntoveHne kK SMTP-cepBepy ncxoauno ¢ IP-agpeca (adpecHoe
npocmpaHcmeo Huzepuu) ¢ ncnosb3oaHnem npotokona ESMTP. Moayums goctyn
K YY4ETHbIM AaHHbIM, aTakyHOLLUA NCNOAb30BaA UX ANS OTNPaBKN BPEAOHOCHbLIX MUCEM
yepes cepBep, NpuUHaanexaw it Annapaty akmma obnactu.

AKTMBHOCTb UCXOAMWNA C CEPBEpPaA, YTO NOATBEPXKAAET UCMONb30BaHNE NErMTUMHOM
NHPPACTPYKTYpPbl A/18 BPEAOHOCHbIX AENCTBUN.



MHUWUAOEHT B MUHUCTEPCTBE: LIEJIEHAMNPABJIEHHAA BPYT®OPC-
ATAKA

B ceHTabpe 2024 roga 6bina nonyyeHa nHdopMauma o6 atake Ha CEPBEPHBIN LLEHTP
rocyAapcTBeHHbIx opraHos (CLO).

B xoae aHanu3a noros 6bln BbISIBAEHbI MOMbITKM HECAHKLMOHNPOBAHHOIO BXOAa
yepe3 SSH ¢ ncnonb3oBaHveM nepebopa yUYeTHbIX JaHHbIX 418 NOAb30BaTesNen root,
postgres n admin. MHOXeCTBEHHbI€ HeyAauHble MOMbITKWU aBTopu3aLnmn GUKCMpo-
Ba/NCb Yepe3 MOAY/Ib pam_unix, YTO NOATBEPAMNO aKT LiesieHanpaBaeHHOW aTaku.
ObHapy>xeHa aHOMaslbHast akTMBHOCTb U3 CETU OAHOIO M3 MUHWCTEPCTB, NPEeANoo-
XKUTENbHO M3-3a 3apaXK€HHOro 1OKaNbHOroO XOCTa 3a MapLUPyTU3aTOPOM.

OmeemHele delicmeus:

e B MWHUCTEpCTBO HanpaB/ieHbl peKoOMeHAaLMnN MO BbIABAEHUIO 3apPa>Ke€HHOro
YCTPOWCTBA M YCTPAHEHUIO YA3BUMOCTEMN.

« [NpeanoxeHbl AENCTBUA NO NOKANN3ALMM 3apPaXKEHHOTO XOCTa U YCUNEHUIO 3aLLm-
Tbl ceTeBOoM MHbpacTpykTypbl CLIMO.

Bbi6o0dbl u pekomeHdayuu:

« Hactpoutb orpaHnyeHmns Ha goctyn k SSH yepes 6enbiin cnucok IP-agpecos, a Tak-
>Xe BHeApUTb AByXxbakTopHYHO ayTeHTudumnKaumo.

e [poBecTM MOHUTOPWHT CeTeBOro Tpaduka ANA BbIIBJEHNA NOAO3PUTENBHOW aKTUB-
HOCTW, 0COBEHHO Ha YPOBHE MapLLPYTN3aTOPOB M NOKaNbHbIX XOCTOB.

«  Y6eantbCs B aKTyaNbHOCTU MOAYNEN ayTeHTUdMKaLMM U CUCTEMbI MOHUTOPMHTA.

« [lpoBecT ckaHMpOBaHME BCEWN IOKANbHOW CETU AN OOHaPY>XEHUSA U U30NALUN
CKOMMPOMETMPOBAHHbIX YCTPOWMCTB.

BpyTdopc-aTakm ocTaroTcs akTyasbHOM Yyrpo3on Ansa rocyaap-
CTBEHHbIX YUPeXAeHNN, 0CO6EHHO NPU OTCYTCTBUM XKECTKUX orpa-
HUUYEHUI Ha AOCTYN K KPUTUUECKMM CUCTEMaM.

CBOEBpEMEHHaﬂ VI,D,eHTVI(I)I/IKaU,VIFl MCTOYHUKaA YIrpo3bl U JTOKaJIN-
3auma 3apa>keHnda noMorarot MMHUMMN3INPOBATb PUCKN ANA BCEW

NHPPaCTPYKTYPbI.

OBHAPYXEHO OBbABJIEHUE O MNMPOAOAXE AOCTYNA K KMUC
HA HEO®UUUANBHON MJIAT®GOPME HEYCTAHOBJIEHHbIMU
JIMLUAMU

MocpeacTBOM MecceHaxepa Telegram HeycTaHOBAEHHOE IMLLO 3@ GMHAHCOBOE BO3Ha-
rpaxkaeHve npeanarano JOCTyn K MeANLNHCKON MHGOPMaLMOHHON cucTeme. [JaHHbIn
WNHUWAEHT nepeaH B NpaBOOXPaHUTE/IbHbIE OpraHbl A/1A AaNbHENLEro COBMECTHOrO
paccnesoBaHus.



OBHAPYXEHA BPEOOHOCHA4A AKTUBHOCTb B OOQHOM
N3 BAHKOB

Ha apxvBHbIX cepBepax oA4HOM GUHAHCOBOM OpraHmn3aLLMm NOCPEACTBOM aHTUBMPYC-
Horo MO Kacnepckuii 6bi1 0B6HapyXeH BPeAOHOCHbIV NMPoLece, cBsizaHHbIA ¢ BMO
Cobalt Strike. HKLMB 3anpoLueHbl gaHHble samna O3Y n obpasbl 418 UCCaefoBaHMA.

YTEYKA MEPCOHAJIbHbIX OAHHbIX NOMNb3OBATEJIEX TWIN

B Hos6pe 2024 rosa B OTKPLITOM AOCTYNe NosBUAach 6a3a faHHbIX, CoAep>Kallas and-
Hyto MHbopmauumto nonbzosatener TWin, naatGopmbl ANA CTaBOK M a3apTHbIX Urp.
B 6a3e npucyTcTBytoT e-mail kopnopaTMBHOWM NOUTbI KJIMEHTOB, CBA3aHHbIX C gov.kz,
UTO NpeAacTaBafeT 0cobyro yrpo3y Ans 6€30MacHOCTM rocyAapCTBEHHbIX OPraHoB.

MHUUOEHT B MUHUCTEPCTBE: ATAKA BOTHETA PHORPIEX
N YA3BUMOCTb UHOPACTPYKTYPbI

OceHbto 2024 roga aHanutukm Cnyx6bl KZ-CERT 3adurkcmpoBanu BCNieck akTMBHO-
ctn 60THeTa Phorpiex ¢ ncnonssosaHnem Power Bl. lonoaHutenbHo ¢ nomolubto EDR-
cucTeMbl 66110 BbifiBAEHO BpeAaoHOCcHoe 10, KoTopoe NCnoib30Basio CaesytoLme nyTu
419 aBTO3anycka U NOCTOAHHOrO NPUCYTCTBUA:

*  %windir%\winrecsv.exe

«  %userprofile%\winrecsv.exe.

BOTHeT akTMBHO pacnpoCTpaHAACs Ha Apyrue YCTPOWUCTBA B CETU Yepe3 CbeMHbIE HOCU-
TEAN W CceTeBble Nanku, 4EMOHCTPUPYS HU3KUIN YPOBEHb 3aLunTbl MHPPACTPYKTYPbI.
BpeaoHocHble dainibl ¢ paclumpeHmnem .exe (Hanpumep, OTBET14.10.exe), pa3mella-
NNCb Ha pabounx cTonax Nonb3oBaTenem, YUTobbl CKPbITb UX BPEAOHOCHbBIV XapakTep.
MoaaenbHble Garibl MOrAN BbITb NCMOAb30BaHbI AN GULLMHIOBBIX aTak.

B xoae Bble3ga MOBMABHOW Fpynmbl B MUHUCTEPCTBO ObINIO YCTAHOBEHO, UTO B BEOM-
CTBe OTCYTCTBYeT COTPYAHWK, OTBEYatoLwmii 3a MHPOPMaLIMOHHYHO 6e30MacHOCTb, a Tak-
e ncreyeHuve gorosopa ¢ OLVB, a »MeHHO 3aBepLUeHne cpoka AeACTBUSA JOroBopa
OCTaBW/IO KPUTUYECKM BaXKHble CUCTEMbI He3 Haa/iexallen 3awmnThbl.

Bbigodbl u pekomeHOayuu:

¢ YCTaHOBWTb 1 peryasapHO OOHOBAATL peLleHns A9 OOHapy>XXeHWsa 1 npeaoTspaLle-
HWA BPeAOHOCHOWN aKTMBHOCTW, Takme Kak coBpemeHHble EDR u IDS/IPS-cucremel.

«  OrpaHnymTb JOCTYN K BHELLHWUM YCTPOWCTBAM N HACTPOUTb MOHUTOPWUHT aKTUBHO-
CTV B CEeTeBbIX narikax.

* HesameanutenbHo BblAeNNTb CNeumnanncTa Ana ynpasaenusa Vb, skitovas o6HOB-
NleHvie ,0roBopoB € NPOPUAbHBIMWU OpraHn3aLUAMN.

+ [lpoBoanTb perynspHble TPEHWHIY NO KnbeprurmeHe, 0CO6eHHO B OTHOLLEHWUM pac-
NMO3HaBaHWA MOAAENbHbIX JOKYMEHTOB W COLIMAaNbHON NHXEHEPWUN.



V|HLI,I/IA€HT AEMOHCTPUPYET, KaK He40CTaTOYHOE€ BHUMAHWNE K Opra-
HU3aUNOHHbIM N TEXHNYECKNM acneKTaM 6e3onacHOCTN MoXXeT
npuBeCTU K 3HAYUTEJIbHBbIM PUCKaM ANnA KPUTUYECKU Ba>KHbIX
CUCTeM.

d¢PekTUBHOE ynpaBneHune, akTyaNbHble Mepbl 3aWuTbl 1 0byue-
HUe COTPYAHMKOB - KJIFOUEBbIE 3/1eMeHTbl YCTOMUMBOW 3aLLUTDI
oT Knbeparak.

YTEYKA NEPCOHAJIbHbIX OAHHbIX KJTIMEHTOB BAHKA

B Hoabpe 2024 roga Ha Telegram-kaHane 6bina onybavkoBaHa 6a3a faHHbIX, Mpeano-
NOXUTENbHO NpuHagiexallas KasaxctaHckomy baHKy, rae cogepxxanmcb nepcoHanb-
Hble AaHHble rpaxaaH PK, skatouasa NNH, PO n Homepa TenepoHoB.

YTEYKA MNMEPCOHAJIbHbIX OAHHbBIX: LWMUWOHCKOE
NO OT KUTAMCKOM KOMIMAHUMU

B yTeuke aaHHbIX 06cyxaaeTcs WwnmoHckoe MO, pa3paboTaHHOE KUTACKOM KOMMaHM-
ey, KOTOPOE MCNOIb30BaNOCh A/1A KMOepLUNMOHaXa B OTHOLLEHMM COTOBbIX OnepaTo-
poB KazaxcraHa. /3 yctpoictBa cobmpanacb nHdopmaLms, BKAKOUAs XypHabl BbI3O-
BOB, AaHHble GPS n megmnadannbl.

KOMMPOMETAUUA YNPABJIEHUA LED SKPAHA, CBA3AHHAA
C NOOAMEHOW ®JIATA

B Hosbpe 2024 roga noctynuna nHGopmaLms o BO3MOXHOM UHUnaeHTe Vb, cBA3aH-
HOM ¢ nogmeHon ¢nara. boina cdopmmpoBaHa MobuabHasa rpynna 414 onepaTMBHOro
Bble3/a Ha MeCTO MHUMAeHTa. B pamkax gaHHOro nHunaeHTa nHdopmarms bbina nepe-
faHa B YNOJIHOMOYEHHbIE OpraHbl A1 NPOBEAEHMA AasbHeNLero paccaefoBaHms.

YTEYKA NMEPCOHAJIbHbIX OAHHbIX B « CUPEHA-TPEBEJ1»

HaumoHanbHon Cnyxx6on KZ-CERT 13 OTKPbITbIX MCTOYHMKOB B Aekabpe 2024 roga
nosnyyeHa MHPopmauma 06 yTeuke AaHHbIX POCCUNCKON KOMMNaHun «CnupeHa-Tpesen».
YTeuka 3aTparnBaeT 1 NepcoHasbHble AaHHble Ka3axCTaHCKNX rpaXaaH, KOTopble No/b-
30Ba/NNCb YC/yramuy 3TON KOMMaHWW.

lMosHebili 06vem ymeyuku ek/iouaem 08a KpynHelx HAbopa OaHHbIX:

e «TICK_PHONE_sample» — copep>xut Bcero 3 413 726 207 3anucel, BKIHOYAROLLUX
HOoMepa TenedOHOB, 31EeKTPOHHbIE MOYTbI, CBA3aHHblIE C BPOHMpPOBaHMEM aBMa-
6unetoB. B 6a3e gaHHbIx cogep>xatcs gaHHble ¢ 18 aHBapsa 2007 roga no 10 ceH-
TA6pAa 2023 roaa.



o «TICK_INFO» — cogep>xut BCcero 664 651 063 3anucu, Bkatoyarowme nHdopma-
LU0 O peiicax (HoMepa percoB, MapLpyTbl), aBMaKOMMaHMAX, Tapudax, CTOUMOCTH
6uneToB, a TakXKe NepcoHalbHble AaHHble MNacCcaxmnpoB. B 6ase saHHbIX cogepkaT-
ca faHHble ¢ 24 despans 2007 roga no 9 ceHtabps 2023 roga.

B ytekwen 6a3ze B panne «TICK_INFO_sample» Haxoanamcb AaHHble aBMakoMMNaHum
KasaxcTtaHa. B 6a3e gaHHbIX OTCYTCTBOBA/IO MOJe, yKa3biBatoLLlee Ha TOYHOE rpaXkaaH-
CTBO naccaxwupa. B aton cBasn no coptmposke ctonbua CODE_CUR, onpeaenstouiero
BaMtoTy cTpaHbl «KZT» n «K3T», obHapyxeHo 10 039 cTpok faHHbIX, MOTEHLMaNbHO
npuHaanexalumx rpaxgaHam KasaxcraHa.

YTEYKA NEPCOHAJIbHbIX JAHHbIX B MUHUCTEPCTBE

B pexkabpe 2024 roga B Telegram-kaHane n Ha naatdopme «X» pacnpoCTPaHANOCh
cooblLUeHne cneayrolero cogepxaHuns: «1ecaTkn TbiCAY AOKYMEHTOB, Mpe3eHTaunn
N APYrux BHYTPEHHUX MaTepuanoB MUHUCTEPCTBa C MPUKPENIeHHbIMU CCblIKaMu
Ha MHTepHeT-pecypcbl».

CornacHo TekyLUM JaHHbIM dalnbl, cogepxkalime MHGopMaLmMIo, MOSABUANCH B OTKPbI-
TOM J,0CTyne, MOr/In 6biTb 3arpy>KeHbl 1 MPOCMOTPEHbI NH06bIM NOJIb30BaTE/IEM.

BbisBNeHHas yTeuka 3aTparvBaeT 3HaunTeIbHbIM 06BEM AaHHbIX. [peanonaraercs, 4To
cnuntble dainbl HbIIM HAMEPEHHO OrpaHMyeHbl. He NCKNKOUYEHO, YTO 3/10YMbILLIEHHUKN
pacrnonararoT JOMOJHUTENbHBIMW AaHHbBIMW, KOTOPbIE He Bblv BKAOUEHbI B My6mKa-
unto. ECTb BO3MOXHOCTb, UTO YaCTb AaHHbIX Oblna yAaneHa C Leabto UCKNHOYEHUA KPU-
TUYEeCKor MHPOPMaLMK, CBA3aHHOW C MPOHWKHOBEHNEM B MHOPACTPYKTYPY.

OpfHakKo cpeAn OCTaBLUNXCS AaHHbIX MPUCYTCTBYET KOHOUAEHLUMaNbHas MHHopMaL s,
KOTOpas BK/OYAET NapOaN K BHYTPEHHUM cepBMCcaM, ckaHbl nacnopToB (535 sk3em-
Nn/spoe, Npo8epka Ha yHUKA1bHOCMb He Npo8oo0UIACk), LOKYMEHTbI C MepCOHaAbHbIMU
AAHHBIMU COTPYAHUKOB MUHUCTEPCTBA, €ro NOABEAOMCTBEHHbIX OPraHn3aLmi 1 rocten
(®UN0O), pabouue u MobusbHele menegoHsl, IMH, donxkHocmu, noumosgele adpeca), Npo-
eKTbl JOKYMEHTOB (N/IaHbI, KGpMel, CxeMbl, cnpasku u m. 0.), Cny>kebHyro nepenmncky
N APYTyt0 BHYTPEHHIOK JOKYMEHTaL M.

Heobxoanmo ob6patnTb BHUMaHWeE, YTO Cpean HUX MPUCYTCTBYHOT e-mail kopnopaTtune-
HOW MOYTbI KIMEHTOB, OTHOCALLMECHA K €AMHOM NAaTGOpPMe MHTEPHET-PEeCYpPCOB rocy-
AAPCTBEHHbIX OpraHoB (gov.kz), IBAN pekBu3UTbI rpaxkaaH, ropoackme u MobunbHble
Homepa TenedOHOB, CKaHbl MaCNOPTOB, YAOCTOBEPEHUI TNYHOCTH.



MHUMOEHT C BPEAOHOCHDbIM MO TOFSEE: PACCJIENOBAHUE
B MY3EE

Bbina 3adnkcMpoBaHa BpejoOHOCHas akTUBHOCTb Ha paboyen ctaHumm ¢ IP-agpecom.
AHanu3 nokasan, 4to cucteMa 3apaxeHa 6oTHeToM Tofsee - MOAyNbHBIM BpesoHOC-
HbIM 1O, KOTOPOe MCMoAb3YeTCA AN PACChIIKN CMama, HO TakXke CMOCOBHO BbIMOJ-
HATb U ApYyrne BpeAOHOCHbIe 3aAauu, BKAOYas 3arpy3Ky AONOAHUTENbHbBIX MOAYEN.

OcHoBHOW NpuHUMN paboTbl Tofsee — 310 co3aaHne CO6CTBEHHOW KOMWUK B MNan-
ke: %USER%\<rnd>.exe, pernctpauns aBtosanycka B peectpe: Software\Microsoft\
Windows\CurrentVersion\Run MSConfig=%USER%\<rnd>.exe, nHbekLm1s B npoLecc
svchost.exe 1 yctaHoBKa coeamHeHus ¢ cepepoM C2, OTKyAa 3arpy>aroTcs Moayan
ANA AaNbHENLWNX AeUCTBUI. [ KOMMYHMKaLmMm ¢ 60TMacTepOM MCMONb3YeTCA YHU-
KasbHbIA 128-6aMTOBbIN KAHOY LWNDPOBaHMSA, UTO AesaeT paclumdpoBKy AaHHbIX 6e3
KJIt0Ya HEBO3MOXKHOW.

MNocne obHapy>xeHVA BPeAOHOCHOW aKTMBHOCTU OblN0 HanpaB/eHO yBeAOMJIEHNE
OTBETCTBEHHOMY 3a MHPOPMaLMOHHYO 6e30MacHOCTb My3esi C peKOMeHAaLUaAMuU
MO YCTPaHEHWIO YIpO3bl: CO34aHMe CUCTEMHOro obpasa 1 nokanm3aLms 3apakEHHOro
ycTpouctBa. OTBETCTBEHHbIV COTPYAHUK NPOBEN CKaHWPOBaHWE CUCTEMbI C MOMOLLbHO
Dr.Web, uto npuseno k npekpateHunto aktmBHoctn. OgHako, BMecTo bonee rnyboko-
ro aHanau3a 6blIv NPeANnPUHATEI MUHUMa/bHbIE AEACTBUS.

Knrouesbie 8bi800bl U pucku - HECMOTPA Ha NpeKkpalleHne akTUBHOCTW, OTCYTCTBME
CUCTEMHOTO aHann3a 1 GOPEH3MKN OCTaBAAET BEPOATHOCTb CKPbITOrO MPUCYTCTBUA
yrpo3bl. TEXHUYECKNIN NepCoHan orpaHnumnca 6a3oBbIMM MEPaMU, UTHOPUPYS PUCKH,
CBfi3aHHble C MOAybHOW Npupogoi Tofsee. 3apaxkeHne MOrno NPUBECTU K AaNbHEN-
LeMy pacnpocTpaHeHunto BpesoHOCHOro MO n yTeuke faHHbIX.

PexkomeHOayuu:

* [ocne BbiABNeHMA BpesoHOCHOro MO BaXHO co3gaBaTb 0b6pasbl cucTeM Ans
nocnegytowien oOpeH3nkK, a He OrpaHNUMBATLCS aHTUBUPYCHON NPOBEPKOM.

*  Vcnonb3osatb IDS/IPS 1 MOHUTOPUHT aKTUBHOCTY B peecTpe Aas nNpefoTBpalle-
HWA aBTO3anycka BPeAOHOCHbIX MPOrpamMmm.

NHumaeHT ¢ Tofsee noguépknBaet BaXKHOCTb KOMIMIEKCHOrO Noaxoaa
K pearmpoBaHUIO Ha yrpo3bl MHGOPMaLMOHHOM 6e30MacHOCTN.

OrpaHuuyeHre Mep TOJIbKO CKaHMPOBaAHUEM MOXET NpuBecTn K 6onee
rnybokumM nocieacTBuAmM B byayuiem.



KOMMNPOMETALMA YYETHbIX 3AMUCEN TELEGRAM

Ha paHHbIA MOMEHT U3BECTHbI C/leaylowme MeToAbl NoayyYeHus
AOCTyNna K yYeTHOM 3anucu nosib3oBatenen Telegram:

1. CoyuanvHasA uH>xeHepus

Hantn B nHTepHeTe HoMep TenedpoHa, K KOTOpOMy mMpmBA3aH Baw Telegram
(ecnu He 8blkAOYEeHA PyHKYUA onpedesneHUs No HOMepy mesnegoHa), He CNOX-
HO. 3/I0YMbIL/IEHHWKY OCTaeTc MposaBUTb GaHTas3uMIo 1 3anoayyYnTb KOA AOCTyna
B Telegram, KOTOpbIN NOMOXET eMy BOUTU B aKKayHT.

Cnocob6 e83/710Ma yepe3 20/10C08YH0 NOYMY OCHOBAH Ha MOJYYEHUN KOAa BXOZAa
B Telegram c ueneBoro TenedpoHa C MCNONb30BaAHMEM PA3INUHbBIX MHCTPYMEHTOB.
Xakepbl NCMOb30BaNN 3TO, UTOObI MONYUNTb AOCTYN K JOXKHOCTHLIM Anuam KOXHOWM
AMEpPVIKM 1 CKOMMPOMETUPOBaTb KOHOUAEHLMANBbHYI0 MHPOPMALMIO, COAEPKaLLYHO
KOPPYNLMOHHbIE CKaHAaNbI.

Cnocob «3anpoca ckpuHWomMa» Tak)ke OCHOBaH Ha MoJlyYeHnn Koza BXOAa B CUCTe-
My, OTMPaB/JIEHHOrO Ha LiesieBoe YCTPOUCTBO. BMeCTo Mcnonb3oBaHWs CNOXHOro Npo-
rpaMMHOro obecneyeHusa ans oTnpaBkmn GecymMmHbix SMS-coobuweHnn ¢ Lenbto cbos
CUCTEMbI Ha AOCTaTOYHOe BpeMs, YTobbl Telegram oTnpaBua KOA BXoZa Ha rosI0COBYHO
MOUYTY, 3/I0YMbILWAEHHWK NPOCTO MPOCUT CKPUHLLOT.

MpocTol METOA COLManbHOM MHXEHEPUW A/ KPaXKy aKKayHTa: A0CTaTOYHO MPOCTO
co3AaTb KJIOH y4emHouU 3anucu ¢ 00HoU omiu4Hou bykeol, CHabanTb ee yKpajeH-
HbIM KOHTEHTOM 1 doTorpadusmu. Mocne 3Toro MoLLeHHVKaM ByaeT ropasgo serye
obMaHbIBaTb ayAUTOPUIO KaHana 1 CMMCOK KOHTAaKTOB CBOEN XXePTBbI, MPOCUTL nepe-
VTV MO GULLIMHIOBBIM CCbIIKaM WAV OTAPABAATb AeHbI .

2. Ueneeas amaka, ucnose3oeaHue winuoHckozo N0

Co3zaHbl cnewumanbHblie NporpaMMsbl A4 B3oMa. B gapkHeTe MOXHO HanTu npuaoxe-
HWs ana B3nomMa Telegram, KOTopble MOXET KynuTb Nt060MN Nosb3oBaTeb. Takme Npo-
rpaMMbl PacnpoOCTPaHATCA Yepe3 GULLMHIOBbLIE CCbIIKA UAWN MOJ BUAOM AOKYMEH-
TOB (C pacwupeHvem doc, exe, pdf, xIsx, pptx), KapTMHOK, BUAEO, ayAno (FONOCOBbIX)
n nepecblnaemMblx GaNoB AN NCMONb30BAHWUSA LLMUOHCKMX NPOrPaMm.

3. HenezaneHble npunoxeHus, kioHsl Telegram

HeodwvunanbHble NpuaoxeHns - 3To noaaenbHble Bepcun Telegram, paspabotaHHble
TPETBUMU NINLLAMW. Mcnonb3oBaHue noaaenbHbIX KJIOHOB I'IplAJ'IO)KeHI/II‘/’I ANA yCTaHOB-
Ky BpepoHocHoro MO — 370 cTtapas cTpaTtervsa B3/OMa, 40 CUMX MNOp NpuMeHsaemMas
KI/I6epI'IpeCTyFIHI/IKaMI/I no BCeEMYy MUpPY. 2K NPUNOXKEHNA-KNOHbI M3BECTHbI KaK Bpe-
AOHOCHbIE.



4. 3apaxkeHus ycmpolicme (comosbili mesegoH, NnepcoHaIbHbIU KOMNbLIHO-
mep, Hoym6yk)

BONbLWMHCTBO 3apaXXeHnr YCTPOMUCTB HaUMHAeTCA C YCTaHOBKM BPELOHOCHOro

MO, cKkpbITOro BHYyTpW 6€306MAHOr0 NPUAOXEHNUS. DTO NOAALENbHOE MPUIOXKEHNE

MOXEeT 3aTeM OTCAeXMBaTb Bce BxoasAwme dannbl B Telegram. Kak npumep, 60abLUmH-

CTBO I'IplA.ﬂO)KGHI/IIZ, CKa4aHHble C Torrent, MOTYT NMeTb YCTaHOBNEHHbIE MPOrpamMmbl

ANnAa CneXKu, Takme Kak KEVIJ’IOFFEP.

5. lNepexeam koda noOmeepxO0eHus Yepe3 onepamopa cesasu
Takxe BO3MOXEH MepexBaT yepes yCTponcTBo SS7, KOTOPOE MCMONb3YeTCs B Heno-
cpeacTBeHHOW 6m30cTy, B TakoM cnyyae CMC gaxe He NoCTynuT Ha TenedoH.

LLlupoko npakmukosasnuce 8 mekyusem 200y

*  OUWKHroBbIe CCbINKWN C NPeaIoXeHNeM NOAAPOYHON MOAMMUCKN: MOLLEHHWKM pac-
CblNatoT COOBLLEHMA C aKKayHTOB Apy3eK, Npeanaras noayyntb 6ecnaaTHyro noa-
nncky Ha Telegram Premium. Monb3oBaTtenv nepexoanav no oGpopmMAEHHOM CCbi-
Ke, BBOAWAN CBOW AaHHble Ha NOAJENbHOM CalTe, MOC/ae Yero 3/10yMblLUAEHHUKN
nosyyanun AOCTYN K akKayHTY.

+  OQanbwmBble CTpaHuUubl Bxoda B Telegram, rage nosb3oBaTtenu, He Nojo3peBas
HW O YeMm, BBOAWAN CBOW yYeTHble JaHHble, KOTOpble 3aTeM MCMO/b30BaaNCh ANA
HeCaHKLMOHNPOBAHHOTO JOCTyMNa K akKayHTaM.

« [loaaenbHble MHTEPHET-PeCcypChbl, FAe Npesnarasocb NPOroaocoBaTb, Tpebys BBe-
CTV INYHbIE AaHHbIe UV aBTOpM30BaTbCs Yepes Telegram, 4TO NPMBOANIO K KOM-
npomeTaLmm akkayHTa.

+ KonupoBaHue nnyHoro yata «V3bpaHHoe»: co3gaetca NoAAeNbHbIA pa3gen
«/36paHHOe» B akKayHTe MO/Ab30BaTeNa B OXMAAHWM, KOraa TOT 4o6aBuT Tyaa
BaXkKHYHO MHGOPMaLMto, YTobbl 3aTeM er0 BOCMO/Ib30BaThbCA.

« [lonyuyeHue aybamkatoB SIM-KapT xepTB, NnepexBaTbiBas OAHOPA30Bble KOAbI
n3 SMS, ncnonbsyemble Ana Bxoga B Telegram, 4To NO3BOAANO MM MOAYUYUTb AOCTYN
K akKayHTaMm.

OmeemHeolie delicmeus

Ecnn B3floManun akkayHT, CPOYHO 3aKpouTe BCE JINLIHMNE CeCcCUm
AOCTYyrNa K akKayHTy, BKJHOUMTE U CMeHUTe 06J1auHbI Napoib,
coobLuTe BallMM KOHTaKTaM O B3/JiIoMe JIH06bIMU AOCTYMHbIMMU
cnocobamu.

BbigoOdbl u pekomeHOayuu

e [Ana 3aWwmnTbl OT NOAOOHBIX Yrpo3 pekoMeHAyeTcs cobatoaaTb OCTOPOXHOCTb MPK
nepexoje Mo CCblikaM, He BBOAUTb JIMUHbIE JaHHblE Ha NOAO3PUTENbHBIX MHTEP-
HeT-pecypcax, UCNob30BaTh ABYXDakTOPHYH ayTeHTUdMKALMIO 1 yCTaHaBAUBATb
CNOXHblE NapoNWn.

« [loackaska napons 4oaxHa ObiTb MOHATHA TONbLKO BaM.

«  PekomeHgyeTcs pazgenstb Npodunmn, NnpesHasHayeHHble 4 Pa3IvUHbIX Lenen.
OduumansHoe NpUoXKeHNE NOAAEPKMNBAET A0 TPEX aKKayHTOB.

e BkstounTte 06nayHbIV Napoab B HaCTpoMkax 6e30nacHOCTM.
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3. Kuéeprurunena

U 3ALLMUTA NOJIb3OBATENEMN,
coBeTbl HO 2025



Yrpo3bl HpopMaumoHHoM 6e3onacHocTm B 2025 rosy cTaHyT BCE 60/1ee U3OLWPEHHBIMW U Haue-
NEHHbIMK, UTO MOAYEPKMNBAET KPUTUUECKYHO BaXKHOCTb KnbeprurmeHbl. OCcBe4OMIEHHOCTb O COBpe-
MEHHbIX CXeMaX MOLUEHHWKOB 1 6a30Bble 3HaHWA O 3alnTe MHPopMaLuuK - 3anor 6ezonacHoOCTK
KaK A1 OpraHn3auunn, Tak n AN UHAMBUAYaNbHbIX MONb30BaTENEN.

OpfHOW 13 aKTyanbHbIX Yrpo3 CTanu aundenk-ataki, B KOTOPbIX 3/I0YMbILLIEHHWUKN UCMONb3YHOT
HEeMPOHHbIe CeTN ANA UMUTALMN FON0Ca KEPTBDI.

quHapu[i makux amak eKJsiroyaem cneayfomue amanei:

STtan OnwucaHue

MOLLEHHMKM M3yYatoT MybANYHbIe aKKayHTbI
Momck >kepTebi B COLMabHbIX CeTax, cobupas ayano- nim
BUAeOMaTepmasbl C FON0COM XXePTBbI.

AyanosopoxKa ANUTENbHOCTbIO BCETO A0 3 MUHYT
Co3paHuMe CMHTEeTUUECKOro rosioca .
MO3BOAAET CMHXPOHM3MPOBATb FOI0C Yepe3 HeMpoCeTH.

3n0ymbiwneHHkN Yepes SIM-Box apeHaytoT KkasaxcraH-
Perucrpauus nogaenbHoOro akkayHTa
CKune HoMepa Ans peructpaummn akkayHtos B WhatsApp.

Co3zaHHbIN roN0C NCNOob3yeTCs AN MAaCCOBOW PacChIIKM

. COOOLLeHMI Cpesmn KOHTaKTOB XepTBbl. Hanpumep,

Paccbinika ayanocoobueHmin
3/10YMBbILNEHHUKM MOTYT MPOCUTb GDUHAHCOBYH MOMOLLb

nan AennTbCca Ba>KHOM I/IHq)OpMaLI,I/IeI‘/JI OT UMEHMWN XXEepPTBbI.

Sma cxema nodkpenﬂ,qemm (f)ULUUHZOGbIMU CColIKamu.

Cpedu pacnpocmpaHéHHbIX cyeHapues:

« MoleHHMKM OTNPaBAArOT coobLleHMe C NPOCbHOI «MPOrosocoBaTh 3a pebéHka Koanern»,
npeasaras NPOWTK MO CCblaKe, AKOObI BeAyLLel Ha CTPaHWLYy ro10COBaHMA.

« [ocne nepexosa Nonb3oBaTento NpeAsaratoT aBTOPM30BaTbCA Yepe3 akKayHT B MeCCeHXKe-
pax WhatsApp nan Telegram gna noarBepxaeHusa. Ha camom gene peanvsyetca ataka tmna
«4yenosek nocepeanHe» (MITM), rae 310yMbILlNEHHMK NepexBaThiBaeT CeCCUIO NMOJb30BaTeNA.

B pesynsmame oHu mo2ym:

e MonyunTtb HENPaBOMEPHbIN AOCTYMN K YUETHOW 3amnmncy XepTBbl U HayaTb PacCblaKy coobLie-
HUIM OT €€ NMEHWN.

* Wcnonb3oBaTb paHee creHepnpoOBaHHble ayAM03anucn Ans ycuneHns obMaHa cpeim KOHTaKToB.

Cogemeol 019 3aujumel om makux amak:

« CkpblBaviTe INMYHYIO MHPOPMaLMIO B COLMabHbIX CeTAX. HacTporTe NprMBaTHOCTb akKayHTOB,
4TObbI TONBKO APY3bA MOV BUAETb Balln NybAMKaumn, a Takxke ctapantecb He NybankoBaTb
rofI0COBblE MW BUAEO3aNUCK 6e3 HeEOOXOANMOCTU.

» byabTe BHMMaTenbHbI K NOA03pUTENbHBIM cO0bLWweHmAM. Ecnm coobuyeHne ot 6a1M3Koro veno-
BeKa KaXeTcs HeOObIYHbIM UAN CPOYHBIM, CBAXMUTECH C HUM APYrMM CnocoboM Ans noj-
TBEPXAEHMA, @ TaKKe HUKOrAa He BBOAWUTE NINYHbIE JaHHble HA COMHUTE/bHbIX MHTEPHET-pe-
cypcax.



*  Wcnonb3yite aBYyxdakTOpPHYO ayTeHTUdMKaLuio, 3To fJo6aBAseT AOMNOAHUTENbHBIA YPOBEHb
3alLMTbl A9 BalLMX aKKayHTOB.

« Cnepute 3a yBegomneHnsMr 6€30MacHOCTN, MHOTME MeCCeHAXepPbl YBEAOMIAIOT O MOMbITKE
aBTOpM3aLMM C HOBOIO YCTPOMCTBA.

lMouemy kubepauzueHa kpumuydecku ea>kHa e 2025 200y?

CoBpeMeHHble CXeMbl BKJIFOUAROT CIOXKHbIE KOM-
CnoXKHocTb aTtak HBUHaLMKN COLMaNbHON MHXKEHEPUW U TEXHONIO-
T, Takne Kak Helipocetv u MITM-ataku.

B 6onblUMHCTBE CyyaeB KOHEYHOW Liebo CTaHo-
Bektop Ha nonb3oBartens BWTCS UesIOBEK, a He TexXHMKa. DTO TpebyeT NoBbI-
LLUEeHNA YPOBHSA rpaMOTHOCTM B Bonpocax Vb

CKOMMPOMETMPOBaHHas yUYeTHas 3anm1cb MOXeT HaHe-
CTV ywepb penyTaumnm, oCO6EHHO ecv 310YMbILLNEH-
CoxpaHeHwue penyTtauuu

HMKW pacrnpoCTPaHsAOT BPeLOHOCHbIE CCbIIKWA UM MPO-

BOAAT q)VIHaHCOBbIe MaxXnHaunn OT UMEHW XepPTBbl.

CoBpeMeHHbIE LMPPOBbIE TEXHOSTOMMU
COENanM HALLY XW3Hb NPOoLLe,

HO BMeCTe C 3TUM OTKPbIIM HOBbIE NYTU
O MOLUEHHUKOB U KN6epaTak.

YTO6bI 30LWNTUTL Ce64 1 CBOU OOHHbIE,
BAXKHO PA3BUBATbL KN6EPTrUTrMEHY -
NPWBbLIYKK, KOTOPbIE O6ECNEYMBAIOT BALLY
6e30MNACHOCTb B LMGpPOBOM MUpe.



HauHunTe ¢ HacTpoirkn KOHGUAEHLMANIbHOCTM Ha BalUMX aKKayHTax
B COLMa/IbHbIX CETAX.

OTKpbITble NPOGMAN — 3TO NOAAPOK A/ 3/10YMbILLIEHHNKOB, KOTOPbIE MOTYT
MCMo/ib30BaTb BallW JaHHble ANA CO34aHNA GULLMHIOBLIX aTak WUan Aaxe
KpaXkvt IMYHOCTW.

Y6eanTech, UTO TONIbKO AOBEPEHHbIE NFOAM UMELOT AOCTYM K BaluMM ny6an-
Kaumam, dotorpadunam n nHdopmaumm o mecte paboTbl.

He nybankynte faHHble, KOTOPble MOTYT ObITb MCMONb30BaHbl MPOTUB BaC,
BK/IFOYaA NNYHbIE KOHTaKTbl AN GUHAHCOBYHO MHOOPMALIUIO.

C KaXkabIM rog0M MecCeHAYKePbl CTAHOBATCA [NAaBHOM LLe/IbIO XaKepoB.

Bkntoumnte yBesOMAEHNS O BXOAE C HOBOFO YCTPOMCTBA, YTOObI 3HaTh, eC/IN
KTO-TO MbITAeTCA NPOHMKHYTb B Balll akKayHT.

He 3abbiBaniTe 0 pe3epBHOM KOMUPOBAHUM BaXHbIX 4aToOB B 061aKo,
HO ZienanTe 3TO TOIbKO C MOMOLLbIO 6E30MacHbIX CEPBMCOB.

ByabTe OCTOPOXHBI, eC/IM HE3HAaKOMEL, OTMPaBAseT BaM coobLieHMe.
MpoBepbTe NPOdW/Ib U He OTKPbIBANTE MOA03PUTE/IbHBIE BNOXKEHUS.

BHumaTtenbHO I/I3y‘-IaIZTe CCbJIKU, Npe>kae yem nepexoantb no HAM.

OcobeHHO 3TO KacaeTcs 3NeKTPOHHbIX MUCEM N COODLLEHNI OT HEN3BECT-
HbIX OTNpaBUTENEN.

MpocTol COBET: HaBeANTE KypCOp Ha CCblIKY, YTOObI yBUAETb €€ peanbHbli
aapec. Ecav oH BbIrIAANT NOA03PUTENBHO, HE MepexouTe Mo Hemy, a Mpo-
BepbTe ero yepes cepsuchl, Takme kak VirusTotal.

®duwmrHroBble NMCbMa MOTYT BbIMAAETb MakCMMaJbHO NpaBAonoAo06-
HO: IOroTMMbl KOMMaHWUN, opuLMaibHble Ha3BaHUsA, JaXke NoAAe/NbHble
NOAMNUCU U3BECTHbIX NHOAEN.

Ho vx uenb - ykpacTb Balum faHHble. [pu3Hakn GULIKMHIa BKAKOYAKOT rpam-
MaTnyeckmne onbBKM, HaCTONYMBbIE MPOCLObI OTMPaBUTL AaHHbIE AW NPOK-
TV No ccblake. Ecav Bbl noayumam Takoe NMcbMo, He CreLnTe oTBeyatb.

MNpoBepbTe oTNpaBuTENs Yepe3 OPULMaIbHBIN MHTEPHET-PECYPC KOMMaHMN.

Bawwmn YCTpOI‘/’ICTBa — 3TO BOPOTa KO BCEM BallUM LI,I/ICI)pOBbIM AaHHbIM.

PerynspHo o6HOBAAKTE OMNepaLnOHHY CUCTEMY U NMPUNOXEHNSA U NPUMe-
HANTe OBHOBNEHNS 6e30MacHOCTY.

YcraHoBuTe aHTUBMpPYCHOE MO AN MOHUTOPUHIA NOAO3PUTENBHON aKTUB-
HOCTW.

MprMeHANTE CIOXHbIE NAapPOAN NN BUOMETPUIO, YTODbI HUKTO He MOT MOoJy-
UYNTb AOCTYN K BaLUMM JaHHbIM B C/ly4ae yTepun yCTPOMUCTBa.



ﬂ,eTVI YaCTO CTAHOBATCA NErKON MULLEHbIO Ana KM6epI'IpeCTyI'IHVIKOB.

Ncnonb3ynte GyHKLMN POAUTENBCKOTO KOHTPOAS, YTODObI OrpaHnunTb
AOCTYN K HEXEeNaTebHOMY KOHTEHTY.

MpoBoanTe beceabl C AETBMU N YUUTE UX KPUTUYECKM OTHOCUTLCS K TOMY,
YTO OHW BUAAT B UHTEPHETE.

YTepsa AaHHbIX U3-3a BUPYCOB WUAN OWINOOK CUCTEMbI MOXKET CTaTb
KaTactpodom.

PerynsapHo genaite pesepBHble KOMuK B obnake UM Ha BHELUHEM HOCK-
Tene.

[ns BCcex akkayHTOB MUCMONb3yWNTe YHUKaNbHbIE COXKHbIE MapoW.

Ecam nx cno>XXHO 3aMOMHWTL, BOCMOJIb3yNTECh MEHEKepaMy Napoen.

Mopkntounte aByxdakTopHyro ayteHTUPUMKauuto (2FA) Tam, rae ato
BO3MOXXHO.

[laxke ecnv 310yMbILUNEHHWK Y3HAEeT Balll Maposib, eMy ByAeT CoXHee Nnoy-
YMTb ZOCTYN 6e3 BTOPOro YpoBHS 3awWwuThl, 6yab TO ko4 13 SMS nan npuno-
XeHue-ayTeHTudumKaTop.

PerynsapHo npoBepsiTe BbINMCKU NO 6aHKOBCKMM KapTam.

He3sHaunTenbHble CyMMbl, CNMCaHHble 6e3 Ballero BejoMa, MOTyT ObiTb
TECTOBbIMM TPaH3aKL MMM MOLLIEHHWKOB.

Mpv NOABMBLUMXCA MNOAO3PEHUAX HEMEAIEHHO HNOKUPYWTEe KapTy U CBA-
XXUTECb C BAaHKOM.

B 2025 rogy 3awuTa nonb3oBaTenen ot yrpo3 MHPOPMALMOHHOM
6e30MACHOCTU TPpebyeT KOMMJIEKCHOro Noaxoaa, BKAo4as TeEXHU-
yeckune Mepbl, Takue Kak aHTusmpycobl, VPN u cuctemol punstpa-
LMK, A TAKXKE NOBbILLEHNE OCBEQOMITIEHHOCTU U O6yYeHume.

Ba>XHO MOMHUTb, UTO CAMbIMU YS3BMMbIMU IIEMEHTAMU B CUCTEME
6€30MNACHOCTMN OCTAKOTCS NIOAU, MOSTOMY PErynspHble TPEHUHIU
N KN6epy4vYeHUs CTAHOBATCS HEO6XOAMMbIMU AJ1s1 CO300HUS KYNb-
Typbl NUHPOPMALMOHHOM 6E30MNACHOCTU B OPraHM3ALUSX U cpeau
nonb3oBaTenen.
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Cpenum knioueBbix TpeHaoB 2024
road BblIOenstoTCS U3MEeHeHuUs

B TEXHOJSIOrMYECKMX NPeanoyYTeHUsX:
PACTET CMPOC HA PeLLUeHnd, KOTopble
NO3BOMSAOT ONEPATUBHO BbISIBMATH
YA3BUMOCTU N YKPEMNATb 3ALLMATY.

Hanpumep, cuctembl aHannsa ceteBoro Tpapuka, mexce-
TeBble 3KpaHbl HOBOTO MOKOJEHWUA U UHCTPYMEHTbI 3aLLUThbI
nouTbl cTann 6onee BocTpeboBaHHbIMK, NOCKONbKY obecre-
YMBaOT MIHOBEHHbIN 3ddekT. OAHOBPEMEHHO yBEMYMAACh
nonyaAapHOCTb 6barbayHTM-NMporpaMm, KOTOpble NCMONb3YHOT
KOMMaHWN cambix pa3Hbix chep, OT CTPaxoBblXx OpraHM3aLunin
A0 rocyfapcTBeHHbIX CTPYKTYp. B 2025 rogy oxuaaetcs yaBo-
eHWe ymcna KOMMNaHWR, 3anyckarLmnx Takme nNporpaMmmel.

TexHONOrnyeckMm MNPOpPbLIBOM CTanun KMOGEpPMnONINTOHbI,
No3BOAAKOLNE MOZENMPOBaTh aTaku U TeCTMPOBaTb 3aLUT-
Hble Mepbl. KOMNaHun BHeapAOT Takne naathopmbl And
aHa/u3a uenovyek CobbITUA U OLeHKW MOCNeACTBUIMA aTak.
BocTpeboBaHbl Takxke MOAXOAbI, YCAOXKHAOLWME NyTb 3/10Y-
MbIW/IEHHUKOB 4Yepe3 mameHeHne UT-uHdpacTpyKkTypsbl.

Ha MeXayHapOAHOM pblHKe NMPOAYKTbl, OPUEHTUPOBAHHbIE
Ha pe3y/bTaTMBHYHO Knbepbe3onacHOCTb, NMPUBAEKAtOT BHU-
MaHWe KOMMNaHWN 13 pa3HblX perMoHoB: banxHero BocToka,
NaTtnHckon Amepukun, HOro-BoctouHon Asum n Adpuku.
Kpome TOro, komnaHum akTMBHO 06y4yatoT COTPYAHMU-
KOB HaBblkaM 6e30macHou pa3paboTkm MPUAOXKEHUN.

Ha obpa3oBaTesibHOM pbIHKE MPOAO/IXKAET pacTu MHTepec
K MporpaMmam, pa3BMBaKOLLNUM COBPEMEHHbIe KOMMETEH-
umm B obnactn knbepbesonacHoctn. B 2024 rogy komna-
HUW 3anyCcTUAN AecAaTkn obpa3oBaTeNbHbIX MHULMATUB,
BK/IFOYAsA MEeXAYHapoAHble NMporpamMmMbl U Marucrepckue
HanpaBieHus. MNOABAAKTCA TakXe KPaTKOCPOUHble Kyp-
Cbl, KOTOpPble MOMOrarT crneunanmuctam boicTpee aganTtu-
pOBAaTLCA K PaCTyLLeMy UMCAY aTakK Y HOBbIM TEXHONOTUSIM.



B rno6anbHOM nHoekce
Knéep6e30nacHOCTM Ka3axCTaH HO6pA
94,04 6anna 13 100 BO3MOXHbIX

B 2025 roay akcnepTbl MPOrHO3MPYIOT POCT uncna knbe-
paTak U ganbHeuwee pa3BuTue TexHonormn UW, B cBszm
C 3TVM, 3TN BbI3OBbl NOTPEOYHOT OT KOMMaHWN He TONbKO
MCNONb30BaHNA NepesoBbIX TEXHONOTMIA, HO U MOATOTOBKM
KaZApoB, CNOCODOHbIX OMepaTMBHO pearMpoBaTb Ha Yrpos3bl.

B rnobanbHoM mnHaekce kmbepbesonacHocTn KazaxcTaH
Habpan 94,04 6anna n3 100 BO3MOXHbIX. MeXAyHapOAHbIN
coro3 anekTpoceasn (ITU) npu OOH onybankosan goknag
«nobanbHoro unHAekca kunbepbesonacHoctn 2024»
(GCl). CornacHo HoBOW MeToAuKe, nMo3nuKns KasaxctaHa
pacrnonoxeHa Bo BTopowu rpynne (Tier 2 — Advancing).

2024 rog, cTan HaCTOALMM UCMbITaHUEM /15 MUMPOBOTO COObLLLe-
cTBa B chepe nHpopmaLmoHHon 6esonacHoctn. C ogHON CTO-
POHbI, Mbl HAB/IKOAAEM POCT YMCAa aTak Ha KPUTUUECKM BaXKHble
NHOPACTPYKTYpPbl 1 KPYMHbIe KOprnopawun, ¢ 4pyron - ycuieHue
COTPYZAHMYECTBA MEXAY CTPaHaMM N TEXHONOTMYECKMMM TUraH-
Tamu B 6opbbe ¢ yrpozamun MHGopMaLMOHHON 6e30nacHOCTU.
DTOT roj TakXKe NoAYepkHyN HeobXoAMMOCTb OBHOBNEHMA
3aKOHOAATe/IbHbIX Mep, BHEAPEHNS HOBbIX TEXHONOTNI 3aLLn-
Tbl U MOBbILIEHUA OCBEAOMIEHHOCTN CPeAn NOAb30BaTENEN.

B atom pasgene Mbl paccMoTpuM Hanbosiee 3aMeTHble Keu-
Cbl, KOTOpPble He TO/IbKO OTPa3naN KJKUYEBbIE BbI30BbI r0Aa,
HO W CTann MokKa3saTesibHbIMWU NMpuMepamun rnobanbHbIX Yrpo3
B obnactm kmbepbeszonacHOCTU. ITU MHUUAEHTbI CayxaT
HanoOMWHaHMEM O TOM, YTO KnbepaTakm CTaHOBATCA BCE bonee
N3OLWPEHHBIMK, @ UX NOCNEACTBUA BCE Bonee MacluTabHbIMU.

Cnepyet 0bpatvTb BHMMaHWE Ha MeXAyHapoAHble Keu-
Cbl yTeyek JaHHbIX, MOCKOJIbKY OHW 3a4acTyto 3aTparvBatoT
M Ka3axCTaHCKMX Noab3oBaTeneil. Takme MHUWAEHTbI CTaHO-
BATCA MCTOYHMKOM CEPbE3HbIX YTPO3, BKAOUAA KPaxy JIMUYHOM
nHdopmauun, GMHaHCOBbIE MOTEPU U PUCKM ANA penyTaLunn.



PaHee Mbl yke onncanu KpynHble MeXAyHapOZAHble MHLNAEHTbI, KOTOPble 3aTPOHYAN Ka3axCTaH-
CKuxX nosb3oBatesneil. Cpean HUX:

»  Ymeuka daHHbIx nosb3osameneli nnamgopmeol TWin — 3HaunTenbHOe CobbITUE, CTaBLUEE NPU-
YMHOM KOMMPOMETALUN AaHHbIX YYaCTHUKOB NaaTGOPMbl AN CTAaBOK, UTO MOBBLICUIO PUCKK
bUHAHCOBbIX Y INYHBIX NOTEPb A/ NOJIb30BaTENEN.

s UHyudeHm c ymeukoli 0aHHbIx poccutickoli komnaHuu «CupeHa-Tpeesesn», rae B 06Hapozo-
BaHHOW 6a3ze, dparne «TICK_INFO_sample» okazanncb AaHHble psga aBrnakomnaHnin Kasaxcraxa.
DTO cO34an0 Yrpo3bl He TOIbKO ANS NMAaCCaXMpoB, HO 1 Ana BU3HeC-NPOLECCOB KOMMNAHMWM.

*  Ymeuka daHHbIX MUKpoguHaHcosol opeaHuzayuu zaimer.kz, rae 6bl11 CKOMNPOMETUPOBA-
Hbl aHHble 6osee 2 MUIIMOHOB Ka3axCTaHLEeB. TOT C/lyyall CTan 3HaKOBbIM NMPUMEPOM TOTO,
Kak yTeuka MOXeT MacLuTabnpoBaTbCs U 3aTPOHYTb 3HAUUTE/IbHYHO YacTb HaceNeHus.

BaXkHO MOHMMaTb, UTO, HECMOTPA Ha JIOKaNbHbIN XapakTep HEKOTOPbIX UHLIMAEHTOB, 3/10YMbILL-
NEHHWKW YaCTO UCMOb3YIOT OAHM U Te XXe METOAbI aTak B Pa3HbIX CTPaHaX. TO 3HAYUT, YTO Yrpo-
3a MOXeT NpunTK 1 B KasaxcrtaH, 0cCO6eHHO ecin opraHn3aumsaM 1 Nosib3oBaTensaM He yAenaTb
AOJKHOTO BHUMaHMA knbepbesonacHoctn. Cpeam rnobanbHbix kericoB 2024 roga, KOTOpble Takxke
3aC/IyXXMBatOT YNOMUHAHWA, CTOUT BbIAEINTb HEKOTOpPbIE:

» Maccoeas ymeuka 0aHHbIX U3 KpynHeliuie2o 6aHka MHOuuU, rae 6bIa1N CKOMNPOMETMPOBaHbI
nepcoHanbHble N GUHAHCOBbIE AaHHbIE MUJIMOHOB KJIMEHTOB. DTOT C/1y4alt CTan NpYMepom
MacLITabHOM aTakn Ha GUHAHCOBLIN CEKTOP.

«  B3znom nnamgopmel kpunmosasaromHoli 6upxxu e CLUA, 4To NpuBeNo K NoTepe akTMBOB
Ha CyMMy CBbIlle MUAANapZAa A0NNapoB. Takme aTakuv NokasbiBatoT, HACKOIbKO YA3BUMbIMM
OCTakOTCA Aaxke BbICOKOTEXHONOTMYHbIE KOMMAHUN.

* Ymeuka daHHbIx u3 obpazosamenvHoli nnamgopmel 8 Espone, KoTopas 3aTPOHyNa MUAIN-
OHbl CTYAEHTOB 1 MperojaBaTenen, a TakKe BKAKoUana NepcoHabHy0 MHOPMaLMIO Heco-
BEPLUEHHONETHMX rPaXkaaH.

STV MHUMAEHTbI MOAYEPKMBAIOT, UTO Kaxkaas OpraHusaumns, He3aBMCMMO OT eé pa3mMepa Wiu reo-
rpadum, MOXeT CTaTb Lie/Ibro aTaku. [03TOMY Ka3axCTaHCKMM MOJ/Ib30BaTENSAM M KOMMaHUAM BaX-
HO MPWUHUMATb NMPEBEHTMBHbIE MEpBbI.

MpoBepwWTb, CTaNn N Bbl XXEPTBOW YTEUKM AaHHbIX, MOXHO Ha oTeyecTBeHHOM pecypce leak.
citizensec.kz, koTopbIvi aHann3mpyeT 6a3bl JaHHbIX, MOMaBLUKE B OTKPbITbIN AOCTYN. AJIbTEPHAaTUBHO
MOXHO BOCMO/Ib30BaTbCs 3apybexxHbIM cepBUCOM haveibeenpwned.com, KOTOPbIV TakXe NpoBe-
pAeT BallW JaHHble Ha Haan4yme B yTekwmx 6asax n3 DarkNet.

B ycnoBusax pactywmx yrpo3 knbepbesonacHocTb nepecrana 6biTb NMLb TEXHUUYECKOW 3ajaqei
- 370 06Las OTBETCTBEHHOCTb, TPEOYIOLWas NOBbILEHHOrO BHUMAaHUA Kak OT OpraHu3auumi, Tak
M OT CaMUX NOJIb30BaTENEN.

Ceiyac npesanaraeM pacCMOTPETb KPYMHble MHUUAEHTbI B MMPOBOM MacLuTabe, uTobbl ewé pa3
NoAYEepPKHYTb BbICOKUI YPOBEHb COBPEMEHHbIX YIPO3 WM MOHATb, KaK OMbIT APYrMX CTPaH MOXeT
6bITb MONIE3€EH ANA NPeAOTBPALLEHMA aHANOTMYHbIX aTak B Ka3axcTaHe.



ATAKA BUPYCA-BbIMOTATEJ1IA HA ASCENSION HEALTH
SYSTEM PACKPbIBAET AAHHbIE MALMEHTOB

B mae 2024 rosa HekoMMepuUeckas
MeauumHcKaa cuctema Ascension
Health System, Bkatouarowas
140 6onbHuy B 19 wrtatax CLUA
n BawwnHrroHe, okpyr Konymbus,
CTONIKHYNacCb C aTakoW BMpYCa-Bbl-
Moratens, KoTopas napanan3oBa-
Na eé KAMHMUecKkue ornepaymu.
MHunpaeHT Havanca nocne TOro,
KaK COTPYAHUK CNy4YarlHO 3arpy3u
BpegoHocHoe [10. 310 npuseno
K nepeHanpaBAEHUIO SKCTPEHHOM
NMOMOLLN U3 HECKObKMX 6ONbHUL,
N Cepbe3HO NOBAMANO Ha KayecTBO
06CNy>KMBaHNA NaLMEHTOB.

KPYMHA4A YTEYKA
BEJIMKOBPUTAHUU

B mae 2024 roga MuHucTepcTBO
ob6opoHbl BeankobputaHum cron-
KHYJ10Cb C KPYMHOW YyTeUKOW AaH-
HbIX M3 CMCTEMbl pacyeTa 3apa-
60THOM nAaTbl, YTO 3aTPOHYNO
KOHPUAeHUNaNbHYHO WHPOpPMa-
umto 270 000 HbIHEWHUX 1 BbIBLLNX
BOEHHOC/YXXaLLNX.

Cpean CKOMNPOMETUPOBAHHBIX
AaHHbIX OKa3anncb MMeHa, baHKOB-
CK1e pekBM3UTbI 1 agpeca.

ATaka npowusowna yepes ya3Bu-
MOCTb B CMCTEeMe CTOPOHHErO Moj-
pagunka. B oTBeT MUHUCTEPCTBO

PaccnepgoBaHuve nokasano, YTo 310-
YMBILWAEHHUKW MOAYUYNAN JOCTYN
K KOHOMAEHUMaNbHON MHPOpPMa-
LMW, BKAKOYAA MeANLMHCKME [aH-
Hble NaumeHToB. BaomaHHble dait-
Nbl 661NN pa3MeLLeHbl Ha cepBepe,
MCNONb3yeMOM ANA PYTUHHBIX 3ajau
COTPYAHWUKOB. DTOT C/yYan AEMOH-
CTpUpyeT He TONbKO Ba>XHOCTb
TEeXHUYECKNX CpeacTB 3aluThl,
HO N HEOBXOAMMOCTb perynsapHo-
ro obyuyeHuns nepcoHana npasuaam
knbepbezonacHOCTH, UTOObI MUHN-
MU3MPOBaTb PUCK YENOBEYECKOro
dakTopa.

OAHHbIX BOEHHDbIX

onepaTMBHO OTKIOUYMNO CETb MNOA-
PALYMKOB 1 YBEAOMMIO NOCTPasaB-
LLINX.

Mpembep-MuHuUcTp Puwmn CyHak
3aBU O MPUYACTHOCTUN «3/I0HaMe-
peHHoro cybbekta», a CMW npea-
nonoxunn cesasb ¢ Kutaem, uto
66110 0odMLManbHO ONPOBEPTHY-
TO0. HecmMoTpsa Ha 37O, MHUWUAEHT
NoAYEpPKHYN BbICOKME PUCKM aTak
CO CTOPOHbI HAUNOHANbHbIX FOCY-
AAPCTB M HEOBXOAMMOCTb YXKeCcTo-
yeHus TpeboBaHNIM K NOAPAAUNKAM
B 0bnactn kmbepbezonacHOCTW.



DELL DATA BREACH PACKPbLIJIA UHO®OPMALUIO
O 49 MUNNIMOHAX KJIMEHTOB B PE3YJIbTATE KPYMHOM

KUBEPATAKU

B mae 2024 roga Dell coobumna
O KPYMHOW yTeuke AaHHbIX, KOTO-
pas 3aTpoHy/aa MHdOpPMaLMIO Npu-
MepPHO O 49 MUAIMOHAX KANeHTax.
VHUMAEeHT npousoLlen n3-3a KoOM-
npomeTtauun noprana, rae XpaHu-
NVCb AaHHble O MOKYMKax KJWEH-
TOB. B pe3ynbTtate yteuku ctanm
AOCTYMHbI MMeHa, ajpeca, MeT-
Kn obcny>KnmBaHMA 3aka3oB, AaTbl
3aKa3oB M rapaHTuirHaa nHoop-
Maums. OgHako AaHHble O naaTte-
>Kax, INeKTPOHHbIe ajpeca 1 Home-
pa TenedOHOB He NOCTpajanu, Yto

TICKETMASTER BREACH

B ntoHe 2024 ropa Ticketmaster
CTONKHY/CA C KPYMHOW YyTEeUKOW
AaHHbIX, 3aTpoHyBLWen 560 Muann-
OHOB K/INEHTOB.

lpynna xakepoBs ShinyHunters 3as-
BMJA O Kpaxke AaHHbIX 1 NoTpebo-
Bana Bbikyn B pasmepe $500,000,
yrpoxas npogaxew nHdopmaumnm
B DarkNet. Cpean ykpageHHbIX AaH-
HbIX OKa3anncCb agpeca 3N1eKTPOH-
HOW MOYTbI, UMEeHa MoJib30BaTeNel
N YaCcTUYHble AaHHble KPEeAUTHbIX
KapT, YTO MOCTaBWJIO KINEHTOB

MOMOTA0 CHWU3WUTb MOTEHLMaNb-
Hble PUCKW. Xakep, M3BECTHbIN Kak
MeHenuk, pa3mectun yKpageHHble
JaHHble Ha Breach Forums, 3ada-
BVB, YTO OHM OXBaTbIBaAOT MOKYMKM
¢ 2017 no 2024 roa. Dell onepatue-
HO Hayana pacciegoBaHuve, yBeao-
MMNa NOCTpajaBLUMX M 3aBepuna,
4YTO KOHPUAEHUMaNbHaa MHPopMa-
LnA He Hbl1a CKOMNPOMETUPOBAHa.
STOT UHLUMAEHT NOAYEPKNBAET BaX-
HOCTb 3aLnTbl KAMEHTCKUX nopTa-
NIOB W peryaspHoOro MOHUTOPUHra
nx 6esonacHocTw.

NoZ Yrpo3y MOLUEeHHWYecTBa. ITOT
MHUWAEHT CTan 4yacTbio 4vepesbl
npobaem c 6e30MacHOCTbIO KOMMa-
HUW.

B 2020 roay Ticketmaster nonyumn
wrtpad B $10 MUANMOHOB 3a B3/IOM
KOHKYpeHTa, a B Hosbpe 2023 roga
knbepaTaka Hapylmaa npogaxy
6unetos Ha Typ Taylor Swift's Era.
3TV cobbITUA NOAYEPKMNBAOT HeLO0-
CTaTKM B 3alLMTe B MHAYCTPUKN pa3-
BIEYEHWNI U HEOBXOAMMOCTb YCune-
HMA Mep 6e3onacHoCTW.



YTEYKA OAHHbIX SNOWFLAKE: COTHU OPTAHU3ALIUN
NMOCTPAOAJIN OT KPAXWU YYETHbIX AAHHbIX

B ntone 2024 rosa Snowflake crtan
>KepTBOWN MaclITabHOW yTeukn AaH-
HblIX, 3aTPOHYBLUEN COTHW KOMMa-
HWW, BKAKOYAs KPYMHbIX KJNEHTOB,
Takmx kak Ticketmaster n Santander.
3/10yMbILNIEHHVKA UCNOb30BaNu
YKpaZeHHble yYeTHble JaHHble ANS
nosyyeHus focTyna K KOHGUAeH-
unanbHou nHdopMaLmm, a B HEKO-
TOPbIX cayyasx TpeboBann BbIKynN
3a YKpajeHHble JaHHble.

BaxxHO 0TMeTUuTb, UTO MHbpPACTPyK-
Typa Snowflake He Bblna HanpsMyro
CKOMMpPOMETMpPOBaHa. Xakepbl Npu-
MeHsAan BpegoHocHoe MO ana kpa-
XN MHPOPpMaLMK, No3B01AA 060MTH
Aaxke MHOro®akTOpHYHO ayTeHTH-
burKaLmo y HEKOTOPbIX MOAb30Ba-
Tenen.

Snowflake oTBeprna Hannune ya3-
BUMOCTEN B CBOMX CUCTEMAX, MOJ-
YepKHYB, YTO aTaka bblaa Hanpas-
JleHa Ha y4eTHble 3anuncu KJIMeHTOB.
B oTBeT KOMNaHuWs ycmanaa npoTo-
KoNbl 6e30MacHOCTM 1 NpeaoXuia
peKkoMeHzaumnmn no 3aLinTe AaHHbIX.

TOT cayyar AeMOHCTpUpYeT Kpu-
TUYECKYH0 BaXHOCTb YynpasJe-
HUA naeHTUdMKauMen n [ocTy-
MOoM, 0COBEHHO ANA opraHn3auunm,
ncnonb3yrowmx obnauHble cepBu-
cbl. HagexXHble Mepbl, Takme Kak
YHUKanbHble Maponun, perynap-
HOe OBHOB/IEHME YUYETHbIX 3anuncen
n MHOrodakTopHas ayTeHTudmnKa-
LS, OCTaOTCA KNFOUEBbIMMN 31EMEH-
TamMu 3aLUKUTbI.

CDK GLOBAL RANSOMWARE OBXOOUTCA OUJTIEPAM
BOJIEE YEM B 1 MUIIJTMAPAO OOJ1IJTAPOB

B nioHe 2024 roga CDK Global,
KpynHbIA noctaBwmk MO ans aBTO-
MOBUWABHOWM OTpPaCcAK CTan XKEPTBOW
ataky nporpamm-BbiMOratenen,
OpraHM30BaHHOW rPYNMNUPOBKOW
BlackSuit, cBasaHHoM ¢ BocTouHowu
EBponow n Poccuein.

B pesysnbTaTte 3arpy3kum Bpego-
HocHoro MO coTtpyaHukom 6binun
3aWwndpoBaHbl BaxkHenwmve danbl,

YTO BbI3BaNO CHOMN B CMCTEMAX KOM-
naHum n 3atpoHyno 15 000 aBToca-
noHos B CeBepHon AMepuike.
Y6biTkM cocTtaBuan 6onee 1 mapa
A,0NNapoB.

ATaka nopuyepkHyna Heobxo-
AVMOCTb HajeXHbIX Mep 3alyu-
Tbl, MNJAAaHOB pearnpoBaHun
Ha MHUMAEHTbI U YCUEHHOM 3alum-
Tbl OT NPOrpaMM-BbIMOraTenein.



AMERICAN WATER

3 okTa6pa 2024 roga amepvKaHckas
komnaHua American Water, kpyn-
HeWLINA NOCTaBLUMK BOAbI MOABEPT-
nacb kmbepartake C NCMOJb30BaHN-
eM BbIMoraTesnbckoro [10.

ATtaka npuBena K BpeMeHHOW npu-
OCTaHOBKe paboTbl HEKOTOPbIX Cep-
BWCOB, BK/tOYas OHAaNH-nnaTdop-
My AN 06CNY>XUBAHWUSA KIVEHTOB,
HO KpUTUYecKne onepauum BOAO-
CHabXXEeHMA 1 OUNCTKM CTOYHbIX BOZ

He nocTpaganun. PaccnepoBaHue
NHUWAEHTA NPOAO/IKAETCA U Cpeam
BO3MO>HbIX BUHOBHWKOB paccMa-
TPUBAKOTCA FOCYAAPCTBEHHO CMOH-
cMpyemble Xxakepckume rpynnmMpoBKy.
STOT UHUMAEHT NOAYEPKHY/ YA3BU-
MOCTb KPUTUYECKOU MHPpaCTpyK-
TYpbl U BbICOKUN PUCK ANS HaLWU-
OHa/NbHOM 6e30MacHOCTK, Ha YTO
paHee obpalann BHUMaHWe Ba-
ctn CLUA.

KUBEPATAKA HA NHS: CBOU B MEAMUUHCKUX

CUCTEMAX BEJTUKOBPUTAHUU

B nroHe 2024 ropa HaumoHanbHas
cnyxba 3apaBoOOXpaHeHUSA
Bennkobputanum (NHS) nog-
Beprnacb MmacwrabHon knbeparta-
Ke, npuBeALlen Kk cboam B pabote
MeANLMHCKMX YUPEXAEHWN MO BCEW
CTpaHe.

ATaka 3aTpOHy/ia KPUTUYECKMH
BaXXHble MeAULMHCKME faHHble,
BKAtOYaA pe3ynbTaTbl aHaAW30B

CHANGE HEALTHCARE: YTEYKA HOAHHbIX 100

1 AaHHble O KPOBW ANst TPAHCHY3UIA.
MayneHTbl NOTepANN AOCTYN K CBO-
UM MeAMLNHCKMM KapTaM, a nepco-
Han CTONIKHY/ACS ¢ npobaemamMm npu
0bpaboTke faHHbIX M OKa3aHWM 3KC-
TPEHHOW NMOMOLLW.

NHUumnaeHT noguepkHyn ysa3BMMOCTb
MeAVNLMHCKOW MHOPaCTPYKTypbl
N PUCKKN A 6€30MacHOCTM aHHbIX
nauneHToB.

MUITJTMOHOB YEJTOBEK

CHANGE HEALTHCARE
CYBERATTACK

24 okTtabpsa 2024 roga KOMNaHWA
Change Healthcare, kpynHenwui
MOCTaBLUMK PeLUEeHNA B 34PaBOOX-
T B parenun B CLUA, cTana sxepTBOWA
' knbepataku, 3aTPOHYyBLUEN AaHHble
okos10 100 MUANMOHOB YenoBeK.

3N10yMbIWAEHHUKN MNOAYyYNNUn
AOCTYN K NMEePCOHaNbHOW U Meaun-
LUHCKOW MHPOPMaLMK KNNEHTOB,

CTh.

KomnaHusa aktmBupoBasia npoTo-
KOJbl pearMpoBaHus, yBeaOMMNA
opraHbl 1 Hayana COTPYAHNYECTBO
C 3KcnepTamm no kmbepbesonacHo-

ATaka noguepkHysna ysa3BUMOCTb
opraHu3auuin, paboTarowmx c yyB-
CTBUTE/NIbHBIMW AaHHbIMUW, N Heob-
XOAMMOCTb YCUIEHWSA Mep 3aLLUTHI.

BKJOYaa HOMepa COLMaNbHOro
CTpaxoBaHUsA, ANarHo3bl N GUHaH-
COBYHO MHPOpPMaLUIO.



LOANDEPOT: 16,6 MUWIJIMOHA NOCTPAOABLUNX

KJIMEHTOB

B aHBape 2024 rosa amepurKaHCKNI
MNOTEYHbIN rnraHT LoanDepot cTan
XepTBOW kmbepatakm € UCNONb-
30BaHMeEM nporpamMmM-BbiMOraTe-
New, 3aTPOHYBLUEN AaHHble OKO/O
16,6 MWUAIMOHOB KJIMEHTOB.

Ataka npuBena k cbosm B pabo-
Te KOMMaHuW, KoMnpomeTauunu
KoOHPmAeHUMnanbHOU nHbOpMa-
LMW, BKAKOYAs HOMepa couuanb-
HOro CTpaxoBaHuA U GUHAHCOBbIE

AaHHble, 1 BPEMEHHOMW NMpuocTa-
HOBKE HEKOTOPbIX YCAYT.
®uHaHCcoBble yObITKM COCTaBUAMU
26,9 MUANVMOHOB A0ANAPOB, BKO-
Yyas pacxohbl Ha BOCCTAHOBJ/IEHME
CUCTeM U1 yaydweHne 6e3onacHo-
cTL.

OTOT MHUMAEHT MOAYEPKHY BaX-
HOCTb 3aLUTbl AAHHbIX U YCUIEHUS
mep 6e3onacHOCTN B GPUHAHCOBOM
cekTope.

loanDepot is
experiencing d

cyber incident.

=

KWUBEPATAKA MIDNIGHT BLIZZARD HA MICROSOFT

Midnight Blizzard - Estimated Attack Flaw

T TN

2 5. B

B aHBape 2024 roza kopnopauus
Microsoft ctana xepTtBoi knbepa-
TaKu, OpraHM30BaHHOW rpynnmMpoB-
kon Midnight Blizzard, npegnono-
KNTENbHO CBA3AHHOM C POCCUCKOM
Cny>x60i BHeLLHeW pa3Beaku.

3/10yMBbILWIEHHVKN NCMOb30BaNn
dULINHIOBbIE NMCbMa C BNOXKEHUA-
mu B popmate RDP, nognucanHbiMu

ceptndpmkatom Let's Encrypt, ansa
noay4YeHusa AoCTyna K KoprnopaTue-
HbIM MOYTOBbLIM fLLIVKaM, BKItOYas
nepenunucky pykoBOACTBa U COTPYA-
HVKOB, paboTatoLmx ¢ knbepbeso-
MacHOCTbIO.

Lenbto ataku 6611 c6op nHopma-
LUN O feATeNbHOCTU CamMOoMl rpyn-
MYPOBKMW.

B3AKAOP XZ ANng ObXOOA SSH-AYTEHTUDOUKALIUA

B mapte 2024 roga npoekt Openwall
coobwmn o 63kpOpe B yTUAUTE CXKa-
™Ma XZ, ncnonb3yemMon B AnCTpubyTmBax
Linux. B oTanume ot npeablgywimnx atak
Ha Leno4ky nocraBok, 3Ta bbina MHOro-
3TanHOM W 3aTPOHYy/Na COTHU TbicaY SSH-
CcepBepOB. 310YMbILUNEHHUKA UCNOb-
30BaNN COLMANBbHYH WHXEHEPUIO
1 NOAZENbIBAIM YUYACTHUKOB COOBLLLECTBa,
4yTOObI BHEAPUTb 63KA0P.

NHuMAEHT nogyYepKHY YyA3BUMOCTb NPO-
€KTOB C OTKPbITbIM WUCXOAHbIM KOAOM
K TaKMM atakaM U HeobxoAMMOCTb YCu-
NeHna Mep 6e30NacHOCTU N KOHTPOAA Ha4
y4YacTHUKaMM MPOEKTOB.

LG\
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KWBEPATAKU HA CMYTHUKOBbBIA MHTEPHET

B 2024 rogy APT-rpynna nposena
LlesieHanpaBAeHHYHO aTaky Ha KocC-
MWUYECKYHO OTpac/b, UCMONb3yA 63K-
40pbl.

B Apyrom vHLUMAEHTe 3/10yMblILLIEH-
HWKW Bbl3Banu nepeboun B pabote
CNyTHUKa GUHCKOW 3HeprocHab-
arower komnaHum Fortum. XoTs
3TW aTakn He nNpusean K rnobasb-
HbIM COOSIM, OHM NMoAYepKMBatOT

pacTyLme pucku Ansa CnyTHUKOBOM
NHPPaCTPYKTYpPbI.

OcobeHHO onacHbIMW MOTYT CTaTb
yrpo3bl, CBA3aHHbIe C LLeNoyKomn
MOCTaBOK CMYTHUKOBOIO MHTEPHETa,
Takux Kak Starlink u Viasat, kotopble
npeAsaratoT BbICOKOCKOPOCTHOM
WHTEPHET B yAaNeHHbIX pavoHax,
co3faBan JOMNOJIHUTE/IbHbIE YA3BU-
MOCTW Anst 6e30nacHOCTU.

SKCMNOUT A0PA B WINDOWS M LINUX

B 2024 roay 6bian BbiABAEHDI
HEeCKO/IbKO YA3BMMOCTEN B Ajpe
ABYX OCHOBHbIX OMepaLNOHHbIX
CcUCTEM, KOTOpble YMPaBAsAIOT BaX-
HbIMU O6BEKTaMM MO BCEMY MUPY.
B uacTtHOCTW, yA3BMMOCTb MOBbI-
WeHna npuBuaernin B aape Linux
n yassumoctb CVE-2024-21338
B Windows, no3soastouias rnoebl-
CUTb MPUBUNETUN YYETHOW 3anucu
[0 YPOBHSA S4pa, Y>Ke UCnoab3oBa-
Nacb B peanbHbIx aTakax.

TV yA3BUMOCTU YBEIMYMBAKOT PUCK
MacwTabHbIx cboeB B rnobanbHbix
Lenoykax NocTaBok, NoAYepKmnBas
Ba>XHOCTb CBOEBPEMEHHOTO BbIMy-
CKa McnpaBaeHU N cobatogeHns
Nyylwnx npakTnk kmbepbesonac-
HOCTW ANA 3aLUTbl CTabUABHOCTH
LL,ernoYyeK NocTaBoK.
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S.

MCcKycCTBEHHbIN UHTENNEKT
B 30He pUcKa:
ATAKM U 3aWmnTa MN-cnuctem




Knbepgangxect AO «[TC»

B anoxy 6bicTporo pasBuTUA MCKYCCTBEHHOTO
WHTENNEKTa 3TN TEXHOIOTUM CTaHOBATCA He TONbKO
CUNBbHBIM MHCTPYMEHTOM AN Pa3peLUeHmns COX-
HbIX 3a4a4, HO U MULLEHBIO AN MHOTOUYMNCIEHHbIX
aTak.

CoBpeMeHHble yrpo3bl CTaHOBATCA BCE Honee
C/NIOXKHbIMWY, @ YCMAMBAIOLWAACA 3aBUCMMOCTb
ot IM-cnctem akueHTUpyeT BaXXHOCTb NPpUMeHe-
HMA TyBOKMX aHaNIMTUUYECKNX METOZAOB AN 0be-
CreyeHns nx 3anThbl.

PacwunpeHune ncrnionssosanva IN B pas-
JNIIYHBIX OTpacaax AefaeT ero KpUTnyecku
Ba>XHbIM KOMMOHEHTOM, OT KOTOPOTO 3aBUCUT
yCTONYMBOCTb BM3HECa 1 Aaxe rocyAapCTBeH-
HOW MHPPACTPYKTYpbI.

Huxe aHanusupyromcsa y2po3el, 8b136aHHbIE UCN0/1b308AHU-
em UM, u npednazaromcs mepoi 019 MUHUMU3AYUU PUCKOS.
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ATAKHU HA UN: HOBbBIE TAKTUKKU U ONACHOCTHU

MonumopgHeie BI10

Cneuwmanuctbl CyberArk npogeMoHCTpupoBany, Kak 310yMbILLAEHHUKN UCMOb3YHOT reHepaTUBHbIE
NI, Takme kak ChatGPT, ans pa3paboTkv NOAMMOPPOHbLIX BPEAOHOCHbBIX MPOrpaMM. ITW Nporpam-
Mbl AMHAMUYECKN U3MEHSIOT KO, n3beras obHapy>KeHNa 1 afanTupysachb K 3alUTHBIM CUCTEMAM.
Hanpumep, ChatGPT no3soaseT reHepupoBaTh YHWUKabHble GparMeHTbl BPeAOHOCHOTO KOAa, YTO
YCNOXHAET ero ctaTMyeckuin n noBejeH4Yecknini aHanms. bonee Toro, Taknme «BpeaoHOCHI» MOTyT
6bITb MCMNONB30BaHbI 411 aTak Ha KPYMNHble OpraHu3aumm, rae 3almTHble CUCTEMbl YacTo 3aBUCAT
OT CTAaTUYeCKOro aHanu3a. JTa yrpo3a CTaHOBUTCA OCOHBEHHO aKTyasbHOW A4 KOMMaHui, pabo-
Tarowmx B chepe GMHAHCOB, MeANLNHbI U TOCYAAPCTBEHHbIX YCAYT, FAe KOMNPOMeTaLmsa JaHHbIX
MOXET NPMBECTUN K KaTacTPodUUeCKMM NOCNeACTBUAM.

duwuHe, ycuneHHoili UA

CornacHo SlashNext, dbvwunHrosble atakm gocturan becnpeueseHTHbIX MacwTabos, baarogaps

MCNONb30BaHNIO reHepaTuBHbIX Mogenelnt M. OCHOBHbIe TEHAEHLIUN BKIFOYALOT:

* 3anocnegHue 12 mecaLeB KOMYECTBO Bpe-

AOHOCHbBIX MUCEM BbIPOC/IO Ha 856%. ~

e 3710yMbIWNIEHHNKN aKTUBHO UCMO/b-
3ytoT QR-koabl 1 CAPTCHA ana
MaCKMPOBKM CBOMX aTak.

e ChatGPT no3BondeT co3saBaTth
dunWwnHroBble NMcbma, aganTum-
poOBaHHble MOJA KOHKPETHbIX
nonb3oBaTesNen, UYTo yBeANYN- l
BaeT BEPOATHOCTb ycnexa aTak.
Takme nncbMa Hepeako cogep-
XaT nHbopmauymto, cobpaHHyto
M3 OTKPbITbIX UMCTOUYHMKOB, YTO
AenaeT nx KpanHe ybeamTesbHbIMU.

3710yMbILUNEHHVKN PacLUNPAOT UCMOJb-
30BaHMe KOMMYHUKaALMOHHbIX Naatpopm,
Takmx kak Teams, Slack n Zoom. 310 oTkpbIBa-
€T HOBble BO3MOXHOCTU ANA aTaK, KOTopble Tpe-
6yrOT MHTErpMpOBaHHbIX Mep 3aLuTbl. Hanpumep,
aTaku yepes MecCeHAXepbl CTaHOBATCA Bce Hbonee
pacnpocTpaHeHHbIMKW, TaK Kak MoJib30BaTesu
CKJIOHHbI MeHbLUe obpallaTb BHUMaHNe Ha yrpo-
3bl B JINYHbIX KOMMYHUKaLUAX.

DeepFake TexHONOrMM NO3BOAAIOT CO3AaBaTb
BbICOKO peasiMCTUUHble NOAAeNKM N30bpaxe-
HWI, BUAEO W ayAMO. DTV NOAAENKN MOTYT BbiTb
MCMOb30BaHbl A/ PA3INYHbIX BPEAOHOCHbIX
uenen:



+ co3aaHue danblUMBbIX HOBOCTEN M BUAEO, KOTOPbIE MOTYT AecTabnansnpoBaTtb obLLecTBEHHOe
MHeHWe 1 BbI3BaTb COLMabHble HeCcnopaaky;

« ucnonb3oBaHue DeepFake ans waHTaXxa, MOLIEHHWYECTBA N KPaXku JIMYHOCTY;

¢ CO3faHve KOMMPOMETMPYOLWMUX MaTePUaNoB NPOTUB MOJUTUKOB UM OBLLLECTBEHHbIX AesTenel;

* co3aaHve danblMBbIX BUAEO C yYaCcTUEM PYKOBOAUTENEeN KOMMNaHWA ANS MaHUMYAALURA
Ha PbIHKE UAN NONyYeHUs KOHPUAEHLManbHON nHGopMaLuu.

CornacHo ot4ety 3a 2024 rog ot Security.org, koanye-
ctBo DeepFake Bnaeo pactet akcnoHeHumanbHo. B 2019
" rogy 6110 BbisiBNEHO okono 15,000 noaaenbHbIX BUAEO,

B 2023 roay - y>ce 145,000, uto npeacTtaBnset cobon poct
Ha 866% 3a 4 ropa.

MpumeneHne DeepFake: 96% Bcex DeepFake Buaeo B 2019
rogy VCrnoJsib3oBaancb B nopHorpadbum 6e3 cornacms, 4to
ABNAETCA Cepbe3HbIM HapyLlleHnem npas yenoseka. OgHako
C KaxzabIM rogom konmdvectso DeepFake, ncnonbsyembix
AN NOANTNYECKUX U KOPMOPATUBHbBIX aTak, 3HaunUTeNb-

HO yBe/nYnBaeTca.

Yuwepb ot DeepFake: B 2023 rogy koMnaHuu
no BceMy mupy notepsan 6onee 250 mun-
JNIVMOHOB A0NNapOB M3-3a aTak, CBA3aHHbIX
c DeepFake. 311 aTtakm Bkaro4atoT B cebs
noaAenky BUAeo 1 ayano, NCNOb3yeMbIX A5
obMaHa nMapTHEpPOB WM KNNEHTOB, a TakxXe Anf
noay4YeHnsa KOHOUAeHLManbHON MHbopMaLMK.

./
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METO[bl 3ALLNTbI OT DEEPFAKE ATAK:
TEXHOJOTI N, OBPA3OBAHNE N 3AKOHbI

DeepFake-TexHonormu ctaHoBATCA BCE 6osiee CNOXHBIMY, YTO YBEIMUYNBAET PUCKU UX UCMOb-
30BaHM1A 419 MOLIEHHNYECTBA, MaHUNYASALUN O6LECTBEHHBIM MHEHUEM U APYTUX MPECTYMHbIX
uenen. Kak 3awmntntbca ot atnx yrpo3? CoBpeMeHHble noaxoabl k 6opbbe ¢ DeepFake Bkitoua-
FOT KOMBUHALMIO TEXHOIOTUI, 06pa3oBaTeNbHbIX MHULMATUB U 3aKOHOAATE/IbHbIX Mep.

O6Hapy>keHue DeepFake: mowjb MU e deticmsuu.

Ans BbIABAEHNA NOAAENbHBIX BUAEO W ayANO KNHOUEBYHO POJIb UTPAOT TEXHONOMMN aHan3a v anro-
pyTMbl. COBpPEMEHHbIE CUCTEMbI, OCHOBaHHbIE HA UCKYCCTBEHHOM MHTENNEKTE U MALUMHHOM 06y-
YeHUW, CNocobHbl aHaAM3MpPOoBaTb Takne NnapamMeTpbl, Kak MUMWKA, TEKCTypa KOXM UK JaxKe
Me/ibYyailue aHOManuKn B ABUXKeHMAX. HanprMep, HeecTecTBEHHbIE ABUXKEHWSA F1a3 UAN OLLUNOKM
B OTPaXKeHUW CBeTa Ha JIMLE YacTo BbIAAOT NMOAAESKY.

Anroputmbl, cneumnanbHoO paspaboTaHHble A5 Novcka apTedakToB, OCTaBASAEMbIX FeHepaTVBHbLIMM
Moaensamu, elé oAvH 3GPEeKTUBHBIN UHCTPYMeEHT. OHWU HaleneHbl Ha BbifiBJEHWE TOHKUX Heco-
BEPLUEHCTB, KOTOPble OCTatTCsA Npu co3gaHmm DeepFake-koHTEHTa, mOMOras OTAeNNTb MNOANNH-
Hoe B1Aeo oT panbcMdPuLMpPoOBaHHOTO.

AymeHmudgukayua koHmeHma: yugpoesoie caedsbl.

TexHoNOrMM ayTeHTUOMKALUN UTPaOT BaXKHYH POJb B 3alumnte Meavadarnos. OANH U3 Takmx
METOZOB - NCNOJb30BaHMe LMbPOBbIX BOAAHbBIX 3HAKOB M 610KUYeNH-NAaTGOPM. ST UHCTPYMEHTI
MOMOratoT OTCEXMBATb U3IMEHEHUSA B Galisie 1 NOATBEPXKAATb ero NCTouHuK. Hanpumep, Bepndu-
Kauus C NOMOLLbIO Ha10KYEeHa MOXET rapaHTMpPOBaTh, UTO BUAEO He BblNo NoaAenaHo C MOMEH-
Ta ero co3jaHus.

MeTogbl KpunTorpadun, Takme Kak yHUKanbHble LMdPOBbIe NOANNCKA U WMPOBAHWE AaHHbIX,
obecneunBatoT LLeJIOCTHOCTb KOHTEHTA Y UCKIOYaOT BO3MOXHOCTb €ro MOAMEHbI. ITW MOAXOAbI
CTaHOBATCA CTaHZAPTOM A5 3aLLUTbl KPUTUYECKN BaXKHbIX JAaHHbIX N MPesoTBPaLLEHNs NX NCMOb-
30BaHMA B MOLUEHHNYECKMX Lensx.

O6pasoeaHue: 8aXkHbIl 3/1eMeHm 3aujumei.

TexHONOrMYeckne Mepbl He MoryT bbiTb 3ddekTMBHbIMK 6e3 yyacTua ntogen. ObpasoBaTenbHble
nporpammbl Ans O6LLLECTBEHHOCTV U OpraHu3aLuii MOMOratoT NOHATL, Kakune pucku HecyT DeepFake
M KaK Ux pacrnosHaTb. Hanpumep, obyyeHne cOTpyaHMKOB MeToAaM NPOBEPKUN MOAJNHHOCTU BUAEO
MO>ET 3HaYNTENbHO CHU3UTb BEPOATHOCTb YCMELLUHbIX aTak, OCHOBaHHbIX Ha PanbCcMPULMpoBaH-
HOM KOHTEHTe.

Kpome Toro, BaxkHO MoBbILWaTh OCBEAOMAEHHOCTb HACENEHNA O KPUTUYECKOM BOCNPUATUN NHOP-
Mauwum. MNpoBepka NCTOYHWNKOB W aHaAn3 NOAO3PUTENbHBIX MaTepranoB AOKHbI CTaTb NMPUBbIY-
HOW MpPaKTUKOW, 0COBEeHHO B 3MOXy coumanbHbix ceten, rae DeepFake moxeT pacnpoctpaHAaTbCs
MFHOBEHHO.

3akoHodamesbcmeo u compydHu4Yecmaeo: 2/106a/1bHblili N00X00.

PeweHune npobnembl DeepFake HeBO3MOXHO 6€3 npaBoBol 6a3bl. 3akOHOAATENbHbIE MEpbI,
HanpaB/eHHble Ha YroJIOBHOE NpeciaefoBaHNe 3a CO3ZaHNe U pacnpoCcTpaHeHWe NoAAENbHbIX
BMAeO, GOPMUPYIOT OCHOBY 6OPbLOLI C 3TON Yrpo3oK. Hanpumep, ycTaHOBAEHME OTBETCTBEHHOCTH



3a ncnonb3oBaHue DeepFake B Lenax guckpeamtaumm v BbIMOraTeNbCTBa MOXKET CYXKUTb MOLLL-
HbIM CAep>XXMBaroLWMM GakTOpOM.

He MeHee BaXXHO COTPYAHNYECTBO MeXAY TEXHONOrMUYeckKMMM KOMMNaHUAMK, NpaBuTeIbCTBaMuU
1 MPaBOOXPaHNUTENbHbIMN OpraHamu. Pa3paboTka eAnHbIX CTaHAAPTOB U MPOTOKOJ/IOB, OOMEH JaH-
HbIMW 1 COBMECTHOE CO3JaHne TEXHONOTNIN ANS BbIBNEHUSA MOAAEIOK MOMOTatoT MPOTUBOCTOATb
yrpo3se Ha MeXAyHapoAHOM YPOBHe.

dddekTnBHas 3awmTta ot DeepFake TpebyeT coueTaHNs BbICOKUX TEXHOIOTUI, FPaMOTHOrO 0bpas3o-
BaHMA 1 YETKOW MPaBOBOW persiameHTauun. 3Tm Mepbl He TObKO MUHUMU3UPYHOT PUCKM UCMOb-
30BaHWA NOAAENbHOrO KOHTEHTa, HO 1 CnocobcTBYHOT dopmmpoBaHmto 6onee HesonacHOro und-
POBOro MPOCTPaAHCTBA, rae MHPOPMaLUsa OCTaéTcsa NOANMHHOMW N JOCTOBEPHOWN.

UcnonwzosaHue NN dna sawjumel.

[ns NnpoTMBOAENCTBUSA yrpo3aM KOMMaHuK ncnonb3ytot VI, BHeapss:

+ [eHepatuBHble IV ans aHanusa yrpo3 B peanbHOM BPeMeHU. DT CUCTEMbl MOFYT He TOJb-
KO BbISIBASITb YIPO3bl, HO Y MPOrHO3MPOBAaTh X Pa3BUTUE, UTO OCOBEHHO BaXKHO AN 3aLLUTLI
OT NOAMMOPHbBIX aTak.

e VHCTpyMeHTbI, No3BONIAIOLWLME OBHaPY>KMBaTb CIOXHbIE CXEMbI aTaK, Takue Kak NoMMopdHble
BMO. Hanpumep, TEXHONOTMKN, OCHOBAHHbIE Ha MALLMHHOM OBYy4YeHUK, CMOCOBHbI aHaNN3npPo-
BaTb MOBeAEeHYECKME AaHHble NOJb30BaTeNEN, YTOObI BbISBAATb MOAO3PUTENbHYH aKTUBHOCTb.

+  TexHONOrMn MOHUTOPWHIA, KOTOPble OXBaTbIBArOT BCE LNDPOBbIE KaHalbl KOMMYHMKaLUKN. 3TO
BK/IHOYAET B Ce65S MOHUTOPUHI 3IEKTPOHHOM MOYTbl, MECCEHAXEPOB 1N 06MaYUHbIX CEPBUCOB,
KOTOpble CTAHOBATCA OCHOBHbIMU LIeAAMU ANS 3/I0YMbILLIEHHUKOB.

CospemeHHble n00xo0bl.

MporpeccBHbIE peLleHMs BKAKOYAKOT aBTOMaTM3aLUMIO aHanm3a yrpos, uHTerpauunto naatgopm
yrnpaB/ieHWs JOCTYNOM N CO3JaHNe CUCTEM, CMOCOBHbIX MPOrHO3MPOBaTh NMOTEHLMA/bHbIE aTaky
A0 VX peanv3aumn. Hanpumep, ncnonb3oBaHue pelleHni Ha 6ase W, koTopble MHTErpupyoTcs
C cucTeMaMu yrnpaBaeHUs MHUMAEHTaMW, NO3BOAET 3HAUMTENbHO YCKOPUTbL peakLiMio Ha yrpo-
3bl. Takune cMcTeMbl Tak>Ke MOTYT aBTOMaTU3MPOBaTb PYTUHHbIE 3aja4K, 0CBODOOXAas pecypchl Ans
aHanu3a 6osiee CNOXKHbIX UHLUAEHTOB.

ObyyeHue compydHuKos.

YenoBeuyecknit akTop OCTaeTca ya3BUMbIM 3BEHOM. PerynspHoe obyueHune COTPYAHUKOB MeTO-
AlaM pacrno3HaBaHnA GULLMHTOBbIX aTak M 3aLLMTe OT HUX ABAAETCA KIHOUYEeBbIM KOMMOHEHTOM KOM-
nnekcHon 6esonacHocTu. bonee Toro, obyyeHne fOMKHO BbITb aAanTMPOBaHO NOJ KOHKPETHble
POAN COTPYAHWMKOB, Tak Kak aTaky 4acTo HalleNeHbl Ha OnpejeneHHble OTAeNbl, Takne Kak byx-
rantepua nam otaen kagpo.. Kpome Toro, BaXkHO perynspHO NPOBOANUTb CUMYAALMKN aTak, YTobbl
COTPYAHVKM MOTAN NyYLle NOArOTOBUTLCA K PeaibHbIM Yrpo3am.

NcKyCCTBEHHBIN MHTENNEKT OTKPbIBAET HOBbIE FTOPU3OHTbI Kak /18 UHHOBALMK, Tak W ANs yrpo3
nHdopMaLMOHHOW He3onacHOCTU. TONbKO BHEAPEHWE NHTErPUPOBAHHBIX PeLLeHUI, CMOoNb30Ba-
HVe NepesoBbIX TEXHONOTMI K aKTUBHOE 0byyeHMe nepcoHana No3BoiAT MUHUMU3NPOBATb PUCKM
n obecneunTb YCTOMUMBOE Pa3BUTUE STON KPUTUYECKM BaxKHOW obnactn. BaxkHO MOHWMMaTb, UTO
Yrpo3bl 3BONHOLMOHMPYHOT U 3aLLMTa JO/IKHA pa3BMBaTbCs BMecTe ¢ HMMU. OpraHunsaumm, Kotopble
aKTUBHO MHBECTUPYHOT B 3aLLmMTy cBomx MIN-cnctem, He TONbKO MUHMMU3MPYIOT PUCKHK, HO U yKpe-
NASAKOT JOBEPME CBOUX KIMEHTOB W MapTHEPOB, CO34aBas YCTOMYMBYIO 1 6e30nacHyo LndpoByro

cpeay.
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6. SawmTta ACY TI:
TekyLlwme pUckun
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ABTOMaTU3MPOBaHHbIE CUCTEMbI YIPaBAEHUA TEXHONOTMYECKMMM npoLeccaMm nrpa-
FOT KJFOUYEBYHO POJIb B COBPEMEHHOWN NpombiwneHHocTn. ACY Tl ctanu HeoTbemne-
MOW 4acCTbO MHOTUX OTpaciel, BKAKYasa NPOMbILLNEHHOCTb, SHEPreTUKY, TPaHCnopT
n nHbpacTpykTypy. IddekTMBHOCTL paboTbl ¢ ACY Tl 3akntovaeTca B obecnevyeHunn
yrnpaBAeHWs, MOHUTOPUHIa N ONTUMMU3aLMM NPON3BOACTBEHHbIX MPOLLECCOB B peasb-
HOM BpemeHKn. O4HaKO MX UCMOb30BaHNE CONPAXEHO C PacTyLLUMMK yrpo3amMu nHGop-
MaLMOHHOW 6e30nacHOCTK, TPeBYOLMMM ONepaTUBHOIO pearnpoBaHna U BHeAPEHWs
3P deKTUBHBIX Mep 3aLUMThI.

Uccnedoeamenu /labopamopuu Kacnepckozo ebidenunu mpu cnocoba pac-

npocmpaHeHus 8pedoHOCHbIX 06bekmoes Ha komneromepax ACY TI1:

e BpeAOHOCHbIe 06'beKTbI, ncnoJibsyemble AnAa NePBNYHOIO 3apa>keHnA. JT0 onacHble
Beb-pecypchbl, BPELOHOCHbIE CKPUMTbI U BPEAOHOCHbIE AOKYMEHTbI.

*  BpegoHocHoe MO cneaytowero atana. 370 wnuoHckoe MO, nporpamMmMbl-BbIMOra-
TeAN 1 MalHepbl.

» CamopacnpocTpaHatoleecs BpegoHocHoe 0. 310 uepBu 1 BUPYChI.

Takxe nccnegosatenu Jlabopatopun Kacnepckoro oTMeyaroT, YTO OTpac/b aBTOMa-
TM3aumMmn 34aHNA NPOAO/KAET OCTaBaTbCA NNAEPOM MO JO/e 3apaxeHNn BpeAoHOC-
HbiM 1O cpepm Bcex cektopos ACY TI1, B TO Bpemsa Kak Mo BCeM UccaeyemMbiM OTpac-
NAM HabAroAaeTca CHUXKeHVe YPOBHSA Yrpo3 yxke BTopow kBapTasn (2024 200a) noapsa.
OCHOBHbIMW UCTOYHUKAMW YTPO3 ANA KOMMbKOTEPHbIX CUCTEM B TEXHONOTMYECKOW
NHPPACTPYKType OpraHm3aLmin OCTatOTCA MHTEPHET, MOUTOBbIE KJAUEHTbI U CbEMHbIE
HOCUTENN.

Uccnedosamenu komnaHuu Positive Technologies ommemusau kiroyesoie

pucku u yepo3el 8 ACY TI1.

* HapyweHune ceteBoro nepumetpa. Boixog B VIHTepHeT, 0COBEHHO C YCTPOWCTB,
He 3aLMLLEHHbIX CPeACcTBaMM 3aLLMTbl KOHEYHbIX TOYEK, MOXET MPMBECTM K 3apa-
XKEHWIO BUPYCaMU-LLINPPOBa/bLLMKAMUN UK NOABAEHNIO 63KA0POB, KOTOPbIE 3/10-
YMBILLIEHHVKN CMOTYT UCMOJ/Ib30BaTh A8 06X0Aa APYrMX YPOBHEW 3aLLnThI.

*  Wcnonb3oBaHue yAa3BMMbIX MPOTOKONOB CBA3W. [OCKONbKY Ha YCTPONCTBAX BEPX-
Hero ypoBHA TexHoaormnuyeckon cetn (Ha APM uHxeHepos u onepamopos, SCADA-
cepsepax) cneunanmsnposaHHoe 10, HeobxoarMoe Ana OCyLLLeCTBAEHNA TEXHONO-
rMYeckoro npoLiecca, yctaHoBieHo noepx knaccnyeckmx OC - Windows u Linux.
370 03HauaeT, YTo Bonbluas YacTb aTak byAeT HaLueneHa Ha YCTPOMCTBa BEPXHEro
YPOBHSA C NCMO/Ib30BaHNEM 3KCMIOUTOB.

* ATakm Ha nporpammupyemble Jornmyeckme kKoHTpoanepbl (ganee - [JIK).
3n0yMblILNEHHUK, UMes gocTyn K /1K, MoxeT Bbi3BaTb pa3anyHble NOCAeACTBUA:
M3MEHNTb MHAMKALUWN ANA onepaTopa, YTO NpuBeAET K He3aMeTHbIM npobaemawm;
OTNpPaBWTb KOMaHAy ANA NepeBoja npouecca B aBapuIMHOE COCTOAHNE; U3MEHUTb
HacTpoWKn 060pyAOBaHWNSA, YCKOPMB €ro M3HOC UM MO3BOJNB KPaXy PecypCos;
3abnokmpoBaTth oTNpaBKy KoMaHg Ha /1K, Hapywmns ynpaBaeHne npoLeccom.

¢ JkcnayaTaums gedonTHbix naponen. Mporpammumpytotcs MK ¢ nomoLubro cnewma-
nunsnpoBaHHbix IDE n nmetot ceoun API, uepes koTtopble IDE 1 BbINONHAET HAaCTPOW-
Ky. B cBA3M C 3TMM MOTYT BO3HWKHYTb PUCKM NCMONb30BaHWNA ya3BumocTen API.



*  Wcnonb3oBaHune cnabbix 1 cnoBapHbIX Maposen B ycTponcTBax. B cayuasx, korga
y4yeTHas 3anuncb, NCNOAb3yemMas ANs AOCTyNa, UMeeT AePONTHbIN Napob, TO 3/10Y-
MbILLNEHHMK MOXET noayuntb foctyn K MNJ1IK ¢ 1toboro ycTponcTBa, KOTOpoe nme-
€T CeTeBOWN AOCTYN K KOHTPOANEpY.

*  Wcnonb3oBaHune cnabo3alumLLeHHbIX BEPCUA MPOTOKOOB.

e HeaBTOpur30OBaHHbIe YTeHUA U 3anucy Teros B [1JIK. MaHunyanpysa 3HavyeHnamMm
TEroB, 3/10yMbILUNEHHNKN MOTYT NPOCAYyLINBaTb ceTeBOW TpaduK Yepe3 NpOTOKO
IEC 104, uTO MOXET NMPMBECTM K KOANAMNCY YacTn pacnpeaenntensHom CeTu.

» HeaBTOpM30BaHHOE B3aNMOAENCTBME NO MPOTOKOAAM YAaNEHHOTO AOCTyNa.

+ NoameHa dannos npoektoB B cuctemax SCADA n HMI. Puckn nogmeHbl daninos
NPOeKTOB, Takne Kak MHeMoCxeMbl (nosib3o8amesibckuli UHmMepgelc), KoTopble
BMAMWT onepaTtop, anropuTmel, no kotopbiM SCADA-cucTema obpabaTtbiBaeT AaH-
Hble oT [JIK 1 oT onepaTopa ¥ y4eTHble 3anucK, UMeroLLme JOCTyn K NoNb30Ba-
TebCKOMY UHTepdeNcy, onepaLmm, KOTOpble OHN MOTYT BbIMOJHATb.

*  3anyck nHxeHepHoro n ynpasastowero MO B ACY TrT.

HANNYYLWWE MPAKTUKWN 3AWLNTbI: KAK MUHUMUN3NPO-
BATb PUUCKU N YKPEMNTb KNWBEPBE3OIMACHOCTb

dddekTBHaAA 3almMTa TEXHONOTMYECKUX CMCTeM TpebyeT BHeApPeHMA KOMMIeKC-
HbIX W CTPYKTYPVPOBaHHbIX Mep, KOTOpble OXBaTblBalOT BCE acMeKTbl 6€30MacHOCTM -
OT NPOEKTMPOBaHMA A0 SKCryaTaLuu.

PaccMoTpuM KatOUEeBble peKOMEeHAauuu AN MUHUMU3ALUN
PVCKOB 1 NMOBbILEHUSA YCTONUMBOCTM.

CeameHmayus cemeli u KOHMpoJb docmyna

Pa3zeneHune ceT Ha 30HbI C Pa3HbIM YPOBHEM AOBEPUA - BaXKHbIW LIar B NpesoTBpa-
LLLEHWW pacnpocTpaHeHus yrpo3. KOHTpoab B3aUMOAENCTBMSA MEXAY CErMeHTaMu CeTH
No3BOAsSIET MUHMMM3NPOBATb MOCAEACTBUS BO3MOXHbIX aTak. [1s 3TOro pekoMeHsay-
€TCA UCMONb30BaTb NPOMbILLIEHHbIE MEXCETEBbIE 3KPaHbl, BHeApATb VPN ans yaa-
NEHHOro A0CTyna 1 06s3aTelbHO NPUMEHATb MHOTOPAKTOPHYHO ayTeHTUdMKaLMIO ANs
KPUTUYECKN BaXkKHbIX y310B. Takol NOAXOA CO34aET AOMONHUTENbHBbIE Bapbepbl A/s
310YMbILUNEHHUKOB, YCIOXHSAN HECAHKLMOHUPOBAHHbIN AOCTYM.

MoOdenuposaHue y2po3 u oyeHka puckos

PerynapHoe obHOBNEeHWE MOZesiei Yrpo3 1 OLeHKa PMCKOB MO3BONAOT OCTaBaThbCA
Ha Lar BnepeAu 310yMblLUIeHHUKOB. Mozenn yrpo3 NnoMoratoT BbisiBAATb HOBbIE ys13-
BMMOCTU U KNacCUPULMpPOBaTb MX MO CTEMEHU KPUTUUYHOCTU. ITO, B CBOKO O4epesb,
A,AET BO3MOXHOCTb pa3pabatbiBaTb YUETKMM NIaH AENCTBUI ANS yCTPaHeHMA Hanbonee
OMacHbIX Yrpo3 1 NpeAoTBpaLLEeHN BO3MOXHbIX aTak.

KomnnekcHelili nodxo0d k 6esonacHocmu

KnbepbesonacHOCTb A0KHa ObiTb BCTPOEHA Ha BCEX 3Tamnax XM3HEeHHOro umkaa ACY
Tr. 270 BKAtOYAET:

* MNPOEKTUPOBaHWME CUCTEM C YYETOM TpeboBaHmi knbepbeszonacHoCTy;



° BHEApeHUne TEXHONOTUNN 3alWNTbl, TAKNX KaK CNCTEMbI O6Hapy)KeHI/Iﬂ BTOp)KeHI/II‘/JI
(IDS);
° MOCTOSHHbIN ayanT N TeCTMpoBaHMe CUMCTEM Ha YA3SBUMOCTU.

Takon KOMNAEKCHbIW NOAX0A MNO3BOASAET CO34aBaTb YCTOMUMBYHO
apxuTeKkTypy 6e3onacHoOCTH, roTOBYHO K MPOTUBOAENCTBUIO COBpe-
MEHHbIM yrpo3am nHopmauymoHHon besonacHoCcTu.

Asmomamusayusa MOHUMOPUH2a U pea2uposaHus

Ncnonb3osanwue SIEM-cuctem (Security Information and Event Management) v cpeacts
aBTOMAaTM3MPOBAHHOIO pearnpoBaHNsA Ha MHLUWUAEHTb obecneymBaeT onepaTMBHOE
BbiABNEHME 1 6aokmpoBky yrpo3. DFIR-TexHonorun (Digital Forensics and Incident
Response) nrpatoT K1OUEBYHO PO/b B paccNefoBaHM MHLUAEHTOB, MOMOras He TObKO
yCTpaHWTb NOCNEACTBUA, HO 1 pa3pabaTbiBaTb NPEBEHTMBHbIE Mepbl ANa ByAyLMX aTak.

AHanus sHewHez20 mpaguka

Heob6xoaMMOCTb OTCNEXMBAHWS BHELLHErO CETEBOrO Tpaduka TEXHONOTMYECKOM CeTu
OuYeBMAHa: 3TO NOMOraeT OBHAPYXXUTb BO3MOXHbIe HapyLLEeHWUs nepumMeTpa besonac-
HOCTW. PerynsipHblil MOHUTOPWHTI NO3BO/ISET CBOEBPEMEHHO BbISBAATH MOA03PUTENb-
HYH aKTUBHOCTb W MPMHUMATb MepPbI MO 3aLnTe OT HECAHKLMOHUPOBAHHOIO AOCTynNa.

PezynapHuie obHoesneHus 6esonacHocmu

O6HoBNEHME YCTPONCTB BEPXHErO YPOBHA TEXHONOTMYECKOW CETH, Takmx Kak pabo-
yme cTaHunu nHxeHepos, ornepatopbl SCADA-cepBepoB 1 Apyrne Kputnyeckue ysbl
- BaXKHbIV acnekT 3awmnTbl. PeryaspHble natum n obHoBaeHnsa 6e30MacHOCTU yCTpaHA-
FOT M3BECTHbIE YA3BUMOCTU U MUHUMU3UPYIOT PUCK YCMELLHbIX aTak.




OMNPEOENEHUE TPAHULU U UHBEHTAPU3ALUA AKTUBOB
ACY TN: LWWATU MO OBECMNEYEHUIO BE3OMNMACHOCTHU

Onpepenenue rpaxuy, ACY T

HeobxoarMO YeTKO onpeaennTb, rae 3akaHuMBaeTCs 30Ha OTBETCTBEHHOCTM BaLLen
cncTeMbl. ITO MOTYT BbITb GM3MUecKme rpaHmnLbl 06bEKTOB, agpeca NoACeTeN UK
Nornyeckme rpaHunLbl. BaxkHO BbIAeNnTb akTUBbI BHYTPU 1 3@ NpeAenamm CUCTEMb,
a TakXe YCTaHOBMWTb MOTOKM AaHHBbIX (BX00AwWUe U Ucxo0sauue).

MHBeHTCIpM3C| Lung dKTuBOB

MpOBOANTCA NMOAHBIV YYeT BCeX YCTPOUCTB U cucteM, Bxoaawmx B ACY TI1, uto-
6bl YTOUHUTb rpaHuLbl. OfHaKO NPU UCMOb30BaHUN CUCTEM 3aLLUTbl HDOP-
MaLMN BaXXHO yUWUTbIBaTb, YTO UX BO3AeNCTBME Ha 0bopyaoBaHME MOXET ObiTb
HenpeAckasyemMbiM, HanpuMmep, NPUBOANTL K cboam B paboTe. nd MUHMMMK3a-
LMW PUCKOB PEKOMEHAYeTCA 1Crnoab3oBaTth peweHuns knacca NTA (Network Traffic
Analyzer), koTopble aHaNM3MPYOT KOMUIO Tpaduka BMECTO NPAMOro BO34eNCTBUSA
Ha yCcTponcTBa.

KOHTpOﬂ b rpAHUL, CUCTEMDI

Ans 3awmtel ACY Tl HEOBXOANMO KOHTPOAMPOBATb BXOAALLNN U UCXOAALLMI TPa-
durK. ONTMManbHbIM pelleHreM ABASETCA NONHAA U30NALMA CUCTEMbI OT BHELLHEN
cpeabl. Ecnv nsonauma HeBO3MOXHA, UCMOAb30BaTbh AMOAbl AaHHbIX, KOTOpPbIe
NO3BONAIOT NepeAaBaTb MHGOPMaLMIO TO/bKO B O4HOM HanpaBaeHUW, UCKNHOYas
BO3MOXHOCTb 06paTHOro AocTyna.

3awmTta ot BpepgoHocHoro MO

Bce cepBepbl 1 KOMNbIOTEPBI A4OMKHbI ObITh 3aLUULLEHbI aHTUBUPYCaMU U peLle-
Huamun knacca EDR (Endpoint Detection & Response). Ho npu BHeApeHUU 3TUX
NHCTPYMEHTOB HY>KHO yUYNTbIBaTb OrpaHUYeHUsa CTapblX OMepPauyOHHbIX CUCTEM,
KoTopble YacTo ncnonb3ytotcsa B ACY TI. CoBpeMeHHble aHTUBUPYCbl MOTYT ObITb
HECOBMECTMMbI C YCTapeBLUMMUN CUCTEMaMM M3-3a BbICOKMX TpeboBaHUN K pecyp-
caM 1 OTCYTCTBUA HY>XHOro QyHKLUMOHana. 34ecb NOMOryT cneLmanm3npoBaHHble
aHTUBMPYChbI, pa3paboTaHHble 418 TaknxX YCNOBUNA.

Pe3epBHoOe konnpoBaHue

Co3aaHue pe3epBHbIX KOMUN — BaXKHEMLLNIA 3Tan 3alUMTbl, KOTOPbIV BKIIOYAET:

« 06pa3bl oNepaLMOHHbIX CUCTEM CEPBEPOB M KOMMbIOTEPOB;

s KOHQUrypaunoHHble dainbl ceTeBoro obopysoBaHus;

*  MPOEKTbl KOHTPONIEPOB;

s auctpmbytmebl M0;

+  6a3bl JaHHbIX, OTUHbI 1 NapOW.

CncTembl pe3epBHOro KONMMPOBaHWA U yNpaBaeHUs BEPCUAMNU KOHOUTYPaALIMOHHbIX
darinoB No3BOAAT HBLICTPO BOCCTAaHOBUTHL PAabOTOCMOCOBHOCTb CUCTEMBI B Cyyae
cboes.






CaMon 3HaUMMOM yrpo3omn
B chepe Kn6ep6e30nacHOCTH
OCTAIOTCS YenoBevyeckme puckm

Noan, Kak KNOYEeBOW 3N1eMeHT BCex bus-
Hec-NpoLeccoB, NPOAOAXKAOT ObiTb CaMbIM
yA3BMMbIM 3BEHOM. XanaTHoOCTb, ciabble nau
NMOBTOPHO UCMO/b3yeMble NMAPOM, OLLIMOKM Npu
obpalleHnn ¢ KOHPUAEeHLMaNbHON NHPOpPMa-
LMen 1 HeOCTOPOXKHOEe NoBeaeHue B NIHTepHeTe
CO3/4at0T OrPOMHbIE PUCKM ANS OPraHn3aLmm.

CornacHo nccnepoBaHUlO KoMna-
HUn Mimecast, B 2023 roay 6onee
70% knbepB3/J1IOMOB MPOU3OLUIN
N3-3a UesioBeyYeCcKmx ownboxk.

JTO NnoATBepXKAatoT AaHHble Ponemon Institute,
rae cpeaun rnaBHbIX MPUYUH UHLUAEHTOB
C VHCalZepaMu BbiAeneHbl XanaTHOCTb, Kpaxa
YUETHbIX AaHHbIX M 3710/ yMbicen. Takue yrpo-
3bl MOKa3blBalOT HEOBXOAMMOCTb MOCTOSAHHOTO
0ByUeHNs COTPYAHUKOB U BHEAPEHUS CTPOTUX
npaBua KNGEPrurmeHsl.

duwnHroBble atakm NpoAoKaroT
oCTaBaTbCA OAHUMM U3 CaMbIX pac-
NPOCTPaAHEHHbIX N 3P PEKTUBHBIX.

OHW ycnewHo 3KCnayaTUpPYHT YenoBeYecKyro
MCUXONOTUIO, @ HE TEXHONIOTUYECKne ysa3BMMO-
CTW. 3N10YMbILLINEHHWUKM CO3Aat0T yoeanTeNnbHble
nnMcbMa, UMUTUpPYROLWMe coobLleHma OT aBTo-
PUTETHBIX KOMMaHWM UAN NapTHEPOB, YTOObI
obMaHOM 3acTaBWTb MONb30BaTeNEN PACKPbITh
KOHOUAEHLMaNbHble JaHHble UK YCTaHOBUTb
BpegoHocHoe [M0.

B 2022 rogy 4ncio GULLMHIOBbIX aTak BbIPOC/IO
Ha 47,2%, a aTakn Ha 0bpa3oBaTeENbHbIV CEKTOP
yBeANYNNNCh Ha 576%.

ST AaHHble YKa3bIBarOT Ha YCIOXHEHNE MeTO-
408 duvwmnHra, BKaoYas ncnonbsosanve W ana
aBTOMaTM3aumn atak, 4Yto TpebyeT OT OpraHu-
3aLUMN YCUNEHHOTO KOHTPO/IA U MOCTOAHHOTO
NOBbILIEHMA OCBEAOMNEHHOCTN COTPYAHNKOB.

Mporpammbi-BbIMOraTenu cranu
CMMBOJIOM POCTa YMcCaa CAOXHbIX
aTtak, MPUHOCALLMX 3/I0YMbILUJIEH-
HMKaM OrpoMHble NpMbbIAN.

B nepuog ¢ aBrycta 2022 no man 2023 roga
UNCNO TaKUX MHUMAEHTOB Bblpocao Ha 101,84%.

DT aTakun He TONbKO BAOKMPYHOT AOCTYN K KPW-
TUYECKN Ba>KHbIM AAHHbIM, HO U BbIHY>XAAKT
KOMMaHWK BbIN1aunBaTb 3HaYMUTEbHbIE CYMMBbI
B KayecTBe BbiKyna. MK akTMBHOCTM npuLlenca
Ha Hauyano 2023 roga, Korga pocT coctaBua 65%
Mo CpPaBHEHMIO C aHaIorMYHbIM Nepurogom 2021
roga. Ytobbl NPOTUBOCTOATL 3TOM Yrpo3e, opra-
HM3aLMAM Ba>XKHO PeryasapHoO Aenatb pe3epBHble
KOMUU AaHHbIX N TECTUPOBATL CLLEHAPUN pearu-
pPOBaHVA Ha MHLMAEHTHI.



NcKycCTBEHHBIN MHTENNEKT CTaHO-
BUTCS OPY>XUEM B pyKax 3/10yMblLLI-
NEeHHUKOB.

OH No3BOAAET aBTOMATM3NPOBATb CNOXHbIE
aTakuy, Takme Kak co3faHue npaBaonofob6HbIX
OVILLMHIOBbIX MNCEM UAN BbISIBEHNE YS3BUMO-
CTEN B CUCTEMAX.

Ocobyto onacHOCTb NpeaAcTaBAAOT
aTaku C NUCNONb30BaHMEM TEXHOJO-
rui Deepfake, koTopble MmoryT obma-
HYTb Aa>Xe OMbITHbIX CNEeLNaanCcToB.

3TV yrpo3bl AMHAMWYHbI: OHW pPa3BUBatOT-
CA BMecCcTe C Mepamu 3alWuTbl, 4YTO Adena-
€T X OCOBEHHO CNIOXHBIMWU ANA HeNTpaaunsa-
U1K, TO NOAYEPKMBAET BaXKHOCTb BHEAPEHMUA

nepeAoBbIX TEXHONOTMA MPOTUBOAENCTBUNA
VN-yrposam.

OZHOW 13 caMbix pa3pyLUNTENbHBIX YTPO3 OCTa-
eTcs KoMnpomeTaumsa Ael0BON 31eKTPOHHOM
rnoutbl (BEC). Atakm BEC, HaueneHHble Ha KOM-
NaHNN C MeXAYHapPOAHbIMW NOCTaBLUMKaAMU NN
aKTUBHbIMW HaHKOBCKMMU NepeBoamu, npuee-
N K yBbITKaM Ha CyMMYy CBblLLe 3 MUAANAPA0B
ponnapos B 2023 rogy.

3N10yMbILLNEHHWKM BblAAOT cebs 3a pyKoBOAW-
Tesen UAn napTHepoB, YTOobbl 06MaHOM 3acTa-
BUTb COTPYAHWKOB NMepeBOANTb CPeacTBa Uan
pa3rnawaTb KoOHOUAEHUNANbHbIE AaHHblE. DTN
aTaku CTaHOBATCA BCe 6osee M3OLWpPEHHbIMU
N JOpOrMMK, nogyepkmneas HeobXOAUMOCTb
CTPOroro KOHTPOAA onepauuin 1 BHeApeHus
MHOro$akTopHOM ayTeHTUdUKaL K.

Bce 3TW yrpo3sbl UNNOCTPUPYIOT TeKyLmne TeHAeHLUN Yyrpo3 uHpopmaum-
OHHOI 6e30MacHOCTU N NOAYEepPKMBAIOT BaXKHOCTb CUCTEMHOrO noAaxoja
K UX NpeaoTBpaLLeHuIo.

Tonbko coyeTaHue TeXHONorum,
O6Yy4YeHU S U MPOAKTUBHOIO
YyNpAaBfieHnNs 6€30MNACHOCTbIO MOXET
NOMOYb MUHUMU3NPOBATb PUCKMU

N NOCNeacTBns TOKMX ATAK



TOM-5 yrpos ot OUUB (8 KBOUKU)

WicmoyHuk: misp.sts.kz

CornacHo vHdopmMaunu, npeso-
CTaBNAEMOM OnepaTUBHbBIMWN LieH-
Tpamn nHbopmaynmoHHon 6es-
OMNaCHOCTW (danee - OLIME) B 2024
rogy Hanbosnee pacnpocTpaHeH-
HbIMW Yyrpo3amMmun MHGOPMaLMOH-
HoW 6e30MacHOCTM ANs OpraHusa-
LI (8 m.u. KBOVIKM) N MONb30BaTeNel
KasaxcraHa ocTatoTca BpeJOHOCHOe
MO, skcnayataums ya3BMMOCTEMN,
crnam-paccbliNku C BPeJOHOCHbI-
MU BAIOXEHUAMM, HECAHKLMOHNPO-
BaHHbIN goctyn u Brute-force ataku.
Hanbonblwyto yrposy npogonxa-
eT NpeAcCTaBAATb BPefOHOCHOEe
MO, Ha A0 KOTOPOro MPUXOAUT-
¢ 49% oT BCex 3aperucTpupoBaH-
HbIX NHUMAeHToB Wb, nonyyeHHbIX
ot OUWB. B nepsyto ouepesb, 370
nporpamMmmbl-BbIMOraTenn, BUpPY-
Cbl U TPOAHbI, KOTOPblE NCMNOJb-
3yt0TCA ANA BNOKMPOBKM AAHHbIX
N MPOMBbIWAEHHOrO WNNWOHaxa.
AHann3 AVHaMUKN AeMOHCTPUPY-
eT, UTO aKTUBHOCTb BPeAOHOCHOIO
MO 6blna Ha NKKe B Hayane roaa
(AHe8apb-cbespans), @ 3aTEM CHUXKa-
Nacb A0 CepeanHbl roAa, C HOBbIM
pOCTOM B CceHTAbpe n okTabpe,
YTO CoBMajgaeT C yCUJeHneM aTtak
Ha KOpropaTMBHbIE CETU B CE30H
BbICOKOW HarpysKu.

Bropoe mecTto cpean yrpos 3aHu-
MaeT 3KcnayaTauusa ya3sBMMOCTH,
KoTopasa coctaBnseT 32% OT BCex
WHUMAEHTOB. [laHHbIA BeKTOp
AEMOHCTPUPYET CTPEMUTENbHbBIN
pPOCT B TeYeHMe BCero roga, oco-
6eHHO HaunHasa C anpens n JoCTu-
ras Makcumyma B fekabpe. Xakepol
aKTVMBHO MCMOJb3YHOT Clabble MecTa

B YCTapeBLUMX CMCTEMAX U YA3BUMO-
CTV HYNE€BOTO AHS, YTO NO3BOAAET
MM MNPOHMKaTb B CETU OpraHn3auuni
J10 BbIXOJla HEOOXOAMMbIX OBHOBE-
HMI 6e30MacHOCTN.

Cnam c BpeJOHOCHbIMU BNIOXKEHMN-
AMW, HecMOTpA Ha Hbonee Hu3KkMe
rnokasaTtesn (6%), OCTaéTca cTabuib-
HbIM UCTOYHWKOM Yrpo3 Ha npo-
TAXEHUN Bcero roga. Hebonbwune
BCMJ/I€CKN aKTUBHOCTU PUKCUPO-
Ba/INCb 1€TOM, OCOBEHHO B WIOHE
W aBrycte, Kkoraa Habaroganca poct
bunwmnHrosbix kamnaHm. OCHOBHOM
BEKTOpP aTaku - pacrnpocTpaHeHune
BpegoHocHoro MO yepes 371eKTPOH-
Hble MNCbMa 1 CCbIIKW, HaLleNeHHble
Ha yenoBeyecknin dakTop.

HecaHKLMOHUpPOBaHHbLIA fOCTYN
3aHMMaeT YeTBEPTOE MECTO C A0NEN
5% oT obulero yuncna MHLUUAEHTOB.
MuK akTMBHOCTK BbIN 3aduKcmpo-
BaH B peBpane 1 mapTe, nocsie yero
HaboAaeTCs 3HAUNTENbHbIA cnaj,
CBsI3aHHbIN ¢ 6osee aKTUBHbIM BHE-
APEHNEM MHOTOPaKTOPHOMN ayTeH-
TMdUKaLMM N yCUNEHNEM KOHTPOAA
A0CTyna BO MHOTMX OpraHm3aumnsax
PK, yto no3Boinno CHU3NTb KOAU-
YeCTBO YCMeLLUHbIX aTak.

3amblikatoT cnucok Brute-force ata-
KW (4%), HanpaBAeHHble Ha MOA-
6op naponen metosom nepebopa.
[aHHbIN TMN aTak coxpaHseT cTa-
H6UNbHbBIV YPOBEHb Yrpo3 € HebOoIb-
LM POCTOM B CEHTABPE 1 OKTABpE.
OHW ocCTaroTCA OnacHbIMK ANs cna-
60 3aLMLLEHHBIX YYETHBIX 3anuncen
M CUCTEM C NPOCTbIMM NAPONAMMU.



TOI1-5 yepo3 uHgopmayuoHHolu 6ezonacHocmu om OB

srio |, 9%
3xennyatauma yassumocty [ 52%

CMNAM c BpeaoHOCHbLIMU BAOXKEHUAMMN 6%

HecaHkunoHWpoBaHHbIM AocTyn - 5%

Brute-force - 4%

AHanu3 yrpo3 nHdopmaLmoHHon 6esonacHocTn 3a 2024 roa AeMOHCTPU-
pyeT, yto KasaxcTaH, Kak n Apyrmne CTpaHbl, MPOAOXAET CTaAKMBaTb-
CA C pacTyLlen CNOXHOCTbI yrpo3. OcobeHHO 3aMeTHbIM CTaHOBUTCA
aKTUBHbIA POCT aTak Ha MHPOPMALMOHHbIE CUCTEMbI, KOTOPbIE He ycrne-
N aaanTMpoBaThbCAa K COBPEMEHHbIM Bbl30BaM, YTO MOAYEPKMBAET HEOO-
XOAMMOCTb CBOEBPEMEHHOrO OBHOB/IEHNA MPOrpaMMHOro obecneyeHus
N BHeApeHNs bonee HagEXHbIX 3aLLUUTHBIX Mep.

Tak>ke BaXXHO OTMETUTb, YTO coBMecTHas pabota HKLUWB, OLUNB n nx knn-
€HTOB CO3/a€T OCHOBY A1 YCTONYMBOMW N 3PPEKTUBHON CMCTEMbI 3aLLUTBI,
CMOCOBHOW NPOTMBOCTOATL COBPEMEHHBIM Bbl30BaM 1 obecneunBathb CTa-
H6UNBHOCTL LMPPOBON Cpeabl.

AuHamuka usmeHeHus yepo3 om OLUB
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—._'3KCFI!J'I)I'3T3LI,HF| YA3BMMOCTH

—#—HecaHKLMOHWPOBaHHBIIN 40CTyN

+~CMNAM c BpeAoHOCHLIMW BAOXKEHUAMM

—a—Brute-force




Cmamucmuka y2po3 u UHYUOeHMos:
Ton-5 yrpo3 nHdopmaumoHHon 6e30nacHOCTU 1 UX ANHAMMKA

Yrpo3bl MHGOpMaLMOHHON H6e30NacHOCTU NPoAoAXKaOT HabupaTb 060-
POTbI, O YEM CBUAETENLCTBYET JMHAMMUKA MHLMUAEHTOB U COBbITUI MHbOP-
MaLMOHHOWN 6e30MacHOCTU.

C anBapa 2024 roga Ha Beb-nnatdpopme MHPOPMaLMOHHOTO B3aMMOgen-
crBua HKLUWMB 6b1n10 3apernctpupoBaHo 6osiee 29,6 TbiCAY MHUMAEHTOB,
oTpaxkaroLmx pasHoobpasne 1 CI0XKHOCTb COBPEMEHHbIX aTak.

AHanu3 nokasblBaeT, YTO HanbOoJIbLLYHO aKTUBHOCTb AE€MOHCTPUPYHOT MNATb
KNHOYEBbIX TUMOB Yrpo3, GOPMUPYIOLLMX OCHOBHbIE BbI30BbI A5 OPraHu-
3auunin no Bcemy mMupy. Jingepom octaérca BpegoHocHoe 10, koTopoe
oxBaTblBaeT Hosee TpeTV BCeX MHLMAEHTOB 1 CTAHOBUTCA MHCTPYMEHTOM
AN KOMMPOMETaLUUM AaHHbIX, CUCTEM U MHDPACTPYKTYP.

Paccmompum nodpobHee ocHoBHbIe y2po3bl U UX 8USHUE Ha UHGopmMayu-
OHHyto bezonacHocme.

BpeaoHocHoe MO —-10 700

Haubonee pacnpocmpaHéHHele munel 8pedoHocHbix [10:

HTTP2.RST_STREAM.Rapid.Reset CVE-2023-44487.0cs [Nl 1515
Malware.Sinkhole  [NNENEGEGGNE 1244
Apache.Optionsbleed.Scanner _ 1116
TcpsplitHandshake [N :72
HTTP.URLSQL Injection [N 552

BotHeT — 8 420

Haubonee pacnpocmpaHéHHble munel 6GomHema:

Phorpiex.Botnet [ 2639
Mariposa.Botnet |GG 1389
Mozi.Botnet [N 1070
andromeda.Botnet |GG 725
njRAT.Botnet [N 530



JkcnayaTtauusa yassnmoctn — 3 877

Hanbonee pacnpoctpaHéHHble Tunbl RFI/LFI/Directory Traversal, XSS,
Command Injection, SQL Injection.

49,6 % 3adpuKCMpOBaHHbIX COBLITUI HanpaBJ/ieHbl Ha KBa3urocyaap-
CTBEHHbI cekTop U 48 % HanpaB/ieHbl Ha roCcyAapCTBEHHbIN CEKTOP.

duwmHrosas ataka — 3 720

BONBLWMHCTBO QULLMHIOBBIX PECYpPCOB NUCMOJb3YET Takme TUMbl MMUTaLMK
dULINHra, KaK KNOHbI MHTEPHET-PECYPCOB, PO3bITPbILLV 1 NoTepen, Gop-
Mbl aBTOPU3aL M.

B 2024 roay KOnnM4ecTBO PULLNHIOBbIX MHTEPHET-PECYPCOB, 3MYINPYIO-
WMX AeATeNbHOCTb 6aHKOB BTOporo ypoBHsA PK, coctaBnset 95.

DoS/DDoS-artaka — 117

Hanbonee pacnpoctpaHéHHbIMM TNamMu 3adpukcnpoBaHHbix DoS/DDoS-
atak asaatotca ACK flood, SYN flood (TCP/SYN) 1 UDP flood.

35 % 3adpukcupoBaHHbIx DoS/DDoS-aTtak HanpasieHbl Ha 6aHKM BTOpPO-
ro ypoBHs PK 1 22 % Ha rocyaapcTBEeHHbIA CEKTOP.






Hauano | ksapTana 2024 ropga
O3HOMEHOBAIOCb «HOBOAHEHUEM»
ya3sumocten 0-day

OTMeTVMM MaccoByHO 3KCMayaTaLmio ya3BMMOCTen cepeepoB ScreenConnect - MO ana
yAaNeHHOro ynpaBaeHus KOMMbOTepaMu 1 APYrMMu ycTponcTBamu. PackpbiTblie B dpeB-
pane HegocTaTku noayumnn naeHtneukatopel CVE-2024-1709 n CVE-2024-1708
n oueHkn 10 6bannos (kpumudeckuli yposeHb onacHocmu) v 8,4 6anna (8vicokuli ypo-
8eHb onacHocmu) no CVSS cooTBeTCTBEHHO.

MNepBas ya3BMMOCTb NO3BOAAET 3N10YMbILLIEHHWKY YAAEHHO BbINOJAHUTL KOZ B CUCTe-
Me, @ BTOpan-Cco3jaTb YUYETHYHO 3anuncb C NpaBaMu agMUHMUCTPaATOPa ¥ 3aTeM NOAYYnTb
AOCTYN K BHYTPeHHUM pecypcam komnanuu. B CISA yassumocts CVE-2024-1709 BHec-
2N B KaTanor M3BECTHbIX IKCMyaTVpPyeMbIX ya3BUMOCTeN 1 obasann desepanbHble
areHtctBa CLUA obecneuntb 6e30nacHOCTb CBOMX CEPBEPOB B CPOK A0 29 dpeBpans.

OnepaTtopbl WUpPOBanbLMNKOB Cpa3y B3AaM Ob6Hapy>KeHHble
HepocTaTkm ScreenConnect Ha Boopy>eHue.

Ananuntnkm Sophos X-Ops coobLman, YTo 310yMbILLNEHHMKM aKTUBHO 3KCMNyaTUPOBa-
NN 3TW YA3BMMOCTU U BHEAPANM CO3[aHHYHO Ha OCHOoBe yTekwero B 2022 rogy Ncxoa-
Horo koga LockBit nporpammy-Bbimoratens.

WNccneposatenn Trend Micro Takxke coobwmnm o TOM, YTO M3BECTHbIE FPYNNUPOBKM
Black Basta n BI0Ody nocne packpbiTia ys3BMMOCTEN Havaau akTUBHO MCMONb30BaTh
HegocTaTky ScreenConnect B cBomx atakax. HapaBHe € ynOMAHYTbIMU rpynnMpoBKa-
mu, Trend Micro 6111 3aMeudeHbl 310y MbILINEHHWKW, NCMOAb3YoLMe MogyabHoe BINO
XWorm, obnagatoLee BO3IMOXHOCTAMUN AN YAANEHHOTO A40CTyNa N GYHKUNAMN NPO-
rpaMM-BbIMOraTenen.

YasBumoctn ScreenConnect He octanucb 6e3 BHMMaHusa n 'y APT-
rpynnmMpoBOK.

Tak, no coobeHmnam aHanmTtnkos Kroll, rpynnuposka Kimsuky (makxe uzsecmrHas kak
APT43) ncnonb3osana CVE-2024-1709 n CVE-2024-1708 pna nocnegyroLlero 3apaxe-
HWA LLeNeBOW CUCTeMbl HOBbIM BapvaHTOM BpeAoHocHoro MO, nonyuymBLIMM Ha3Ba-
Hue ToddlerShark.



CVE-2023-48022

CVE-2023-48788

CVE-2024-21893

CVE-2024-27198

CVE-2024-21762

NMoMKMO y>Ke onMcaHHbIX HeA0CTaTKOB pelleHuni Ilvanti n ScreenConnect,
Mbl OTMeYaeM W1 Apyrve ya3BuMOCTH, akTyasibHble A1 NepBOro KBapTana
2024 ropa:

CornacHo otyety Oligo, 3/10yMbIWNEHHUKN WCNONb3YHOT YA3BU-
MOCTb B NonyaspHoM ¢pperimBopke Ray C OTKPbITbIM MCXOAHBIM KOAOM
(OH nMcnosb3yeTca AN MalWWHHOIO 0ByYeHMs, HayUYHbIX BblUMCAEHUN
n 06paboTkmn AaHHbIX). iccnegoBatenn obHapy>Xmam, 4To COTHM obLe-
AOCTYMHbIX Ray-cepBepoB 6blIN CKOMNPOMETUPOBaHbI C MOMOLLbIO
CVE-2023-48022, 4TO NO3BOIMAO 310YMbILLAEHHMKAM NOJYYUTb AOCTYN
K KOHOUAEHUMANBHOM MHOOPMaLMK, BKAKOYASA UCXOAHbIA KOZ MOAenen
NCKYCCTBEHHOTO WHTENNEKTA, YYeTHble AaHHble 6a3bl JaHHbIX N TOKEHbI
AoCTyna K obnayHom cpeje.

JTa WMPOKO 3KCryaTMpyemas ya3BUMOCTb npeactaBaseTt coboun SQL-
MHBEKLMIO B NMporpammHoe obecneveHune FortiClient EMS n no3ssonset
BbIMOIHATb MPOM3BO/IbHBIN KO MAN KOMaHZAbl C MOMOLLbIO CleunanbHO
CO3aHHbIX 3anpocoB, obecrneynBas NepBoHaYvaNbHbIA JOCTYN B KOPMO-
paTUBHbIE CETU OpraHM3aLmn.

AKTMBHO 3KCnayaTupyemas ya3BMMOCTb bbiia packpbita 31 aHBaps. OHa
NO3BOASAET 3/1I0YMbILWAEHHUKY OBOUTN ayTeHTUDMKALMIO U MONAYUYUTb
Aoctyn k waro3aMm lvanti. iccnegosatenn Orange Cyberdefense nuwyt
06 yCnewHon skcnayaTaLmm ya3BuMOCTU 418 NOCAEAYHOLLEro pa3BepThbl-
BaHus 63kgopa DSLog.

Ya3BuMoCTb, nonyumsluas 9,8 6annos (Kputnyeckunii yposeHb) no CVSS,
3aTparnBaeT MHoXecTBO Bepcuin TeamCity, MO3BONAA 3/10YMbILUNEHHUKY
NOAYUYNTb KOHTPOJIb HaZ YA3BMMbIM CEPBEPOM C NpaBaMu agMUHUCTPa-
Topa. OkcnepTbl Trend Micro oTMeuatoT, YTO MOCae yCNeLHOW 3KCnyaTta-
LMW 3N10YMbILLAEHHWKW YCTaHaBAvBaau pasanyHoe BMO: wndbposanbLum-
ku BianLian v Jasmin, maiHep XMRig v BIMO ans yaaneHHOro ynpaeneHus
SparkRAT.

D710 ya3BuMMoOCTb B FortiOS, onepaynmoHHOW cuCTeMe, UCMOb-
3yemMoln Ha yctponctBax Fortinet, Bkntouasa FortiGate SSL VPNs.
KnaccndumumpoaHHas kak out-of-bounds write, no3BonseT yaaneHHbIM
HeayTEHTUONLMPOBAHHBIM 3/10YMbILLIEHHWNKAM BbIMOJHATb MPON3BOJbHBIN
KOA NN KOMaHAbl Ha ycTporcTBax FortiGate. ATaka MoXeT 6bITb OCyLLecT-
BJIeHa Yepes cneuynanbHO noarotosaeHHble HTTP-3anpockl, YTo oTKpbIBa-
€T BO3MOXHOCTb A/1 B3/IOMa W UCMONb30BaHWA YCTPOUCTBA ANA JaNbHEN-
wnx atak. C MOMeHTa packpbITUA OHa bbina BKAOYEHA B CMINCOK M3BECTHbIX
yassumocTen (KEV) CISA, uto noaTBep>KAaeT ee akTMBHOE UCMONb30BaHMe
B peanbHbix atakax. [1posyKTbl, KOTOpble MOABEP>KEHbI 3TOW YA3BMMOCTH,
BkAtoyatoT FortiOS Bepcum ¢ 6.0 no 7.4.2, a Takxe FortiProxy. Ytobebl ycTpa-
HWUTb Npobemy, pekoMmeHayeTca 06HoBUTL FortiOS go Bepcun 7.4.3 nam
BbILLE, @ TakXXe Apyrve Bepcuu, ykasaHHble B pekoMeHaaumsax Fortinet.



CVE-2024-36401

CVE-2024-21683

CVE-2024-24919

CVE-2024-21378

JTO yA3BUMOCTb yjaneHHoro BbinonHeHua kopa (RCE), koTo-
pas 6bina obHapy>xeHa B MonynapHbix Bepcuax cepsepa GeoServer
(80 2.23.6, 2.24.4 n 2.25.2). TeocepBep mcnonb3yertcs Ans obmeHa n obpa-
60TKM reonpoCTPaHCTBEHHbIX AaHHbIX. YA3BUMOCTb BO3HMKAET 13-3a NPO-
6nem B APl 6ubanotekn GeoTools, koTopbin HebezonacHoO nepesaeT Me-
Ha aTpnbyTOoB B 61bAMOTEKYy commons-jxpath, 4To NO3BONAET BbINONHUTb
NPOWV3BOJ/IbHBIV KOA Yepes creLyanbHO NOAroToB/IEHHbIE 3anpockl. ATaka
MOXeT 6bITb MCMONb30BaHa AlA NOJyYeHNA HEeCaHKLMOHNPOBAHHOIO
AOCTyNa K cepBepy C BO3MOXHOCTbIO BbIMOJHEHWNA NMPOW3BOJbHbIX KOMaH,
YTO MOXET NPUBECTU K KOMMPOMETaLMM CepBepa NN yTeuke JaHHbIX. a4
3alMTbl OT 3TOW ysA3BMMOCTK GeoServer BbINMyCTWA MaTyy, yCTpaHAKoLLme
npobnemy. lNonb3oBatenam pekoMeHAyeTCcs 06HOBUTL CepBep A0 BepCuin
2.23.6, 2.24.4 van 2.25.2. Echn obHOBNEHNE HEBO3MOXHO, BPEMEHHbIM
peLleHnem ABAAeTCA yaaneHne ya3BMMOWN YacTu KOAA, YTO, Of4HaKO, MOXeT
HapyLWnTb GYHKLMOHAaNBHOCTbL CepBepa.

MpeactaBnseT cobon ya3BMMOCTb yAanéHHoro BbinonHeHuns koga (RCE),
obHapy>xeHHyto B Atlassian Confluence Data Center n Confluence Server.
YA3BMMOCTb C BbICOKOWM CTemneHbto kKputnyHoctn (CVSS 8.3) nossonser
aBTOPU30BAHHOMY 3/10YMbILUIEHHWKY BbIMOJHNUTb MPOU3BOJIbHbIA KOA,
Ha ueneBou cucteme 6e3 B3aMMOAENCTBMA C NOJb30BaTENEM, YTO MOXET
CyLLEeCTBEHHO MOBAMATb Ha KOHAUAEHLIMANBHOCTb, LIeNOCTHOCTb U AOCTYM-
HOCTb JaHHbIX. OTO AenaeT eé ocobeHHO OnacHOW A/ KOPMOpPaTUBHbIX
cpes, rae Confluence yacto ncnonb3lyeTcs Kak BHeLHAs naatdopma ans
B3aMMOJAENCTBUSA 1 0OMeHa MHPOopMaLmen.

MNpobnema bbina obHapyxeHa B Bepcum Confluence 5.2 1 nybanyHo pac-
KpbITa C KOAOM ANSA 3KCMayaTaumm, YTO 3HAUMTENBHO YBENYMBAET PUCK
€€ NCNOoNb30BaHMA B peasbHbIX atakax. YTobbl yCTpaHWUTb YA3BMMOCTb,
pekoMeHayeTCs HeMeANeHHO OBHOBUTb CUCTEMbI A0 NMOCNEAHWUX UCMPaB-
neHHbIx Bepcuii Confluence.

YassumocTtb B Check Point Security Gateways MoxeT NO3BOAUTb 3/10y-
MbILUNEHHUKAM MONYUYUTb AOCTYN K KOHOUAEHLMANbHON MHPOPMaL MK
npwv yCAOBWMW, YTO YCTPOMCTBO MOAKIHOUYEHO K MHTEPHETY M BKJ/OYEHDI
Remote Access VPN nan Mobile Access Software Blades. lMpuBoauT k yTeu-
Ke AaHHbIX U MOXeT ObITb MUCNOAb30BaHa ANA faNbHENLIMX aTak, eciu
ee He yCTpaHuUTb.

YA3BUMOCTb yzaneHHoro BbinoaHeHus koga (RCE) B Microsoft Outlook.
Ans ee skcnayaTtaumm 310yMbILUNEHHUKY HEOHXOAMMO ObITb ayTeHTUOU-
LMPOBaHHbIM MOJb30BaTENEM B CETU M OTNPaBUTb BPELOHOCHbIN dain,
KOTOPbIV NO/Ib30BaTeNb JOKEH OTKPbIThb. YA3BUMOCTb Tak)ke MOXET HbiTb
aKTUMBMPOBaHa Yepes naHesb NpeABapuTeIbHOIO MPOCMOTPA, YTO Aenaet
€€ onacHOW, NOCKONbKY AOCTAaTOYHO MPOCTOro OTKPbITUA dalina, YTobbl
aTaka cpaboTasa. 3Ta ya3BMMOCTb Noayumnna penTmHr 8.8 no wkane CVSS
N OTHOCWUTCSA K KaTeropum BbICOKNX PUCKOB.



bakaop XZ bbin obHapy>«eH 29 mapTta 2024 roga pa3pabotumnkom
AHppecom DponHAOM, KOTOPbIA paboTan Hag ycTpaHe-
Huem npobnem c npoussBoautenbHocTbio B Debian Sid.

OH 3ameTunn, uto SSH-coegnHeHns NOTPeBAAIOT CANLLKOM MHOTO PECYpCOB
npoLeccopa v Bbi3biBatoT owmnbku B Valgrind. Mocne TwatenbHOro aHaam-
3a ®poviHg 0bHapy>XXua, YTO MPUYMHON 3TUX NPobaeM BblM N3MeHeHNA
B 6ubnmnoteke liblzma, ncnonbsyemon ytnanton coxatuns XZ. bakgop 6bin
BHegpeH B Bepcun 5.6.0 n 5.6.1 XZ Utils. Ero uenbto 6bin10 obecneueHve
yAaneHHOro BbINOAHEHNA Koa Ha cepaepe yepe3 SSH. 310yMblLlNEHHNK,
MCMONb3YOLWNIA NceBfOHUM Jia Tan, cMOT BHEAPUTb BPEAOHOCHBIA KOM-
MOHEHT B IETUTUMHYIO BMBANOTEKY, NCMONb3YA CNOXHbIE METOAbLI COLIU-
aNbHOW MHXEHEPUM U A/IUTE/IbHYHO KaMMaHWIO MO 3aBOEBaHWIO JOBepua
B NpoekTe. BpeAOHOCHbIN KOg Obln CKPbIT B TECTOBbLIX Gaiiax 1 akTUBM-
poBascsa BO BpeMs npoLecca cOopku.

3TOT MHUMAEHT CTaNl OAHOWN U3 CaMbIX CNIOXKHbIX U Npo-
AYMaHHbIX aTakK Ha LLenoyKy NoCcTaBoOK, MOUTU AOCTUTHYB
rnobasbHoOro macwtaba.

BpesoHocHble Bepcnn XZ 6b11m 06Hapy>XeHbl B HECKONbKUX AUCTPUOY-
TMBax Linux, Bkatoyas Fedora n Debian. Ataka Ha npoekTt XZ Utils 6bina
TLWATeNIbHO CNIaHNPOBaHa M BKAKOYaNa NCMONb30BaHNE HECKONIBbKNX GUK-
TUBHbIX IMYHOCTEN, Takmx kak Jia Cheong Tan, Dennis Ens v Jigar Kumar,
ANA 3aBOEBaHMA JOBEPUA N NONYYEHNA AOCTyNa K MUCXOAHOMY KOAY Npo-
ekTa. OCHOBHas LeNb aTaku 3aKknroyanacb B TOM, UTOObl BHEAPUTL 63KA0P
B npouecc cbopkm XZ Utils n pacnpocTtpaHunTb ero yepes KpyrnHble Anc-
TpubyTMBbI Linux. BpesoHOCHbIN KOA 6bln BHeApeH B dpeBpane u mapTe
2024 rosa v aTtaka bblia CpaBHUMA C MHUMAEHTaMW, TaKMMU Kak KOMMPO-
meTaums SolarWinds. PUKTMBHbIE IMYHOCTN aKTUBHO B3aMMOAENCTBOBAAN
APYr C APYrom v ¢ co3gatenem npoekTta Jlacce KonnnHowm, co3pasasn Buam-
MOCTb HEOHXOAMMOCTN CMeHbl MelriHTelHepa, YTo no3soawuio Jia Cheong
Tan nonyunTb AOCTYN K NCXOAHOMY KOAY U BHEAPUTb 63KA0P.

Bakaop ncnonb3yeT HECKONbKO XUTPbIX METOAOB A5 CKPbITUA CBOEM
aKTMBHOCTM N obecneyeHns JOCTyna 3/10yMbILUAEHHMKA K 3apaXXeHHOMY
cepsepy. OAHWUM M3 KHOYEBbIX acMeKTOB ABAAETCA NCMOJ/Ib30BaHWe cTera-
Horpadum B x86-koze Ana CKPbITUA NYBANUYHOTO KAKOYa, YTO 3aTpyAHAET
ero obHapy>xeHwue. bakaop Takxxe nepexsaTtbiBaeT GyHKLUNN ayTeHTUdMKA-
LK1 NO Naposto U Ny6ANUYHOMY K/tOUY, MO3BOIAA 3/10YMbILUNEHHWKY BXO-
AVTb Ha cepBep C NH0ObIM MMEHeM NOAb30BaTeNa N MaposieMm.



CmMompemb «brosiemeHu»
Ha CERT.GOV.KZ

Kpome TOro, oH nMeeT BO3MOXHOCTW YaNeHHOrO BbINMOJHEHNA KOAA, UTO
NO3BONAET 3/I0YMbILLIEHHMKY BbINONHATb Nt0ObIe CUCTEMHbIE KOMaHAb!
Ha 3apakeHHoM cepBepe. [lna NnpeAoTBpalLeHNs nepexeata uav nogme-
Hbl KOMMYHWKaLMN 63KA0P MCNOAb3yeT GYHKLUIO aHTM-NoBTOpa. Jloru
HeCcaHKLMOHMPOBaHHbIX MOAKIFOUYEHWUA CKPbIBALOTCA MyTeM nepexsaTa
byHKUMM nornpoBaHus. OCHOBHas Harpyska 63kg0pa akTUBMPYETCA TONb-
KO OAWH pa3 BO BPeMs CeccuMun npeaBapuTesibHOM ayTeHTUdUKaLMn Kam-
€HTa, KOrja BbINOAHAKTCA NPOBEePKMN ayTeHTUdMKaumm Ha ocHoBe RSA.
Bakgop Takxe BkaArouaeT dyHKUMM ana obxoga ayteHTMdumKauymm SSH
N BbINONHEHWA KOMaHA, Yepe3 BbI30B QyHKLMK system.

Taknm obpaszom, 63kaop XZ npeactaBaser cObomn Cnox-
HY0 Yrpo3y C MHOXKX€CTBOM YHUKa/bHbIX 0CO6eHHOCTEMN,
TakKuX Kak BCTpavBaHue uHpopmMaumm o nybamuyHom
KNtoue B GUHapHbIN KOA U TuLaTe/IbHasA NoAroToBKa one-
pauuu, BKIOYaKoLWas AANTe/IbHY0 KaMMNaHUIo couuab-
HOWN UHXKeHepuu.

Mo psagy n3 nepeuncaeHHbix CVE npoBeseHa 3HaunTebHas paboTa, BKItO-
Yas MOHUTOPUHT Ka3axCTaHCKOro cerMmeHTa VIHTepHeTa, BbiiBNEHWE YA3BU-
MOCTEN 1N OMOBELLEHME BNajENbLIEB YA3BMMbIX 0OBEKTOB MHPOPMaTUH3a-
unn. B pamkax npoBoAnMbIX MepoNpUATUIA obecrneunBaeTcs onepaTnBHOe
MHPOPMMPOBAHME N MOMOLLb B YCTPaHeHUU ysa3BuMocTen. Kpome Toro,
BronneteHu ¢ getanbHoM MHGOPMaLMEN O BbIABNEHHbIX YA3BMMOCTAX pery-
napHo nybaunkytotes ana FO PK, MO, kBa3nrocyaapCcTBeHHOro CEKTopa,
KBOWKIW, BBY PK, a Takxe ana OUMB n OTLWE.

Bce matepuanbl pasmewiatorca Ha Beb-nnatdop-
Me nHopmaumoHHoro B3ammogencrtesna HKLLNB, uto
no3BoJifieT opraHMU3aunaM CBOEBPEMEHHO pearnposaTb
Ha BO3HMKaKOLLME Yrpo3bl.



KNWBEPKO/ 2024: Bbi30Bbl LMbpPOBOU 3MOXMU

9. MeTtoabl U TAOKTUKMU ATAK:
4TO HOBOIO B ApceHane
KnéepnpecTyrnHUKOB?




B 2024 roay kunbepnpectynHuku B KasaxctaHe npojo/mknamn coBepLueH-
CTBOBaTb CBOW METO/bl U TAKTUKW, UCNOJIb3yA HOBble MHCTPYMEHTbI U NOA-
xoabl AN obxopa TPagNLMOHHbBIX Mep 3aLMUThbl.

Yrpo3sbl ctanun 6onee n3oLWpPeHHbIMUN: akKLLEHT CMECTUCA Ha TOYeYHble aTaku, OCHO-
BaHHbIE HA COLMaNbHOW MHXEHepUK, 3KCnyaTaumm yassumocten B 10O 1 npume-
HEHWUW CNOXHBIX TEXHUK YKIOHEHUS OT 0BHapy>KeHuWs. DTa 3BOAtOLMA KmbepaTak
OoTpaxkaeT rnobanbHble TPEHZAbl, HO NMPW 3TOM YUYMTbIBAET JIOKabHble OCOHBEHHO-
CTW, CO3AaBas HOBble BbI30BbI A/1A CMELMaNNCTOB MO Knbep3aluuTe, NoA4epKnBas
HeobXOANMOCTb BHEAPEHUSA aaNTUBHBIX U MPOAKTUBHbLIX Mep NPOTUBOAENCTBUS.

Ucnonb3oBaHKe 06LWenoCTyMHbIX
NPUIOXEHUN

ATT&CK TexHuka: T1190, taktnka: TAOOO1
(nepsuyHbIl docmyn) - 3KCnayaTaumns ysas-
BUMOCTEN B MPUNOXEHUAX OpraHu3aummu,
AOCTYNHbIX M3 VIHTepHeTa. Hanbonee yacTbl-
MU LleN MU ABAAIOTCA Beb-cepBepbl, cepse-
pbl Exchange, 6a3bl AaHHbIX 1 TOUKK AOCTyNa
VPN. 310yMbILLNEHHUKN TaK>Ke aKTUBHO WULLYT
N 3KCANyaTUpyoT Ny6AMYHO AOCTYMHblEe
naHenu ynpaenexnma NT-uHdpactpyktypown,
Bkaroyvasa SSH-cepsepbl 1 SNMP.

duUnHr

B 2024 roay kmbepnpecTynHuKK AOBENU
A0 COBEepLUEHCTBA METOAbl COLManbHOM
NHXXeHepun, aenas GULLIMHT Bonee CNOXKHbBIM
ana obHapyxxeHus. ATT&CK texHuka: T1566,
Taktmka: TAOOO1 (nepsudyHsIli docmyn) — 3TO
paccbiika COOBWEHUIN MO INEKTPOHHOM
noute, SMS nan yepes mecceHaxepsbl. Lienb
Taknx aTak — obMaH COTPYAHMKOB AN MOAY-
YeHWA YYETHbIX JaHHbIX, 3arpy3Kn BPejoHOC-
Horo MO nan BbINONHEHWA APYTUX AENCTBUN,
KOTOpble OTKPbIBAOT 3/10YMbILWNEHHWNKAM
AOCTYN K KOPNopaTMBHbIM cucTeMam. ATaku
CTaHOBATCA BCe HoOnee NepcoHann3npo-
BaHHbIMW, 4acTO MCMO/b3YHOT NOAAENbHbIE
Be6-CalTbl 1 aZanTUpPYOTCA MOA JI0KasbHble
ocobeHHOCTK, yTo TpebyeT Honee NPoOaKTUB-
HbIX MOAXOA0B K 3aLluTe.




ATT&CK TtexHuka: T1110, TakTuka:
TAOOO06

(qocTyn ¢ MCnonb30BAHMEM YUYETHbIX
[QHHbBIX)

3N0YMBbIWNEHHWUKN aKTUBHO WMCMOb3YHOT
mMeToZ noabopa naposiert ANA NONyUYEHUs
HeCaHKLWOHMPOBAHHOIO AOCTyna K yyeT-
HbIM 3annCcAM, NbITasACb yrajaTb NpPaBU/bHbIE
KOMOUHALMN Yepe3 MacCOBble MOMbITKW.
B HeKOTOpbIX CAyyasx OHWU MPUMEHSAIOT
M3BECTHbIE X3LUM MapOJeN UAU UCMONb3YHOT
pacnpocTpaHeHHble Mapoan B Liesisx yckope-
HMS Npouecca. Takxke LIMPOKO UCMOb3yeTCs
TEXHMKA pacnbliieHns, Korga OAHOTUMHbIE
Mapoan NPOBEPSAOTCA HAa MHOXeCTBE akKa-
YHTOB, UTO MO3BOJIAET aTaKyHLWMUM HANTK
Te, TAe WCMOJb3YyTCA NErko yrajblBaeMble
napoau. 3To NogyepknBaeT HEOHXOANMOCTb
MPVMEHEHWs CNOXHbIX Mapoaein 1 BHeape-
HWS AOMONHUTENbHBIX Mep 6e30MacHOCTH,
TaKMX Kak OrpaHuWYeHve KOJM4ecTBa nombi-
TOK BXOZa.

HdencTBuTenbHbIE YYETHbIE 3AMnUCH,
CKOMMNPOMETUPOBAHHbIE
3710y MbILLNTIEHHNKAMU

TexHnka ATT&CK: T1078, taktnka: TAO0OT,
TA0003, TAOOO4, TAOOO5 (nepsoHa4anbHell
docmyn, Hacmoliyusocme, nogsiueHue
npususeauli, yK/J0OHeHUe om 3aujumel).
icnonb3oBaHVe AeNCTBUTENIbHBIX YUETHbIX
3anucen, CKOMNPOMETUPOBAHHbIX C UCMOJb-
30BaHMEM COLMANbHOWN MHXEHepUM, GULLINH-
ra wam BpegoHocHoro O, ctano oaHoOM
N3 KAKOYEBbIX TaKTUK KNBepnpecTynHUKOB.
MonyumB AOCTYN K NETUTUMHBIM YYETHbIM
AAaHHbBIM, 3/10YMbILUJIEHHUKN MOTYT NMPOHM-
KaTb B CeTb OpraHmM3auuu, 3aKpennaTbCs
B MHPPACTPyKType, NOBbIWaTb NPUBUAETNM
ANA pacWwMpeHns KOHTpona n obxoanTb
cuctemMbl 6esonacHocTn. Takad TakTuKa
3aTpyAHAeT obHapyXXeHue aTaku, Tak Kak
AEVCTBUA aTaKyroLWMX MacKUpPYTCa nog
06bIYHYHO aKTUBHOCTb COTPYAHWUKOB, UTO Tpe-
ByeT yCMAEHHOro MOHUTOPUHTa U BHeAPEHWA
CTPOrMX NOAUTUK YNPaBAEHNA LOCTYMNOM.



MNporpaMMHoe o6ecneyeHne-
BbiMoraTenb, MITRE ATT&CK:
T1486 - Data Encrypted for Impact

MO-BbIMOraTenb Npojo/KaeT ocTaBaTbCA
OfHOW W3 rNaBHbIX Yrpo3, 4acTo ABAAACH
«BU3UTHOWN KapTOUYKOM» NOCae NepBUYHOM
KOMMpoMeTaumm cetu. 310yMbILUNEHHUKMN
pa3sepTbiBatoT [MO-BbIMOratens Ana wWnd-
POBaHWUA KPUTUUHBIX AaHHbIX U TpebytoT
BblKYyn 3a MX BOCCTaHOBAeHue. PacugeT
nporpamM-BbiMoratenen kak ycayru (Raas)
CHW3MA NOPOr BXOAa ANA KnbepnpecTynHu-
KOB, YBENMUMB YacToTy atak. OpraHunsaumam
cnepyeT COCPefoTOUUTBCA Ha HaAEXHbIX
cTpaTernsax pesepBHOrO KOMMPOBaHWMA, cer-
MEHTaLMN CeTU U PEeryaspHbIX ayaUTOPCKMNX
npoBepkax 6e30MacHOCTV ANA CMArYeHus
PWCKOB MpPOrpaMM-BbIMOraTesei.

PuUwnHr Kak yenyra (PHaaS)

MNoasneHne nnatdopm PHaaS 3HauntenbHO
ynpoCcTuiO npoBegeHne GULLMHIOBbLIX aTak.
Takve cepBuCbl NPefOCTaBAAOT rOTOBbIE
WabsoHbl U MHCTPYMEHTbI AN CO3JaHMNA
OULLMHIOBbIX CTPAHWL, YTO NPUBOAMUT K POCTY
Yyucna atak Ha OpraHm3aunmn N YacTHbIX ANL,.
Hanpumep, nnatdopma Sniper Dz npeano-
Xuna becnnatHble GULL-KUTbI, CNOCOHCTBYSA
co3gaHmto okono 140 000 GULWNHIOBBIX can-
T0B B 2024 roay.

Ucnonb3zoBaHnume LOLBIns (Living Off
the Land Binaries), ATT&CK TexHuka:
T1218, TakTuka: TAOOOS (ykroHeHme

OT 3QLUMTBI)

3N10yMBILLNEHHNKM YacTO UCMONb3YHOT Neru-
TUMHbIE CUCTEMHbIE YTUANTBI, Y>KE NPUCYT-
CTBYIOLLME HA YCTPOWCTBAX, A/1A BbINMOJHEHNA
BPEAOHOCHbBIX AEUCTBUI. DTN UHCTPYMEHTI,
Ha3biBaemble LOLBIns, mo3BoastoT 06X0auThb
CUCTEMbl OBHapyXeHWs, He Tpebys 3arpy3ku
BHewwHero BpegoHocHoro MO. B 2024 roay
3/10YMbILUNEHHUKN aKTUBHEE WUCMOb3YHOT
Takme dannbl Ana 3KCnayaTaumm ysa3BumMo-
CTel N YCTaHOBKM MOCTOSIHHOTO NPUCYTCTBUA.
JTO yCcnoxHAeT obHapy>KeHne aTak, Tak Kak
ncnonbsyetca yxe goctynHoe MO, Hanpu-
mep, PowerShell, komaHaHbIV Nnpoueccop
n WMI.



Kné6ep6e3onacHOCTb — 3TO NOCTOSAHHbIN
npouecc, a He ogHopas3oBas Mepa

[MOCTOSSHHOE OTCNEeXMBAHME HOBbLIX BEKTOPOB
ATAK, BHEOPEHME HOOEXHbIX CTPATErnM
OBHAPYXEHUA N PEATUPOBAHMUS, A TOKXE PA3BUTUE
KYNbTYypPbl OCBEOOMIIEHHOCTN O 6€30MACHOCTMH

B BALUEN OPraHM3ALMM MOMOTYT CYLLECTBEHHO

CHU3UTb PUCK CTATb XEPTBON KNG6EPATAK.

He 3a6bIBANTE, YTO OAXE CAMbIE CJTOXHbIE CUCTEMbI 3ALLUTHI
MOryT 6biTb B3/IOMAHbI. HanMuune 4yeTko paspa6o0TAHHOro
NJAAHA PEArMpoBAHUSA HA MHLMOEHTbH o6ecnedymBaeT
ObICTPYIO U 9PPEKTUBHYIO PEAKLMIO, MUHUMU3UPYS

yLiep6, BOCCTAHABNMBAS KPUTUYECKN BAXHbIE

CUCTEMbI U 0O6eCneyYmBaAs HEMNPEPLIBHOCTb 6M3HECA.
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10. TexHonorunyeckue
HoBwecTBa (Bug Bounty):
npopsbiBbl rogad B Vb
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Bug Bounty nporpammbi gns rocyaapcTBeHHbIx cuctem B 2024 roay nposao-
>KaroT CTAaHOBUTbCA HEOTbEMJIEMOW YacCTblO CTpaTernm kmbepbesonacHocTu

B Pa3/INYHbIX CTPaHaX.

Focy,qapCTBa adKTUBHO Pa3BMBAKOT M BHEAPAKT NMporpamMmmsbl, npegHadHa4vye€HHble ANA BbliABJEHUA
N yCcTpaHeHUA yﬂ3BI/IMOCTeI7I B roCyapCTBEHHbIX VIHq)OpMaLJ,I/IOHHbIX cmcrtemMax, coTpygHu4yana ¢ Hesa-
BUCNMbIMWU NCCNef0BaTeNIAMU N XaKepaMn Ana obecneueHsa BbICOKOro YPOBHA 6e30nacHoCTW.

B 2024 ropy «Hack the Pentagon» (Bug
Bounty npoepamma MuHucmepcmea o6opo-
Hol CLLIA) npogonxaeT paboTaTh M paclin-
pATbcA. B pamkax aTor nporpammebl nccaeso-
BaTesin 6@30MacHOCTU BbIABAAIOT YA3BUMOCTH
B BEO-NPUNOXKEHNAX U APYTNX KOMMOHEHTaX
nHdbpactpyktypsol MNMeHtaroHa. CLLUA pa3su-
BatoT «Hack the Army» n apyrve nogobHblie
MHULMATUBBI AN BOOPYXXEHHbIX cuAa, deae-
pa/ibHbIX areHTCTB 1 BeAOoMCTB. [TporpamMmsl
NpoBOAAT Ha naatdopmax, Takmx Kak
«HackerOne» n «Bugcrowd», y4acTtBytoT
B HUX TONbKO cepTUdMLMPOBaHHbIE Uccne-
AoBaTenNu.

Bennkobputanua, 3SctoHuda, KaHaga,
®paHuwms, ABCTpanns NPoOBOAAT NPOrpamMMbl
Bug Bounty uepes nnatdpopmbl «HackerOne»
n «Bugcrowd», koTtopbie obecneumBaroT
cTporoe cobatoseHne 6e30nacHOCTM U KOH-
dnaeHumanbHOCTL.

B 2024 roay BennkobputaHua npogoskaeTt pas-
pabaTtbiBaTb 1 BHeapsaTb Bug Bounty nporpammel
A9 Pa3/iyHbIX roCyAapcTBeHHbIX BegoMcTB. OaHa
13 Taknx nHnumatme «Government Cyber Security
Programme», HanpaBaeHHas Ha MUCMoONb30BaHMe
nccnefoBaTeNbCkMX COOBLLECTB ANA MOUCKA YA3-
BMMOCTEN B rOCyjapCTBEHHbIX CEPBUCAX.

C Hoabpa 2023 roga MuHundpsl Poccurickown
depepaunn NPoBOAUT BTOPOWN 3Tan NMpoOrpamm
Bug bounty. 16 TbicAY cneunanncTos MLLYyT ya3-
BMMOCTW Ha [ocycnyrax, EanHon cucteme mnaeH-
TMdukaumm n ayteHtudukauum, EanHon 6mo-
MeTpuueckon cucteme, MNnatpopme obpatHoM
cBA3n, Cucteme MexXBeOMCTBEHHOIO 3/1EKTPOH-
HOro B3ammogencTeuma, HaunoHanbHON cucteme
ynpaBaeHna JaHHbIMUN U APYTUX FOCyAapPCTBEHHbIX
cnctemax. CornacHO NPOMEXYTOYHbIM UTOraM BTO-
poro 31ana, obHapy>eHo okosno 100 yassumocTei
B 10 cuctemax. BonbLWMHCTBO 13 HUX C HWU3KOM CTe-
MeHbo KpUTM4HOCTU. CneunanncTbl MPOBEPAIOT
TONbKO BHELHWA NEPUMETP CUCTEM U He MMetoT
AO0CTyNa K BHYTPEHHUM [JaHHbIM, @ CUCTEMbI MOHM-
TOPWHra KOHTPOANPYHOT paboTy HarxaHTepoB, NO3-
TOMY HaleHHble YA3BUMOCTN HEeNb3A UCMOAb30-
BaTb ANA B3/0Ma.

YuacTtue B 3TUX NporpamMmax rno3BoaseT rocygapcTBam BbIABAATb
N YCTPaHATb YA3BUMOCTU B CBOUX MHPOPMALIMOHHbIX CUCTEMAX,
NOBbIWATb YPOBEHb AOBEPUA FPaXKaaH K LdpoBbIM rocyaap-
CTBEHHbIM CepBUcaM u cTpoutb 6os1iee 6e3onacHbie N yCTONUN-

Bble KNbepCTPYyKTYypblI.



TexHosn02u4eckue Hoswecmea e Bug Bounty npozpammax e 2024 200y
OTpaXkatoT NPOoJO/KatoLWeecs pa3BUTME W ajanTaLMio 3TOW NPaKTUKM
K HOBEWLMM Bbl30BaM B obnactn knbepbesonacHoctn. HoBble TexHONO-
TMW, yNydLleHHble MPOLLeCChl U MOBbILLEHHbIE CTaHAapPTbl 6e30nacHoCTK
MO3BOJIAIOT yayyluaTh 3GPEeKTMBHOCTb 3TUX NporpamMm 1 obecneumsatb
60nee BbICOKYIO CTeneHb 3anTbl A8 rOCYAapPCTBEHHbIX M YaCTHbIX Opra-
HM3aLmMin. PacCMOTPUM KArOUeBble TEXHOIOTNYECKMe HOBLUECTBA U TPEHADI
B Bug Bounty B 2024 roay.

Ucnone3zoesaHue uckyccmeeHHo20 uHmennekma (UM) u mawuHHoz0 oby-
YyeHus

NN n mawmnHHoe obyyeHne CTaHOBATCA BaXXHbIMU WMHCTPYMEHTaMu AnA
nosbiweHnsa 3bdekTnsHocTM Bug Bounty nporpamm n nmerot onpeje-
JleHHble npevMyLecTBa.

« ABTOMAaTM3auMAa NpoLecca aHanM3a OTYETOB:

cucmemsl Ha ocHose VI mo2ym asmomamudyecku kaaccuguyuposame
U aHaau3uposame omyemsi 0 Hali0eHHsIX ya38UMOCMAX, 8bl0esaa Haubo-
J1ee KpumuyHele. 2mo N0360/i9em 3Ha4UmMesbHO yCKOpUMs NPoyecc oyeH-
KU yAa3gumocmeu U Ux yCmpaHeHUs.

« [lporHo3upoBaHMe ya3BUMOCTEN:

MawuHHoe oby4eHue no3gosiiem npedckaszame, Kakue ya38uMocmu Mo2ym
803HUKHYMb 8 OyOywem, aHaausupys ucmopudeckue 0aHHele U nammep-
Hbl. 9mo daem 803MOXHOCMb npedsapumesibHO Mecmuposamse cucmemel
u npedomepauwjame NoMeHyuaa6Hele y2po3si ewje 00 UX NOABIEHUA.

« O6paboTka 601bLINX AAHHbIX:

M nomozaem sgpgpekmusHo obpabameieame 02poMHOE KOAUYecmeso
omyemos 06 ysA38UMOCMAX, NOCMYyNaroUuux om y4acmHukos Bug Bounty
npozpamm. 3mo no3eosiiem CHUXAme Hazpy3Ky Ha komaHoy 6e3onacHo-
CMu U ycKkopame peuwieHue npobsiem.

UHmezpayua ¢ nnamé¢opmamu ynpaesneHus ysa3euMocmsamu

(Vulnerability Management Platforms)

2024 rop npuHec pa3sutune nHTerpaumm Bug Bounty ¢ pasnanyHbiMu naat-

dopmamu ynpasneHunsa yassumoctamu (VMP), Takumum kak «Tenable»,

«Qualys», «<Rapid7», n «Acunetix».

« Bsaumopgencteme mexay Bug Bounty nporpammamu n naatdopmamm
yrnpasJ/ieHNs yA3BUMOCTAMM MO3BOAET aBTOMaTMyeckn nepesasaTtb
HalzeHHble YA3BMMOCTM B CUCTEMY AN Aa/lbHEeNLLEero aHain3a, OLeH-
KN PUCKOB U YCTPaHeHUs.

*  WHrerpaunsa takmx naatpopm ¢ cnctemamu Bug Bounty nossosa-
eT opraHusaumMam noay4vatb MOJAHYIO KapTUHY TEKYLUX YA3BMMOCTEN
B MX MHPPACTPYKType 1 BbICTPO pearnpoBaTb Ha yrpo3bl.



CmaHosamcs nonynspHeIMU MHO20ypo8Hesble Bug Bounty npozpammei,
rae TecTMpoBaHve 6e30MacHOCTV OXBaTbIBAET HE TOJIbKO BEH-NPUIOXKEHWS,
HO 1 AOMONHUTENbHbIE CNOM MHOPACTPYKTYPbI, Takne Kak:

loT (MHTepHeT BeLLeit): n3-3a ObICTPOro PoCTa YMCAa NOAKAOUEHHbIX
ycTponcte Bug Bounty nporpaMmmbl HauMHatOT OXBaTblBaTb YA3BMMO-
¢t B 0T yCTpOWCTBaX, Takmx Kak YMHble JlOMa, KaMepbl BUAeOHabto-
AEHWA U Apyrue 31eMeHTbl YMHbIX FTOPO/OB.

BnokuerH 1 KpUNTOBaNOTbI: B CBA3M C POCTOM MOMYyAsSPHOCTM 610K-
YenH-TeXHONIOrMM 1 KpunToBaatoT Bug Bounty nporpammel HaunHa-
toT paboTaTb C NPOTOKO/NAMU N MPUIOXKEHNAMM Ha 6a3e BaoK4YeiHa,
BKJIHOYAA KPUNTOBaNOTHbIe Bupxun 1 DeFi naatdopmel.
API-TecTmpoBaHwe: ¢ pa3BUTUEM MUKPOCEPBUCHOW apXmTeKTypbl 1 API-
first noaxoza dokyc Bug Bounty nporpamm Takxe cmeLLaeTcs B CTOPO-
Hy 6e3onacHocTn AP, UTObbl M3bexXaTb yTeuek AaHHbIX U aTak, Takux
Kak SQL-MHBbeKLMM 1 MaHUMYAALUKN C 3anpocamu.

brokueliH u cmapm-koHmpakmel 8 Bug Bounty

C pocToM nonynsipHOCTN 610KYeHa 1 AeLeHTPasN30BaHHbIX GUHAHCOB
(DeFi) Bug Bounty nporpammbl cTaHOBATCA 6onee NHTErpupoBaHHbIMU
C 3TOV TEXHO/IOTVEN:

TecTpoBaHMe CMapT-KOHTPAKTOB: ¢ pa3BuTnem DeFi n TokeHun3unpo-
BaHHbIX aKTUBOB B H610KYeiHE CMapT-KOHTPAaKTbl CTaN YaCTOW LLe/Ibo
Bug Bounty nporpamm. Owmnbkm B cMapT-KOHTPaKTax MOryT NPUBOAUTb
K noTepe MUANNOHOB AoanapoB. MNnatdopmebl, Takme kak «HackerOne»
n «Immunefi», HauMHatOT Npeanaratb cneunannnpoBaHHblie Bug
Bounty nporpammbl ana cMapT-KOHTPaKTOB.

MNpoBepka 6e30MacHOCTN NPOTOKONOB: B paMkax Bug Bounty nccnego-
BaHWUW yAenseTca BHUMaHMe HOBbIM B10KUYENH-MPOTOKOAAM N UX YA3-
BMMOCTAM, OCOHEHHO B KOHTEKCTe COBMECTMMOCTU C APYrMMU CUCTe-
MaMu 1 MaclTabupyemocTu.

lModdepikka u 3auyuma om y2po3 coyuanbHOU UHXXeHepuu

CoumanbHas MHXeHepwsa OCTaeTcA OAHOW 13 Hanbonee onacHbIX yrpo3 Ans
6e3onacHocTv opraHmsauunin. Bug Bounty nporpammbl HauMHarOT BKO-
YyaTb KOMMOHEHTbI, HarMpaBJeHHble Ha NPOBEPKY YCTONUYMBOCTA CUCTEMBI
K TakMM aTakam, Kak GULLWHT U MHCalnZepcKme yrposbi.

FubpudHeie Nnodxo0bl, 06beAMHEHNE OTKPbITbIX U 3aKpbITbix Bug Bounty
nporpamm.



YnpouwjeHue e3aumodelicmeus ¢ uccnedosamesiiMu Yepes HOBbIE UHCTPY-

MEHTbI N UHTEPdENChI:

e WHTepodeiicbl ana aBTOMaTMYeCKOn Nojaym OTYETOB: HOBblE NiaThop-
Mbl U UHCTPYMEHTbI MO3BONAKOT NCCIeL0BaTENAM NI€rKO NojaBaTb OTYe-
Tbl O HaWAEHHbBIX YA3BUMOCTAX C aBTOMaTUUYECKUM GOPMUPOBaAHNEM
AeTanen o npobaemax, UTo 3HaUMTENbHO YCKOPAET NnpoLiecc.

¢ LUWwnopoBaHne oTyeTOB U KOHPUAEHLNANBHOCTUN: ANSA MOBbILEHMWSA
6€e30MacHOCTM BHEAPAIOTCA CUCTEMbI @BTOMATUYECKOTO WNdpPOBaHUA
OTYETOB M AaHHbIX O HaWAEHHbIX YA3BUMOCTSAX, YTOObI rapaHTUpOBaTh
3aLMTY KOHOUAEHLMaNnbHOW MHGOPMaLMK.

Uumezpayusa c DevOps u Cl/CD npoyeccamu

C pazsutmem DevOps n CI/CD (HenpepbiBHOW UHTErpaLMM U NOCTABKM)
Bug Bounty nporpaMmbl MHTErPUPYIOTCSA C 3TUMMK NpoLeccamn ana obe-
cneyveHunsa 6e30MacHOCTM Ha BCeX 3Tanax pas3paboTku.

* BHepgpeHue npuHumnos «Security-as-Code» nomoraet MHTErpmpo-
BaTb 6e30MacHOCTb B nMpoLieccbl pa3paboTkn Ha bonee paHHMX 3Ta-
nax. Mporpammbl Bug Bounty ctaHoBsTCA HeoTbeMaemol yactbto Cl/
CD uenouek, aBTOMaTU3MpPysA NPOLECC BbIABEHNA YA3BUMOCTEN eLe
[0 VX NOSIBNEHNS B MPON3BOACTBEHHOW cpeje.

« Pa3paboTtumkm MoOrytT aBToMaTMyecku 3anyckaTb TeCTbl Ha YSA3BMMO-
CTW B peanbHOM BPeMeHW, HeNMoCpeACTBEHHO B MpoLiecce pa3paboTku
N TECTUPOBAHMA NPOrpaMMHOro obecneyeHums.

Ucnone3zosaHue Hosbix n1amgopm u mexHosao2ul

2024 roa NpuHOCKT pa3BuUTME HOBbIX NaatGopm Ana nposegeHms Bug
Bounty nporpamm, Takmx kak «GitHub Security Lab», koTopble dokycu-
PYHOTCA Ha OTKPbITbIX MCXOAHbIX KOAAX, N obecneveHns nx 6esonacHoCTU.

3T nnaTdOopPMbl NO3BOAAKOT paspaboTumkam 1 ncciesoBaTessiM B3auMo-
AEeVCTBOBaTb HaNPAMYHO, BbIABAATb YA3BMMOCTU B KOAE W Yy4LlaTh OOLLyHO
6e30MacHOCTb.
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11. WHCTpyMeHTbl 3ALWUTbI
U pekoMeHaALUM:
KAK MPOTUBOCTOSATb
COBPEMEHHBLIM Yyrpo3am?



B coBpemeHHOM UMGPOBOM MUpPE, TAe TEXHONOTUN CTaHOBATCA HEOTbEMJIEMOM YacCTbHO
6u3Heca, rocyAapCcTBEHHbIX MHCTUTYTOB U JINYHOM XKMU3HW, Yrpo3bl MHGOPMALIMOHHOW
6e3omacHOCTM NpuobpeTaroT BCE BObLLYHO CIOXHOCTb U MacwwTab. OT paHHWX BUPYCOB
 YepBeW A0 COBPEMEHHbBIX YrPO3, OCHOBAHHbIX Ha MCKYCCTBEHHOM MHTeNNEKTe, Knbepa-
TaKy CerofHs UCMoJsib3ytoT WNPOKKIA CMEKTP METOAO0B, BKAKOYAs 3KCMayaTaLMo TEXHU-
UECKMX YA3BMMOCTEN 1 YenoBeyecknin daktop. 15 3aLmTbl OT 3TUX Yrpo3 HEOOXOANMBI
He TONIbKO NepesoBble TEXHONOTMKN, HO U FPaMOTHOE yrnpaBieHe puckamu, obyyeHune
COTPYAHWUKOB W MPOAKTVBHbIN MOAXOA K 6€30MacHOCTU.

COBpeMeHHbIe MHCTPYMEHTbI 3ALAUTDbI

JddekTMBHaA 3amTa OT yrpo3 MHPOpMaLMOHHOM Be3onacHOCTH TpebyeT BHeApeHNs
KOMMIEKCHBIX peLleHWI, KOTOpble MOTYT CNPaBAATbCA C MHOTOrpaHHbIMUW aTakamu.
PaccmoTpuM Hamnbonee nonynspHble TEXHONOTMM U X OCOBEHHOCTU.

XDR (Extended Detection and Response)

pacliMpeHHoe ObHapyXeHWe N pearmpoBaHne — 3TO peLleHne HOBOTrO MOKONEHMS,

obbegmHsatoLLee BO3MOXHOCTM aHTUBMpYcoB, cuctem EDR (Endpoint Detection and

Response), SIEM (Security Information and Event Management) v ceTeBbIX aHanu-

3atopoB. OcHoBHOe npeumyLlecTBo XDR 3akntouyaetca B MHTerpaumnm pasanyHbix

MCTOYHWUKOB AaHHbIX, YTO MO3BO/IAET:

« OO6HapyxuBaTb aTakM Ha YpPOBHE KOHEYHbIX YCTPOWCTB, CeTU N obnayHoMn
NHPPACTPYKTYpPbI;

«  YcKkopsTb NPOLECC aHanM3a MHLMAEHTOB 3a CYET KOPPenaLnm cobbITur;

» PearvpoBaTtb Ha yrpo3bl B peasibHOM BPEMEHW, MUHUMU3NPYS MOCNEACTBUSA.

Hanpumep, XDR-cuctembl MOTyT aBTOMaTUUECKM M30IMPOBaTb 3apaXkEéHHbIE YCTPOM-

CTBa, NpeAoTBpaLLas pacnpocTtpaHeHne BpegoHocHoro MO. OHM Takxke CnocOobHbl

BbIABAATb CNOXHbIe yrpo3bl, Takne kak APT (Advanced Persistent Threats), 3a CHéET

aHa/nn3a noBeseHYeckx aHoManum.

NGFW (Next-Generation Firewalls): MexceTeBble 3KpAHbl HOBOIO MNOKONIeHUS

npeACcTaBAAOT COOOM 3BONOLMIO TPAANLMOHHBIX GaepBOaOB. VX kntoueBble 0cObeH-

HOCTW BKAHOYAIOT:

« T[nybokyro nHcnekumto naketos (DPI), NO3BONAIOLLYHO aHaNN3MPOBaTb COAEPXKNMOE
Tpaduka;

e OuabTpauuko NPUNOXKEHUIN N KOHTPOb AOCTyMNa Ha YPOBHE NoJIb30BaTeNEeN;

*  VHTerpauuto ¢ cucteMamum npeaoTBpaLLeHmns BTopxeHun (1PS).

NGFW obecneurBatoT 3aLLmMTy OT LeneBbIX aTaK, Takux Kak 3KCrnayaTaumns ya3BrMMOCTen

B BeH-NPMNOXKEHUAX NN UCMONb30BaHNE BPeAOHOCHOro Tpaduka. Hanpumep, oHu

MoryT 610kupoBatb SQL-MHBEKLUM AN MEXCAUTOBBIA CKPUNTUHT (XSS), npesoTspa-

LLas KOMNPOMETaLMIO CEPBEPOB.




DLP (Data Loss Prevention): CucteMbl NpeaoTBPALLEHUS yTeUYeK AAHHbIX

- 3TO TEXHOIOTNK, KOTOPbIE 3aLMLLAIOT KOHPUAEHLIMAIbHYH MHOOPMALIUIO OT YyTeYek.
DLP-pelueHns oTCeXMBarOT NepemMeLLeHre AaHHbIX BHYTPW 1 3a Npejenbl opraHmnsa-
LMK, aHaNM3NPYT cogepknmoe GarinoB 1 COobLLEHMI, a TakKe BNOKUPYIOT:

+ [lepepauy faHHbIX Yepe3 Hebe3onacHble kaHanbl (Hanpumep, USB-Hakonumenu),
« OTtnpaBky kKoprniopatnBHOWN MHGOPMaLMK Yepes3 INYHble email-akKayHTbl;

» 3arpysky KoHOuAeHUManbHbIX Ganaos B NybanyHble obnayHble XxpaHUAMLLA.

SIEM (Security Information and Event Management) n SOAR (Security
Orchestration, Automation and Response)

MOMOratoT LLeHTPaNM30BaHHO yNpaBaATb cobbITUAMM 6e3onacHocTn. SIEM-cuctemel
cobuMpatoT N0rM € PasANYHbIX YCTPOWCTB, aHaIM3MPYHOT UX B peaNbHOM BPEMEHM
Y BbIABAAIOT YrpO3bl Ha OCHOBEe Koppensaumu gaHHbix. SOAR gobaBiseT BO3MOXHOCTb
aBTOMaTU3aLMn pearmpoBaHnAa Ha MHLWAEHTbI, YTO:

*  Yckopsert ycTpaHeHue yrpos;

»  CHwKaeT Harpysky Ha crneumannctos no 6esonacHocTy;

*  Yaydwaer JOKyMEHTMPOBaHME MpoLeccoB A8 ayamnTa.

PekomMeHaALuMM ang noBbILLEHUS YCTOMYNBOCTM:

HapsAy C BHEAPEHNEM TEXHOIOMUIA, BaXKHO CNeA0BaTh CTpaTermyeckum pekoMeHaaLm-
AM ana obecneveHns KOMMNAEKCHOW 6e3onacHocTu. Huxke npeacTaBaeHbl KNKOYEBbIe
Mepbl:

MpuHUKUN «Hyneeoro gosepusa» (Zero Trust)

- 3TOT NOAXOZ, NpPeAnoaaraeT, YTo HMKaKMe NoNb3oBaTeNu, yCTPOMCTBA UM CUCTEMBI

He 3aC/Iy>KMBAOT JOBEPUS MO YMOYAHUIO, iaXe eCN OHU HaXOAATCA BHYTPY KOpMo-

paTMBHON ceTu. Peannzaumnsa Zero Trust BKIKOYaET:

« Crporyto ayTeHTMUKALMIO Y aBTOPU3ALLUIO AS BCEX AEUCTBUI;

« CermMeHTMpoOBaHMe CeTU AN OrpPaHUYEHUs TOPU3OHTaNbHOTO NepemeLLeHuns
aTaKyoLux;

¢ TOCTOAHHBLIN MOHUTOPUHF aKTUBHOCTW MOIb30BaTENEN U YCTPOMCTB.

MHorodakTopHasa ayteHTudpukaums (MFA)

- UCNOAb30BaHWe AByX Uan Honee GakTOPOB AN MOATBEPXKAEHNA NMUHOCTM CHUXKaeT
pYCK KOMMpOMeTaLum yY€THbIX 3anucein. MFA gonkHa 6biTb 0653aTelbHON AN JOCTY-
na K KpUTUYECKUM cucTeMaM 1 cepBrcam.



PerynspHoe o6HOBNEHME NPOrpaMMHOro oé6ecneyeHus

- Naty-MeHea>KMEeHT UrpaeT KJI4YeByro pOab B NnpejoTBpalleHnn atak, OCHOBaHHbIX
Ha 3KcnayaTaunm n3BeCTHbIX yFIBBI/IMOCTel‘/’I. PerynﬂpHoe obHoBEHNE onepaynoHHbIX
cncTem, I'IpI/IﬂO)KeHI/IVI 7 O60py,£l,OBaHI/1ﬂ - 3an0r MUHUMU3aLUUn PUCKOB.

CermeHTauua cetu

- pa3geneHvie KOPNOPaTUBHOMN CETU Ha M30MPOBAHHbIE CETMEHTbI 3aTPYAHAET pacnpo-
CTpaHeHwue yrpo3. Hanpumep, loT-ycTponcTea J0mKHbI 6bITb N30AMPOBaHbI OT OCHOB-
HOW KOPNOPaTUBHOM MHPPACTPYKTYpbI.

PesepBHOe konnMpoBAHUE AAHHBIX

- cOo3jaHue peryasapHbIX Pe3epBHbIX KOMUA KPUTUYECKM BaXKHbIX AaHHbIX MOMOraet
BOCCTaHOBWUTb CUCTEMbI MOC/IE aTak BbiMoraTenen (Ransomware) v pyrux MHUNAEHTOB.
BaxkHO XpaHWTb pe3epBHble KOMWU B M30JMPOBAHHbIX Cpesax.

O6yuyeHune coTpyaHUKOB

- YenoBeyecknin GakTop OCTaéTCs OAHOW W3 rNaBHbIX NMPUYMH YCNeLHbIX KnbepaTak.
PerynapHoe obyueHne nepcoHana ocHoBaM knbepbe3onacHOCTW, BKAtOYas pacmnos-
HaBaHVe QULIMHIOBbLIX MUCEM U NMPUMEHEHME NPUHLMMOB KNOeprurmeHsl, CHUXaeT
BEPOATHOCTb MHLNAEHTOB.

KnéepyyeHus n TeCTMpoBaHMe Ha NPOHUKHOBEHUE

- NpoBejeHne peryaspHbIX yYeHU NoOMoraeT OLEeHUTb TOTOBHOCTb COTPYAHWKOB
N TEXHONIOTUI K OTPaXKeHWo aTak. TeCTMpoBaHMe Ha MPOHUKHOBEHWE BbIiBAAET clabble
MecTa B 3alL1Te 40 TOro, Kak UMW BOCMOb3YHOTCA 3/10YMbILLIEHHWKM.

Ayout 6e3onacHocTh Ha ocHose CIS Benchmarks

- UCNoNb30BaHWe pekomeHaaumi LieHtpa VHTepHeT-6e30onacHoctn (CIS Benchmarks)
No3BOJIAET:

«  ONTMMU3MPOBATb HACTPOMKWN CUCTEM;

*  YCTpaHWUTb NOTEeHLMaNbHbIEe YA3BUMOCTY;

« CooTBETCTBOBaTb MEXAYHapPOAHbIM CTaHAapTam 6e3onacHoCTy.



KnéepnonuroHbl: passButme TEXHONOMMN U PEeasIMCTUYHOE MOAENMPOBAHME
UHPPACTPYKTYP

CoBpeMeHHble KnbepnoanroHbl NPeAcTaBaAAOT COOO0M MHHOBALIMOHHbIE MAaTGOPMbI,
CO3/aHHbIe A1 UMUTALMKN CIOXHbIX CLieHapreB kKnbepatak B YCI0BUAX, MaKCVManbHO
NPUBANKEHHBIX K peanbHOW MHPpacTpykType. OHM NpeaoCTaBAAOT YHUKaNbHYHO
BO3MOXHOCTb MOZennpoBaTb paboTy KpUTUYECKN BaXKHbIX 06beKTOB MHGOPMaLM-
oHHoW nHdpactpykTypbl (KBOUNKW) n ACY TI1. Takon noaxoa NO3BOASET UCCAEAO0-
BaTb YA3BMMOCTW, TECTUPOBATb 3aLUUTHbIE MEPbI 1 MOBbIWAaTb YPOBEHb MOArOTOBKM
Cneymnanncros.
Ocoboe BHMMaHWe yaenaeTca CO3aHnio CLLeHapueB, KOTOPble OTPaXkatoT akTyasibHble
Yrpo3bl ANA MPOMBbILNEHHOCTW, SHEPreTUKY, TPaHCnopTa 1 APYyrux CEKTOPOB, KPUTK-
yeckun 3aBucAwmx ot UT-cuctem. KnbepnoamroHbl No3BoAsHOT:
» [powurpbiBatb atakn Ha SCADA-cucTembl, PLC-KOHTpOANepb! 1 Apyrue KatoyeBble
3/1eMEHTbl HPPACTPYKTYPbI;
« [lpoBepATb 3GPEKTUBHOCTb CPEACTB 3alLMTbl, TakMX Kak CMCTEMbl OBHapy>XXeHWs
BTOP>KEHWI, CErMeHTaLusA CeTU 1 pe3epBMPOBaHNE JaHHbIX;
+ [logroTtaBamBatb CNeLMaNnCToOB K pearmpoBaHNIO Ha peasibHble MHLMAEHTbI, BKJIO-
Yaa yCTpaHeHWe NoCNeACTBUMA N BOCCTaHOB/IEHME PaboTOCNOCOBHOCTH CUCTEM.
Cnpoc Ha kMbepnosMroHbl pacTéT, YTo CTUMYAMpPYeT nx passuTue. byayuiee atoro
HanpaB/eHNA CBA3aHO C UHTerpaLunein TEXHONOT NN MCKYCCTBEHHOTO UHTENNeKTa, KOTO-
pble MOMOryT aBTOMaTM3MpPOBaTb reHepaLmio CIOXHbIX CLLeHapueB aTtak 1 aHaansu-
poBaTb pe3ynbTaTbl. Pa3BuTre 061a4HbIX TEXHONOTMMI TakKe CNOCOBCTBYET CO3AaHMI0
AOCTYMHBIX U MacwTabupyembix BUPTyabHbIX MOJNTOHOB, UTO pacLUMpPAET UX NpuMe-
HeHune B 0ByYeHUN 1 TECTUPOBAHUWN Ha HaLMOHANbHOM 1 MeXAyHapOAHOM YPOBHSX.

Heo6xopgmmocTb BHepgpeHuns SOAR 1 UCKYCCTBEHHOIO MHTENNEKTA B NpoLec-
Cbl PEArMpoOBAHUSA HA UHLMUOEHTbI

CoBpeMeHHble knbepaTtaku TpebytoT OT OpraHmn3aLLmii onepaTMBHOrO N KOMIMJIEKCHOTO
pearnpoBaHus. B 3Ton cBA3mn ncnosb3osaHne cucteM SOAR CTaHOBUTCS HEOTbEMIEMON
yacTbto 3dPekTMBHOro ynpasneHuns 6esonacHoctbto. SOAR no3BosseT aBToMaTm-
3MpoOBaTb PYTUHHbIE MPOLLECChl, TakMe Kak cbop nHdopmaummn, aHaan3 NHUMAEH-
TOB M NepBUYHOE pearnpoBaHne. ITO MOMOraeT 3HaUMUTebHO CHU3UTb Harpysky
Ha CneLvanncToB, MMHMMM3NPOBATb BPEMS peakLiMn 1 MOBbICUTb TOYHOCTb 06PaboTKM
yrpo3. Hanpumep, SOAR-cnctembl MOryT aBTOMaTUYeCKN N30AMPOBaTb CKOMMPOMe-
TUPOBAHHbIE YCTPOWCTBA, 3ab10KMpPOBaTb NOA03pUTENbHbIE IP-aapeca 1 yBeAOMUTb
OTBETCTBEHHbIX /UL, O Pa3BUTUM CUTyaLIUN.

MNMomnmo aBtomatm3auumn, SOAR cnocobcTByeT cTaHAapTU3aL My NpoLeccoB pearu-
pOBaHMA. 3TO 0OCOHEHHO BaXXKHO AN KPYMHbIX OpraHu3aLmm, rae Heobxoanmo corna-
COBbIBATb AENCTBUA MEXAY pa3HbIMU oTAaenamu u dunananamun. BHegpeHune Takmx
CUCTEM He TOJIbKO MOBbILAET ONepaTMBHOCTb, HO U obecneyusaem NPO3pPayYHOCTb
N AOKYMEHTUPOBaHME BCEX 3TAMNOB pearnpoBaHus, YTO YNpOoLLAeT ayAuT U AasbHENLLYHO
OnNTUMM3aLUIO.



Ponb MCKYCCTBEHHOIO MHTENNEKTA B PEArMpoOBAHUM HA YrPO3bl

N y>ce akTMBHO MCMOAb3yeTca AnA aHannsa 60ablnX 0O BEMOB AaHHbIX, YTO Aenaet
€ro He3aMeHVMbIM MHCTPYMEHTOM B 6opbbe ¢ knbepatakamu. COBpeMeHHbIe CUCTEMBI
Ha 6a3e NI cnocobHbl B peasibHOM BPeMEHW BbIIBAATb aHOMaIMM B MOBEAEHWN MOJb-
30BaTenen 1 yCTPoOnCTB, MpesckasbliBaTb BO3MOXHbIE CLLeHapUn aTak 1 peKkoOMeHA0BaThb
Hanbonee 3¢ddexTMBHbIE Mepbl pearnpoBaHua. Hanpumep, aaroputMbl MalLMHHOIO
0byyeHns NO3BONAIOT HbICTPEE 1 TOUHEE ONPEeAeNsTb Yyrpo3bl, TakKne Kak MPOABMHYTbIE
aTtaku Tvna APT, KOTOpble CI0XKHO 0B6HaPY>XUTb TPaANLMOHHBIMU METOAAMM.

Kpome Toro, M cnocobeH agantmpoBaTbCA K HOBbIM BMAAM Yrpo3, YTo 0COHEHHO
aKTyaNbHO B YCNOBUAX CTPEMUTENBHOIO NOABAEHNA HOBbIX TEXHWUK B3/10Ma. VIHTerpaums
N B SOAR-crcTEMbI MO3BONIAET CO3AaTb MMOKYHO U BbICOKOIPdEKTUBHYHO MHPPACTPYK-
TYpY 3aLnTbl, CNOCOBHYIO pearnpoBaTth Ha BbI3OBbI byayLuero.

KoHTponb UU: Heo6xoguMocCTb aTTecTaumm u NpoBepku Mogenen

C pa3sutmem texHonornin I Bcé 6onblue 3agau B chepe knbepbe3onacHOCTM aBTO-

MaTU3NPYHOTCA, OJHAKO 3TO CO34aET HOBble PUCKU. Vicnosiblyemble mogenn VA camm

MOTYT CTaTb MULLEHbIO ANA aTaK, HanpuMep, NyTéM BHEAPEHNA BPEJOHOCHbIX AaHHbIX

B obyuatoLme BbIOOPKM MAKN IKCMTyaTaLum ya3BMMOCTEN B aaroputMax. B aton casum

0Cobyto BaxHOCTb NpuobpeTtaeTt aTTectaumns n nposepka NN-mogenein. KoHTponb

NI gon>xkeH BkarOYaTh:

«  OueHKy Hafé>XHOCTM N TOYHOCTU aNrOPMUTMOB, YTODObI NPeAOTBPaTUTL OLIMOKY,
KOTOpble MOTYT MPUBECTM K MPOMYCKY Yrpos.

« TecTupoBaHMe Ha YCTOMYMBOCTb K Pa3MYHbIM TUMaM atak, TakvM Kak 3KCrJyaTa-
LnA yA3BMMOCTEN AN MaHUMYAALUN BXOAHBIMU AAHHbBIMMW.

« PerynspHbIn ayant npoueccoB pabotbl MW, utobbl MCKAHOUNTL PUCKM, CBS3aHHbIE
C HEKOPpPEeKTHOM 06paboTKOM AaHHbIX AW NPEAB3ATOCTbIO aArOPUTMOB.

Ha ypoBHe rocysapcTBeHHbIX U KOPNOPaTMBHbIX CTaHAAPTOB ciedyeT pa3paboTaTb

pernameHTbl, obecneunsatowme 6ezonacHoCTb NpumeHeHnsa MW, 3to Bkatovaet 0b4-

3aTesIbHyH0 cepTUdMKALMIO MOZENeN 1 perynspHoe TeCTUpOoBaHWe MX Ha COOTBETCTBUE

yCTaHOBJ/IEHHbIM TpeboBaHMAM. Takon NOAXOZ MO3BOINT He TOIbKO MOBbLICUTL JOBEpUE

K TEXHONOTUAM, HO U MUHUMW3MPOBATb PUCKK, CBA3AHHbIE C X UCMOb30OBaHNEM.

byaoywee NN n SOAR B kn6ep6e30nacHoOCTH

- couyeTaHue Bo3moxxHocTe SOAR 1 VI oTKpbiBaeT HOBblE TOPU3OHTbI A5 Mpoak-
TUBHOW 3awnTbl. Hanpumep, B 6amKaniine roabl OXKMAAETCA MHTErpaLma TEXHONOT NI
reHepatueHoro VIV ans mozennpoBaHMa NOTEHLMaNbHbIX aTak U pa3paboTku cTpa-
TErvn 1Ux NpesoTBpaLleHmsa. OTO NO3BOAUT OpraHn3aLmaM He TOIbKO pearMpoBaTb
Ha MHUMAEHTbI, HO 1 NpeayrajbiBaTh WX, YTO KapAMHaNIbHO MEHAET NoAxo4 K obecne-
YyeHMo 6e30MacHOCTW.



Knbepgangxect AO «[TC»

MpOTMBOCTOAHNE COBPEMEHHbLIM Yrpo3amM MHPOPMaALUOHHOMN
6e3onacHoCTM TpebyeT OT OopraHM3aLnm He TONbKO BHeApPeHUA
nepesoBbIX TEXHONOTMI, HO U CUCTEMHOTO NOAXOZAa K YNPaBAEHUIO
6e30nacHOCTbHO.

PerynapHoe ob6HOBAEHWE MHOPACTPYKTYPbI, MPOAKTUBHOE ObyYe-
HWe COTPYAHWKOB M MCNOAb30BaHNE MHOIOYPOBHEBBIX pPeLUeHUIA
MO3BOAOT CYLLLECTBEHHO CHU3UTb PUCKN 1 MOBBLICUTb YCTONUYMBOCTb

K aTakaM.

B yc/10BUAX CTPEMUTE/IbHOIO pocTa unc/ia yrpos
NPOoaKTUBHaA 3aluTa CTAaHOBUTCA He NMPOCTO Npu-
OpuUTeTOM, a He06X0ANMOCTbIO A1 YCNELIHOro
BeaeHna bunsHeca.
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ATAKU HA TOCYOAPCTBEHHBIE U KOPMOPATUBHbBIE CUCTEMDI

3a nocnegHue aBa roga B KasaxcraHe Habarogancs pocT umcna knbepatak
Ha pa3/InYHble CEKTOPbI SKOHOMMKM.

Cpedu Haubosree nocmpadaswiux MOXHO 8bl0eUMb.

«  CMW - 19% ot obuero umncna atak, ¢ Hoabpa 2023 roga He3aBMCKMble
kasaxctaHckme CMW noaseprance cepum DDoS-atak, 3aTpOHYBLUMX
Kak MMHVMYM AeBATb U3AaHWA N akKayHTbl HECKONbKMX XXYPHaANCTOB
B MECCeHZKepax 1 COLMaNbHbIX CETAX (ucmouruk: PT Security);

*  roCyAapcCTBeHHble yupexaeHusa - 12% atak, NpuBeaLwnX K yTeyke KOH-
duaeHUManbHOM MHGOPMaLMK U HapyLEHUO paboTbl MHOPMaLM-
OHHbIX CUCTEM;

* (dunHaHcoBble opraHm3auunm - 12% atak, B Uncie KOTOPbIX Kpaxka AaH-
HbIX N AEHEXHbIX CPEeACTB;

e coumanbHaa nHxeHepusa - B AHBape 2024 roga B KasaxctaHe 6b110
3apukcmpoBaHo noutn 600 GULLIMHIOBLIX atak (ucmouHuk: Khabar).
OUWNHT 1 LeneBble aTakn Yepes NEKTPOHHYH NOUTY U MeCCeHaXKe-
pbl HAbMPAKOT NONYAAPHOCTb, UTO YBEANYMBAET PUCK KOMMpPOMETaLMm
nonb3oBaTenen.

OaHUMM 13 Hambosiee PacnNpPOCTPaHEHHbIX U pa3pyLMTeNbHbIX BUAOB
knbepaTtak, HanpaB/eHHbIX Ha HapylweHne paboTbl ceTen, Beb-can-
TOB W OHNaWH-cepBucoB, ocTtatotca DDoS-ataku (Distributed Denial
of Service).

Ecnn paHee OCHOBHOW Lie/IbiO TakMx aTak bblna neperpyska cepsepoB
W CeTel C Lebio BPEMEHHOIO OTK/IKOUEHUS Pecypca, TO CEerofHs Kubep-
NPECTYMHUKN NCMOb3YOT UX KaK MHCTPYMEHT LAHTaXa, OTBJeYEHNs BHU-
MaHuWs OT APYrMX aTak UAWN KakK YacTb reonoIMTUYECKMX KOHOIMKTOB.

B 2024 roay oHun coctaBuam 64% ot obLero koanuecrsa atak
ANA rocypapcrBeHHoro cekrtopa n 17% - pna puHaHcoBoro.

CoBpeMeHHble TeHAEHLUNK, Takme Kak pa3BuTue VIHTepHeTa Bewen (loT),
061aUHbIX TEXHOIOTUI N YCNOXHEHWE LMbPOBON MHPPACTPYKTypbl CMO-
COBCTBYHOT NOBbILLIEHWIO AOCTYNMHOCTU MHCTPYMeHTOB Ans DDoS-atak. 31u
ataku ctanm 6onee MaclwTabHbIMK, CNOXHBIMW U LieNeHanpaBAEeHHbIMY,
nopaxas He TONbKO BM3HEeC, HO N KPUTUYECKN BaXKHYH MHOPACTPYKTY-
py: rocyAapCTBeHHble NopTaibl, MeANLIMHCKME CUCTEMbl U GUHAHCOBbIE
yupexaeHus.



MporHo3 Ha 2025 ropg

« [porHo3unpyeTca fanbHEULWNA POCT YMcaa atak, B Tom ymncine DDoS-
aTak Ha rocysapCTBeHHble W KOPNopaTuBHble MHPOPMALMOHHbIE
CUCTeMbI, YTO CBA3AHO C aKTUBHOW LMdPOBU3aLIMEN U yBENNUYEHNEM
ymMcna ToYeK AOCTyNa K KPUTUYECKM BaXKHbIM CUCTEMAM.

* Bce 6bonee pacnpoctpaHeHHbIMK ByAyT CTAaHOBUTLCA aTaky Ha Lienouy-
K noctaBok. OTCyTCTBME B 3akoHOZaTenbcTBe KasaxcraHa TpeboBaHuin
K ypoBHIO obecneuyeHns MHPopMaLMOHHON He3onacHOCTM NocTaB-
LWMKOB YCNYr CO34aeT YC/NOBUA A/A PacnpoCTpaHEHMA BPELOHOCHO-
ro MO cpean KAMEHTOB 1 MAPTHEPOB, Ha KOTOPbIX PacnpPOCTPaHAIOTCA
EavHble TpeboBaHMA, yTBEpPXXAEHHbIe NOCTaHOBAeHWeM lNpaBuTenbCTBa

PK.

+ PacwunpeHune chepbl ncnonbzoBaHna LUEGPOBLIX BaAOT U GUHAHCO-
BbIX TEXHONOTNIN CO3/a€T JONONHUTENbHbIE TOUKM YA3BUMOCTH, YTO
MOBbILIAET NpMBEKaTeIbHOCTb PUHAHCOBOrO CEeKTOpa ANA 3/10yMbILL -

JIEHHNKOB.

«  Oxwugaetca ncnonb3oBaHne 6onee N30LPEHHbIX METOL0B COLMANBHON
NHXXEHEPUM N POCT YNCa MOLLEHHUYECKMX CXEM, HanNpUMep, Takmx Kak
«MaMOHT», KOTAa 3/10YMbILLUNEHHWNKM UCMONb3YHOT MOAMEHY peanbHbIX
AAHHbIX A8 NonyyYeHns GUHAHCOBOM BbITOAbI.

MOBWJIbHbIE YTPO3bl

lNporHo3 Ha 2025 ropx

MPUOPUTETHOW LieNbio A8 3N10YMbILLEHHUKOB CTaHOBATCH MOBUIbHbIE
yCTPOWCTBa, OCOHEHHO B GUHAHCOBOM CEKTOpE.

BaHKkOBCKME MPUAOXEHMA: yBeAMYMBAETCA KOJAMYECTBO artak
Ha MO6U/IbHble HaHKOBCKME NPUNOXKEHWS, HaNPaBAEHHbIX Ha XULLIEHME
MoNb30BaTENbCKMX JaHHbIX 1 GUHAHCOBbLIX CPeACTB. B kavecTBe 3aLu-
Tbl BCE Yallie BHeAPAIOTCA BUOMeTpuYeckme CUCTEMbI MAEHTUdMKALIM,
OAHAaKO OTCYTCTBME CTaHAAPTOB CHMXKAET UX HaAEXHOCTb N YCTONYN-
BOCTb K 06x0ay. [1epcneKkTMBHbIM pelleHVeM ABAETCA NPYMeHeHne
TEXHOJIOTUW MOATBEPXAEHUA «XKMBOro pasyma» (liveness detection),
TpebytoLwmx ANHaAMUYECKMX AeNCTBUIM, TakUX KaK MOpraHue nam noBo-
POT ronoBbl. Takme CUCTeMbI 3aTPYAHAOT UCMOb30BaHWe MOAAEN0K
1 MOBBILLAKOT YPOBEHb 3alnTbl MOBUBHBIX MPUIOXKEHWA.
Android-ycTpoiicTBa: BO BTOpom nonyroaunn 2024 roaa Hanbosee pac-
NPOCTPaHEeHHOW Yrpo30i KPaXkv AaHHbIX CTana BPeLOHOCHas Nporpam-
Ma Formbook (ucmourux: ESET).

PocT uncna atak Ha MOBUIbHbIE NAATGOPMbI 3NEKTPOHHBIX NiaTeXemn
1 6aHKOBCKME NMPUIOXKEHMS.

yBennueHune uymcna BpeLOHOCHbIX MPOrpaMM, HanpaBAeHHbIX Ha B3/1IOM
Android.



YrPO3bl AJ191 KPUTUYECKOW UHOPACTPYKTYPbI

lMporHo3 Ha 2025 rop

MuweHbto ana KnbepaTak CTaHOBUTCA KpUTMUYeckasa MHPPaCTPyKTypa,

BK/IFOYas 3HepreTKy 1 TpaHCnopT. Tak, 3a NpoweAwnin rog beiam pea-

NIN30BaHbI LieNeBble aTaky Ha SHEPreTUYecKuii CeKTop, CUNOBbIe CTPYK-

Typbl, FOCyjapCTBEHHbIE OpraHbl, B TOM YMCae U Ha OMepaTopOB CBA3W.

YA3BMMOCTU B CMCTEMAX aBTOMATU3NPOBAHHOIO yrpaBAeHNA TEXHOAOI M-

YeCcKMMM npoLeccaMmy NPUBOAAT K cboaM B paboTe KpUTnyeckon nHppa-

CTPYKTYpblI:

« DHepreTuKa: aTaku Ha 3HepreTnyeckme CMCTeMbl MOTYT Bbl3BaTb Mepe-
601 B MOCTaBKe 3HEPrnKn, UTO HEraTMBHO CKaXeTCA Ha 3KOHOMWUKe
1 6e3onacHoOCTL.

« TpaHcnopT: knbepartaku Ha TPAHCMOPTHbIE CUCTEMbI MOTYT HapyLLUUTb
NOTUCTVIKY 1 MepeABMKEHNe, CO3AaBas XaoC M MPOBOLMPYSA SKOHOMM-
yeckue notepu.

MHorouncneHHble loT-ycTponCTBa, BKAKOYaA MPOMBILLIEHHbIE, XapaKTepu-

3ytoTcs cnabowt 3almUTON, UTO AenaeT Ux NpuBaeKaTeNbHbIMU LieNaMmn ans

3M10yMblLlWNeHHNKOB. Hanpumep, 60THeT Mirai, NCMonb3yowWwmin ya3BMMO-
ctv B loT-ycTporcTBax AN CO3AaHMA MacCoBbIX aTtak, bbin 3agecTBOBaH

B 2024 roay ana opraHusaunn DDoS-atakum Ha TeeKOMMYHMKaALMOHHYHO

KOMMaHWH0.

« [porHo3upyeTca ycuneHuve atak nocpeacTsom loT-ycTporcTBa B Npo-
MbILLNEHHOCTU U 3HepreTuke. KpomMe TOoro, oXxunaaercsa pocT uncia atak
Ha loT-yCTpoMCTBa Kak TOUKM BXOAa B KOPNOPATUBHbIE CETU.

e C 60nbLUOW AONEN BEPOATHOCTU MOXHO OXMAATb 3HAUNTENBHOIO POCTa
aKTMBHOCTM APT-rpynnupoBOK, CNeLmanm3npyroLLnXca Ha knbepinum-
OHaXe, pocTa KO/IMYeCTBa LieIeBbIX aTak Ha SHePreTMyYecknin CeKTop.

NESUHPOPMALINUA U ATAKU HA COLUUNATIbHBIE CETU

lMporHo3 Ha 2025 rop

+ PacnpocTtpaHeHune ¢erkoB: nCNonb3oBaHNe GENKOBbIX akKayHTOB,
deepfake-koHTeHTa 1 NoaAeNbHbIX HOBOCTEN A1 MaHWUMyAALMMN ObLLie-
CTBEHHbIM MHEHMEM.

« CoumanbHble ceTu Kak MHCTPYMEHT: 3/10yMbILUNEHHUKN UCMONb3YHOT
couceTn Ana GULLNHIa U pacnpoCTPaHeHWA BPeJOHOCHbIX CCbINOK.

+ AsTOMaTtu3auus gesnHbopmauun: ncnoabzosaHne IV ana nposege-
HWS MaCLITabHbIX KAMMAHWI MO PacipPOCTPaHEHUIO NIOXKHOW UHPOP-
Maumn.

* YcuneHue atak Ha KpynHble naatdopmbl Ana caboTtaxa paboTbl nan
KpaXkvt fJaHHbIX.



2BOJTIIOUNA KUBEPYTPO3

MporHo3 Ha 2025 ropg

YTEYKA OAHHbIX

lMporHo3 Ha 2025 rop

B nocnegHee Bpems HabaroAaeTca yCTOMUMBBIN TPEHJ, Ha YCIOXHEHNE
METOZOB aTaK. 3/10yMbILUNEHHWUKN aKTUBHO MCMOb3YHOT CKPbITHbIE TEXHM-
KW, BKJItOYasa HeBUAMMbIe 63ka0pbl, 061auHble NaaTGopmMbl A4 ynpasie-
HWMA aTakamy 1 COLMAbHYO MHXXEHEPUIO, YTO MO3BOAAET MM OCTaBaTbCA
He3ameYeHHbIMW ANNTENbHOE BPEMSA U AenlaeT X obHapy>KeHve CTaHAapT-
HbIMW CPeACTBaMU 3aLUUTbl KpaHe CIOXHbIM. ITU rpynnbl LeaeHanpas-
NeHHO aTaKyoT rocyAapCTBEHHbIe CTPYKTYPbI, CNELLCNyX0bl, KpUTUYECKH
BaXHble CUCTEMbI U MOCTABLLMKOB YCAYr, YTODObl MOAYUNTb JOCTYM K KOH-
dunaeHumanbHbiM AaHHbIM. Knbepyrposbl YCAOXHAOTCA 3@ CYET BHejpe-
HWA COBPEMEHHbIX TEXHONOTUI, UTO TpebyeT 6osee NPOABMHYTbIX METO-
[0B MPOTNBOAENCTBUS:
*  VckycCTBEHHbBIV MHTENNEKT Y MaLUMHHOE OByYeHMe: 310YMbILLIEHHUKN
npumeHaroT W ana cosgaHms agantneHoro BpegoHocHoro MM0O.
« Deepfake: ncnonbsyrorcs ana pacnpocrtpaHeHus aesvHdopmaumm
M MaHUMNyAALMN OBLLECTBEHHBIM MHEHUEM.
e YA3BMMOCTM HYNEBOTO HA: OCTAOTCA CEPbe3HOM Npobaemon, No3Bo-
NAR aTaKyoLWUM NPOHMKaTb B CMCTEMbI A0 BbiMycka OOHOBAEHWI 6e3-
OMacHoOCTK.

« AktmBuM3aumsa ncnosbsosaHua N B kmbepatakax notpebyet paspa-
60TKM HOBbIX METOZOB 3aLLMUTHI.

« Pactywyto yrpo3sy 6yayt npeacraantb TexHosnormm Deepfake, Tpebys
pPa3BUTUA CPEACTB A/A UX OOHAPY>KEHMUS.

*  O®uHaHcoBbIN cekTop: B 2024 rogy ofHa 13 Ka3axCcTaHCKMX GUHAHCOBbIX
opraHv3auuin notepsana gaHHble 50 TbiCAY KAMEHTOB M3-3a YA3BMMOCTU
B MOOMABHOM MPUAOXKEHUN.

« [ocypsapcTBeHHble CUCTEMBI: yTeuka KOHQUAEHUMaNbHOW MHPOPMaLIMK
N3 TOCCTPYKTYP HeceT yrpo3y HauumoHanbHOW 6e3onacHocTu. B ceH-
TAbpe 3TOro roga akcnepTbl No knbepbesonacHOCTM oTMeYanu, YTo
KasaxctaH okasanca Ha BTOPOM mecTe cpean ctpaH CHI no uncay yno-
MWHaHW MoweHHuKamun B DarkNet. A gaHHble rpaxzaaH npogaroTcs
no ueHe ot 100$ ao 50 000$.

» Pocr atak uepes API: yA3BMMOCTV B MPUJIOXKEHUAX CTAHYT KJIHOUEBLIM
KaHaioM AJ/if YTeUKMN JaHHbIX.

» LleneBble aTakv Ha KpymnHble OpraHM3aummn ¢ 60bWNMN MaccBaMm
NepCcoHabHbIX JaHHbIX.



TEXHONOINMYECKUE YTPO3bl

MPOIrHO3 HA 2025 roa

A3bIkn NporpaMmmupoBaHms, Takne kak C++ 1 Go, akTUBHO MCMOAb3YHOTCA
AN CO3aHNA CNOXKHBIX BPEJOHOCHbBIX MPOrpamm, BKIKOYasa PYTKUTbI U 3KC-
NAOWNTbI ANS APanBEPOB.

AKTMBHOE WUCMO/Ib30BaHWe ysA3BMMOCTEN ApanBepoB Ana obxosa
CUCTEM 3aLUThbl.

Pa3paboTka 6onee CNoXHbIX aTak C UCMO/Ib30BAHMEM 3TUX A3bIKOB MPO-
rpaMMMUPOBaHMSL.

MEPbI MPOTUBOLAENCTBUSA

3AKJTKOMEHUE

PasButne knbepobpaszoBaHuA: MOBbILEHNE OCBEAOMJIEHHOCTU
O COBPEeMEHHbIX Knbepyrposax.

[NepenoBble TEXHONOMMM 3alUUTbI: Ucnonb3osaHne VIV 1 mawmHHOro
0byueHus ana obHapyXXeHUs Yrpo3 B peXnMe peasbHOro BPEMEHM.
MexayHapoAHOe COTPYAHUYECTBO: yyacTue B rnobanbHbIX MHULMATU-
Bax 1 OOMEH OMbITOM.

Be3zonacHocTb |0T: cTaHAapThl 418 NOAKAKOUYEHHbIX YCTPOWCTB.
KoHTpoab Lenoyek noctaBok: ob6s3aTesibHble ayAnTbl 6€30MacHOCTM
MOCTaBLLMKOB, a TakXXe 3aKOHOAaTe/IbHOe 3akpenieHne ob6s3aTebcTBa
AN NOCTaBLUMKOB YCAyr cybbekTaM rocyapCTBEHHOIO M KBa3Urocy-
LAPCTBEHHOrO CEKTOPOB BbIMO/HATL TpeboBaHMA No obecnevyeHno
MHPOPMaLMOHHOM 6€30MacHOCTM B COOTBETCTBUMN C YTBEPXKAEHHbIMU
HOpMaMMU.

MporHosbl Ha 2025 rog yKasbiBatOT Ha yBeNMUYEHNEe Yncna U CA0XKHOCTH
Knbepyrpos, uto ankTyeT ana KazaxcraHa HeO6XOANMMOCTb:

Pa3BMTMA HaLMOHaNbHOW MHGPACTPYKTYpPbl KnbepbesonacHoCTH.
MoBbllweHMs kKBaandMKaLMM CreumnannctoB B obaact nHpopmaum-
OHHOW 6e30MnacHOCTU.

BHeApeHWs nepeaoBbiX TEXHOOTUIA 418 O6HapPYXXeHUs 1 NpesoTBpa-
LLIeHMA aTaK.

YcuneHus 3aKOHOAATENbHbIX U PETYNATOPHbLIX MEXaHM3MOB 3aLUThl
KPUTUUECKOW MHOPACTPYKTYpbI.

KomnnekcHbI noaxoa K knbepbe3onacHOCTH CTaHET KtoUeBbIM GakTOpoM
YCTOMUYMBOCTUN K COBPEMEHHBIM BbI30BaM W MO3BOINT NOBLICUTbL 3 HEKTUB-
HOCTb 3aLLMTbl HaLMOHaNbHbIX MHTEpecoB Ka3zaxcTaHa.
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B pamkax peannsauuu HaLMOHaAbHOW CTpaTerMmn no ykpenaeHuno Lndposoin besonac-
HOCTU 1 pa3suTuio nHdopmaumoHHon KynbTypbl KHB PK, KB MUPWATT PK n AO «TC»
aKTUBHO BHEAPAIOT NOAXOAbI ANA MOBbILEHNSA YPOBHA 3aLUULLEHHOCTU rOCyAapCTBEH-
HbIX MHPOPMALMOHHbBIX CUCTEM M PECYpPCOB, a TakXke OCBeAOMIEHHOCTN OpraHn3auni
O COBpPEMEHHbIX yrpo3ax MHGopMaLMoHHON He3onacHoCTH.

OAHUM M3 KAHOUYEBbIX MEPOMPUATUNA B 3TOM HamnpaB/Je€HUMN CTa-
no ¢opmupoBaHue Peectpa kubepyueHni ana KazaxcTraHCKUX
opraHu3auui, BKAOUYaa rocygapcrBeHHblie opraHbl Pecnybamknm
KaszaxcTtaH, MeCTHble UCMOJIHUTE/IbHbIE OPraHbl U OpraHM3auuu
KBa3UrocyaapCcTBEHHOIO CEKTOpa.

OCHOBHAA LLE/1b MPOBEAEHNA KUBEPYYEHWIA B 2024 TOAY

Monynapusaumsa mep «kmbeprurmeHbl» 1 passuTme KyabTypbl MHGOPMALIMOHHOW be3-
OMacHOCTW B rOCYAAPCTBEHHbIX CTPYKTypax 1 opraHunsaumax. [Jna AoCTUXEHUA 3TON
Lenv MeponpuAatna 6blan opraHnM3oBaHbl B ABa 3Tana.

Ha nepsom smane y4acTHUKWM MPOXOAWAN MPOBEPKY
Ha NOABEPXEHHOCTb «PULLNHIY». ITO BKAKOYANO Npak-
TMYyeckoe TeCTUPOBaHME C MUCMOJIb30BaHMEM UMUTaL MK
PULWIMHTOBbIX aTaK: Pacchblika 3N1eKTPOHHbIX MNCEM CO CCbil-
KaMW Ha noaAenbHble pecypcbl AU BPejOHOCHbIe paui-
Nbl. Pe3ynbTaTbl NO3BONAIN OLLEHWTb, HACKOJbKO COTPYAHM-
K1 opraHv3aumi cnocobHbl pacno3HaTb U MpesoTBPaTUTb
Takue yrposbi.

Ha emopom smane peanvn3oBbiBanca TeopeTnyeckmin oby-

YaroLmi Kypc. Jlekumm oxBaTtbiBain KOUEBbIE TEMbI.

»  OcCHOBHble acnekTbl UHPOPMALMOHHON He3onacHOCTK.

* AHann3 oCHOBHbIX BEKTOPOB aTak Ha KasaxcTtaH.

» AKTyanbHble BOMpPOChI 1 NpakTuku B obnactn Mb.

« Pa3bop npoBeaeHHbIX KNOEPYUEHUI U PEKOMEHAALINN
MO YAYYLIEHWIO 3aLUUTbI.

Ntoramu ctanv 36 npoBegeHHbIX NpakTUYeckux knbepyueHuii u 41 nekums, Hanpas-
NIeHHble Ha NOBbILIEHNE OCBEAOMAEHHOCTN COTPYAHWNKOB, YKPeneHne 3HaHnn B obna-
ctn VIb n pa3eutme obuwen knbepkyabTypbl B OpraHu3aLmsax.



KUBEPYYEHNA HA KWBEPMOJZIMTOHE ANA OLUNB:

19-20 aBrycta 2024 roga no numumnatnee AO «TC» Bbian NpoBeseHbl kKnbepyyeHns
ana OUWB.

YueHus ctanu BaXKHbIM MepOnpUATUEM A OLLEHKU U Y1yULleHUsA HaBbIKOB
yuacTHMKOB B 06nacty kmbep3awmTbl ¢ UMUTaLMEN peasibHbIX CLieHapueB
aTak U 3alunTbl MHPOPMALIMOHHBIX CUCTEM.

YyacTHuKn 6bian pasgeneHbl Ha aBe rpynnbl: Red Team (komaHOer amakyroujux) v Blue
Team (komMaHObI 3aujumMHUKO8) 1 Kaxaas rpynna paboTtana Ha OAHOW 13 ABYX MHpa-
CTPYKTYp - «IT-koMnaHnsa» n «MUHNCTEPCTBO 06pa3oBaHNA».

OcHoBHOM 3agayen 6bIN10 co3gaHMe YCI0BUM ANA NPaKTUHECKOM
TPEHUPOBKU B YCIOBUAX, NPUOAMKEHHBIX K peasibHOW yrpose
kmnbepaTtak.

YueHusa NnpoBoAMAUCh Ha ABYX MHPPACTPYKTypax, Ka>kaas u3 KoTopbix bbiaa crnpo-
eKTUpOBaHa C YYeTOM Pas/InyHbIX Yrpo3 1 yA3BUMOCTeN. Tak, A5 NPOBepPKM HaBbl-
KOB KOMaHZ 3aLLu1Tbl, KaXaas n3 MHGPacTpyKTyp BKAOYaia B cebs CErMeHTMPOBaHHYHO
ceTb ¢ 30HamMn DMZ n Corp, a Takxke nmena 3apaHee 3a/10XXeHHble YyA3BUMOCTU pas-
NNYHbIX TUNOB, Takmx kak Web un Local Privilege Escalation (LPE). B pamkax 3Tux ycno-
BMI KOMaHAbl Red Team f0/>KHbI 6blM NOMbITaTbCA NPOHUKHYTb B MHPPACTPYKTYpYy
N NONYUNTb JOCTYN K YYBCTBUTEbHbIM AaHHbIM, TaKUM KakK nepcoHanbHas nHdopma-
LS nonb3oBaTenen n GuHaHCOBbIE AOKYMEHTbI, B TO BpeMs Kak KoMaHZabl Blue Team
AOKHBI BblIM CBOEBPEMEHHO GMKCMPOBATb M pearmpoBaTtb Ha MHLMAEHTbI He3onac-
HocTn, nepegasas otyet B HKLWB B TeueHne 15 MUHYT ¢ MOMeHTa NoATBEepXKAeHMA
MHUMAEHTA.

Kaxxgon komaHae npefocTaBAsINCb HEOH6XOANMbBIE MHCTPYMEHTbI U pecypcbl Ans
pabotbl. Ana komaHg Red Team 310 6611 VPN-KOHOUrypaumm, a ana Blue Team -
orpaHuyeHHbIn goctyn k SIEM-cuctemam (Arkime u Splunk), koTopble ncnonb3oBanmnchb
AN MOHUTOPWHIa 1N aHanmn3a MHUMAEHTOB. Bca nHdopmauma o xoae yueHnin nepesa-
Basacb yepes naatdopmy MISP, uto obecneumBano 3dPekTUBHYO KOMMYHMKALMIO
MeXJy y4YacTHUKaMUN 1 opraHm3atopaMu. TeXHUYECKYHO MNOAAEPKKY YHACTHUKOB OCYy-
wectBaanm yepes Telegram-60Tbl, a pe3ynbTathl paboTbl KOMaHA MOXHO 66110 HabJto-
AaTb Ha OHMAMH-Jawbopae.

Mpouecc oueHKM BbINONHEHUA 3aAaHUK 6bin oueHb cTporum. KomaHabl Red Team
nonyyann 6annbl 3a ycnewHoe BbINOJHEHWE PUCKOB, NpuyeM 6annbl Ans Kaxaoun
nocneAyroLLLen KOMaHAOW, peasn3oBaBLUEN TOT XXe PUCK, CHUXanuCb. Hanpumep, nep-
Bas KOMaHAa, yCnewHo peanv3oBasLias puck, noaydana 100% ot BO3MOXHbIX 6an-
NIOB, a KaxAas nocnesyroLias kKoMaHaa Ha 5% mMeHbLue. AHanornyHas cuctemMa OLEeHKM
6blna npyMeHeHa 1 ana Blue Team: 6annbl npucy>aannck 3a ycnewwHoe obHapyXeHue
NHUMAEHTa 1 onepaTMBHYIO nepeaavy nHpopmMaumu.



BaXkHO, UTO BCe OTUETbI OLEHMBANANCh HAa COOTBETCTBME 3apaHee YCTaHOBAEHHbIM Tpe-
6oBaHNAM 1 NyH6AMKOBaNWCh B peasbHOM BPEMEHW Ha CNeLnanm3npoBaHHOM UHTEpP-
HeT-pecypce HKLWB.

Kpome Toro, 6b1in onpeaeneHbl KOHKPETHbIE PUCKN A/A KaXXAOW U3 MHPPACTPYKTYP.
Hanpumep, ana «IT-komnaHum» 3T0 Moraa 6biTb yTeuka NePCOHaNbHbIX AAaHHBIX K-
€HTOB, KOMNpoMeTauus cepeepoB Active Directory nam BHeapeHue B npoLecc paspa-
60TkM 6aHKOBCKOro npoueccuHra. Ana «MuHuctepcTea o6pasoBaHnsa» Cpean pUCKOB
BblM yTeUKa KOHPUAEHLMANbHbIX AaHHbIX O CTYAEHTAX UAN KOMMPOMETaLMs CepBEPOB
MSSQL. BaxxHO OTMeTUTb, UTO BCE 3TN pUCKN TpeboBann OT KOMaHA BbICOKOW KBau-
drKaLUmM 1 TOTOBHOCTM OMEPATUBHO AENCTBOBATb B YCIOBMSAX, KOTAa BPEMS Ha Npu-
HATME peLUeHNin Bbl10 OrpaHNYeHo.

YyeHuVsa npoLwam ycnewHo 1 No Utoram AByX AHEW bbinn onpegeneHbl nobeantenw.
AO «Kcenn» n TOO «Digital Qalgan» npoaeMOHCTpUpOBann BbICOKME pe3ynbTaTbl Kak
B 3alLMTe, Tak U B aTake. TakXe OT/UYHbIE pe3yabTaTbl Nokasaanm KomaHabl 13 TOO
«MSSP.GL» n TOO «QazCloud», nonyumBLune BbICOKME OLEHKM 3a BbINOJHEHME CBO-
MX 3aau.

OT13bIBbI Y4aCTHUKOB TaKXXe cBunaeTesibCtBoBasi o BbICOKOM 3CI)CI)GKTVIBHOCTI/I
y‘-IEHI/II‘/'I, KOTOpble MO3BOJZINJIN HE TOJIbKO NMOBbICUTb YPOBEHb Km6ep3au1,mb|,
HO N 3HAUUTENIbHO yNy4lUNTb NMOHUMaHME npouecca pearmpoBaHnMAa Ha UHUWN-
AEHTbI B pe€aJibHbIX YC10OBUAX.

Takme meponpuATUA CTAaHOBATCA Ba>XHbIM 3/1€MEH-
TOM ANA NOBblWeHUA KBaandmnkaumm cneumanncton
B obnactnm nipopmaymoHHon 6e3onacHOCTH, a Tak-
>K€ MOMOratoT OpraHM3aumamM ayuile NoAroToBUTbCSA
K NOTEHUMaIbHbIM Yrpo3aM, TeCTUPYA X CNOCOBHOCTU
NPOTUBOCTOATb COBPEMEHHbIM yrpo3am nHbopmaum-
OHHOM 6e3onacHoCTM.
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3aknoyeHume U BbiBOAbI:
OCHOBHbIE UTOIM roaad
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2024 rop cTan 3HAYUMbBIM 3TAMOM
B PA3BUTUMN KN6EP6E30NACHOCTMH,
NPOAEMOHCTPUPOBAB KAK

HOBbI€ YrpoO3bl U BbI3OBbI,

TAK M NMporpecc B CO30AaHUMU
COBPEMEHHbIX METOAO0B 3ALLUTDI

MupoBble 1 NoKanbHble COBbITUA MPOAEMOHCTPUPOBAAN, UTO YrPO3bl MHGOPMALMOH-
Hol 6e30MNacHOCTV NPOAOAKAOT YCIOXKHATLCA U PACLLUMPATLCA, YTpoXKas KpUTUUYECKOM
MHOPACTPYKTYpeE, roCyAapCTBEHHbBIM YUpeXAeHNAM 1 BU3HeC-cekTopy.

KazaxcTaH CTONKHYACA C pAAOM Cepbe3HbIX MHLMUAEHTOB, KOTOPbIE BbIABUIM YA3BU-
Mble MeCTa B 3aLuTe LMbPOBbIX CUCTEM, OL4HOBPEMEHHO MPEAOCTAaBMB BaXKHbIV OMbIT
1 OCO3HaHMe 3HaYMMOCTM KOMMJIEKCHOTO NoAxoza k obecneyeHmo MHGOPMAaLMOHHOM
6e3onacHocT. Pa3BuTHE KMBEPrUrmeHbl U MPOrpaMmM NoBbILEHNS OCBEAOMAEHHOCTH
Nonb30BaTese Ka3axCTaHCKOro cermeHTa VIHTepHeTa NpogosxkaeT urpatb K0UeBYyHO
pOJib B NPEAOTBPALLEHNN YTPO3 MHPOPMALMOHHOM 6e30MacHOCTH, FAe YenoBeYeCKUi
baKTop OCTaeTCcs OAHUM U3 CaMbiX 3HAYNMBbIX.

MexkayHapogHasa apeHa B 2024 roay BHOBb NPOAEMOHCTPUPOBa-
na, uTo KnbepnpecTynHUKN He NPOCTO COBEPLUEHCTBYHOT TaKTUKM
aTak, HO N aKTUBHO OCBaMBatloT HOBblE TEXHOJIOTUM, BKJKOYasA BO3-
MO>XHOCTM UCKYCCTBEHHOTO MHTEIJIEKTA U IKCMJIONTbI ANA YA3BU-
MOCTEeN aBTOMaTU3MPOBaHHbIX CUCTEM YrpaB/JeHUA, UTO noguep-
KMBaeT Heob6xoAMMOCTb MOCTOAHHOIO MOHUTOPWHIA, Pa3BUTUA
afanTUBHbIX CTPATErni 3awnTbl U YKPENIeHMa MeXAyHapoaHOro
COTPYAHMYECTBA AN1A CAepPXXMBaHNA INobanbHbIX yrpos.

Kpome Toro, HemanoBaXKHbIM acrnekToM CTano ycuaeHve 3aKkoHoAaTe/IbHOro peryam-
pOBaHMsA, NO3BOIAOLLErO CO34aTb YCIOBUA ANA SODEKTUBHOWN 3aLUThl AAHHbIX U KPU-
TUYECKN BaXKHbIX 0OBEKTOB MHGOPMALMOHHO-KOMMYHUKALMOHHOW MHPPACTPYKTYpPbI.
BHegpeHne nepeaoBbiXx TEXHONIOTMYECKUX PELLIEHUN, Takmx kak Bug Bounty npo-
rPaMmbl, MO3BOJIMNO HE TONbKO BbIABUTb YA3BUMOCTU B MHPOPMALIMOHHbIX CUCTEMAX,
HO M YKpenuTb NO31LMK OpraHnsaumnin B 6opbbe ¢ aTakamy HOBOrO MOKOJIEHUS.
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OJZI,HOKO KNIOYEBOWM BbIBOO OCTAETCHd HEU3IMEHHbIM:
Knéep6esonacHoctb — 3TO He pas3oBas
Mepda, a npouecc, TpebyrwmMin NOCTOAHHOrIO
KOHTPONSA U BHEAPEHUSA MHHOBALUNA.

TONbKO COBMECTHbLIMU YCUIUAMUM rOoCcygapCcTBA, 6M3HEeCA,
9KCMEepPTHOro CoOO6LECTBA U MPAXAOH MOXHO BbICTPOWUTb

HOOEXHbI LWWT NPOTUB PACTYLMX LUOPOBBIX Yrpos3.

Ha nopore 2025 roga Mbl BUOWMM HE TObKO HOBbIE€ BbI3OBHI,

HO N HOBble BO3MOXHOCTMHU.

YkpenneHne 3awmnTbl MHGOPMALMOHHON 6E€30MNACHOCTMH,
PA3BUTUE KYNbTypbl 6€30MNACHOCTUM WU OAKTUBHOE
B3AMMOLENCTBME MexX[y BCEMU YUYACTHUKAMU LNDPOBOM
9KOCUCTEMbl MO3BOMAAT CO30ATb 60J5iee HAQEeXHoe

n yctonymeoe LumnmdppoBoe éynyliee.
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3aKNOYEeHUe N BbiIBOAbl: OCHOBHbIE UTOMU roaa

CcbiNIKM HO UCTOYHUKU:
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KoHuenuwna pa3sutma AO «locysapcTBeHHan TeXHW-
yeckas cnyxba» Ha 2025-2027 roabl

JTabopatopus Kacnepckoro

Positive Technologies

Gartner

Shadowserver Foundation

Check Point Research

OpenAl

Microsoft

Juniper Networks

Apache

CVE-2024-36401: https://nvd.nist.gov/vuln/detail/
CVE-2024-36401 https://cve.mitre.org/cgi-bin/
cvename.cgi’name=CVE-2024-36401
CVE-2024-21683: https://nvd.nist.gov/
vuln/detail/CVE-2024-21683 https://www.
monitorapp.com/2024-08-vulnerability-report-
atlassian-confluence-remote-code-execution-
cve-2024-21683/

CVE-2024-21762: https://www.rapid7.com/blog/
post/2024/02/12/etr-critical-fortinet-fortios-cve-
2024-21762-exploited/ https://nvd.nist.gov/vuln/
detail/CVE-2024-21762

CVE-2024-24919: https://support.checkpoint.com/
results/sk/sk182336
https://nvd.nist.gov/vuln/detail/CVE-2024-24919
CVE-2024-21378: https://www.netspi.com/blog/
technical-blog/red-team-operations/microsoft-
outlook-remote-code-execution-cve-2024-21378/
https://nvd.nist.gov/vuln/detail/CVE-2024-21378
https://global.ptsecurity.com/analytics

MITRE ATT&CK Framework: https://attack.mitre.org/
https://redcanary.com/blog/blog/lolbins-abuse/
https://www.kaspersky.com/blog/top-mitre-attack-
techniques-2023-stats-and-protection-tips/51231/
https://blog.usecure.io/top-10-cybersecurity-threats
https://community.trustcloud.ai/article/cyber-
security-tools-discover-the-top-18-must-know-
tools-of-2024/
https://www.sisainfosec.com/blogs/top-10-
cybersecurity-tools-you-should-be-aware-of-
in-2024/
https://cybermagazine.com/top10/top-10-biggest-
cyber-threats

Check Point - «2025 Cyber Security Predictions: The
Rise of Al-Driven Attacks, Quantum Threats, and
Social Media Exploitation.» https://blog.checkpoint.
com/security/2025-cyber-security-predictions-the-
rise-of-ai-driven-attacks-quantum-threats-and-
social-media-exploitation/
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Cloud Security by Google - «Cybersecurity Forecast
2025» (PDF) https://cloud.google.com/blog/topics/
threat-intelligence/cybersecurity-forecast-2025
Forbes — «Six Cybersecurity Trends Heating
Up in 2025» https://www.forbes.com/councils/
forbestechcouncil/2024/11/22/six-cybersecurity-
trends-heating-up-in-2025/

Fortinet - «Threat Predictions for 2025: Get Ready for
Bigger, Bolder Attacks» (PDF) https://www.fortinet.
com/blog/threat-research/threat-predictions-for-
2025-get-ready-for-bigger-bolder-attacks
Kaspersky Security Bulletin — «Advanced Threat
Predictions for 2025» https://securelist.com/ksb-apt-
predictions-2025/114582/

Gartner-«Global Information Security Spending
to Grow 15% in 2025» https://www.gartner.com/
en/newsroom/press-releases/2024-08-28-gartner-
forecasts-global-information-security-spending-to-
grow-15-percent-in-2025

Palo Alto Networks - «2025 Predictions: How
One Year Will Redefine the Cybersecurity
Industry» https://www.paloaltonetworks.com/
blog/2024/11/2025-predictions-redefine-the-
cybersecurity-industry/

Trend Micro-«The Artificial Future: Trend Micro
Security Predictions for 2025» https://www.
trendmicro.com/vinfo/us/security/news/security-
predictions/the-artificial-future-trend-micro-
security-predictions-for-2025
Darktrace-«Preparing for 2025: Top Al and
Cybersecurity Predictions» - https://darktrace.com/
blog/ai-and-cybersecurity-predictions-for-2025
Splunk — «Ransomware & Extortionware in 2025:
Stats & Trends» https://www.splunk.com/en_us/
blog/learn/ransomware-trends.html

Palo Alto Networks - «The Convergence
of Cybersecurity and Al: 7 Game-Changing
Predictions for 2025» https://www.paloaltonetworks.
com/why-paloaltonetworks/cyber-predictions
https://huntsmansecurity.com/blog/cyber-security-
predictions-for-2025/
https://blog.checkpoint.com/security/2025-cyber-
security-predictions-the-rise-of-ai-driven-attacks-
quantum-threats-and-social-media-exploitation/
https://www.itweek.ru/security/article/detail.
php?ID=231153
https://expertnw.com/ekspertnoe-mnenie/
prognozy-ot-kiberdeda-na-2025-god/




